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Abstract

This thesis introduces Artificial intelligence-based smart communities, including the
optimization of smart home and home microgrid applications, thus allowing commu-
nities to be more comfortable and affordable for their residents while protecting user
privacy. For these purposes, a three-layer smart community framework is proposed.

The smart home layer focuses on a household device action recommendation
system. The household appliance data is organized into a knowledge graph. A
framework, ‘DARK’ (Device Action Recommendation with Knowledge graph), is
proposed, including three parts. Firstly, a household device action recommenda-
tion algorithm is proposed to make accurate household appliance recommendations.
Next, graph interpretable characteristics are developed in DARK using trained graph
embeddings. Lastly, with the recommendation expectations, the consumers’ degree
of satisfaction and the appliances’ average power load are modelled as a multi-
objective optimization problem in DARK to participate in demand response.

The home microgrid layer concentrates on the home microgrid scheduling algo-
rithm. The proposed microgrid model includes energy storage systems, PV pan-
els, loads, and the connection to the main grid. Firstly, a multi-objective deep
reinforcement learning architecture is proposed for accumulated carbon emissions
and electricity costs optimization. Secondly, data privacy is protected by federated
learning, in which the original data is not uploaded to the server but remains lo-
cally stored. Finally, the optimization results are selected and stored to form Pareto
fronts, allowing users to bias towards their preferred optimization goals.

The privacy protection layer focuses on the measurement of potential privacy
leakage in federated learning. With the usage of an explainable algorithm, a frame-
work named SAFE-Home (Smart Applications in Federated learning with Emphasis
on Home privacy) is proposed to locate the key factors that affect privacy leakage
and vulnerable data in federated smart communities. The theoretical analysis and
simulation results are consistent, demonstrating the similarity in the privacy leakage
trends in different applications and situations.
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CHAPTER 1

Introduction

This thesis presents an Artificial Intelligence (AI)- based smart community system.
It introduces the general background, followed by the research objectives, and then

the research contributions. Finally, the outline of the thesis structure is listed.

1.1 General backgrounds

This thesis focuses on the study of smart communities. The concept of a smart
community consists of two parts: the smart home system within individual house-
holds and the home microgrid formed from multiple households. The overall goal of
a smart community is to enhance the residents’ quality of life through the applica-
tion of smart home systems while promoting energy efficiency and the reduction of
emissions via the home microgrid.

The term ‘smart home’ refers to a home automation system that utilizes ad-
vanced technologies, integrates individual needs, and achieves intelligent control.
According to Statista, the global smart home market is expected to generate $154.4
billion in revenue by end of 2024, making it a very promising research direction [1].

Research in the field of smart homes can significantly improve the quality of life



of residents. For instance, smart homes can enhance home safety through real-
time environmental monitoring, such as automatically alerting the residents when
a gas leak is detected to prevent potential danger. Another research area is that
they can also provide accessible living support, such as by automating household
appliances to offer more convenient lifestyles for family members with mobility diffi-
culties. Additionally, smart homes can reduce power consumption through demand-
side algorithms [2]. Overall, smart home technology can create a more satisfying,
energy-efficient, and personalized living space.

Research on the home microgrid can promote energy conservation and emissions
reduction, which have received considerable attention by many countries. For exam-
ple, the European Union Emissions Trading Scheme has committed these countries
to becoming carbon-neutral by 2050 [3]. The home microgrid is an excellent solution
in this regard. A home microgrid refers to a small-scale microgrid for several house-
holds, consisting of distributed energy, individual household loads, storage devices,
and control devices. Unlike traditional power grids, microgrids utilize renewable
energy sources, such as solar and wind energy, instead of only relying on traditional
grid energy sources like oil, coal, and natural gas. Furthermore, energy scheduling
can be achieved through an energy management system, such as peak-shaving or
purchasing electricity when prices are low, via scheduling algorithms [4] [5]. Overall,
it is necessary to develop microgrid algorithms that increase renewable energy pene-
tration while at the same time optimizing performance, further reducing cumulative
electricity costs and the production of carbon emissions.

Moreover, since the data used in smart communities comes from the residents,
it is inherently private. For individuals, data leakage could lead to identity theft,
financial loss, and even personal security threats. To protect data privacy, the
European Union has introduced the General Data Protection Regulation and the
United Kingdom has enacted the Data Protection Act [6] [7]. Federated learning is
the preferred method for protecting data privacy in Al systems; however, as privacy
technologies evolve, studies have found that federated learning still poses risks [§].
It is necessary to address any potential attacks that could lead to privacy breaches

and to measure the extent of any possible privacy leakage. Therefore, data privacy



protection and the measurement of privacy leakage are another focus of this thesis.

Artificial intelligence is a crucial tool for achieving all of the aforementioned
goals within the smart community due to its powerful data analytical and opti-
mization capabilities. Specifically, deep learning algorithms in artificial intelligence
are well-suited to prediction and classification tasks, such as electricity load fore-
casting. Reinforcement learning algorithms are suitable for control tasks, such as
scheduling algorithms in microgrids. Optimization algorithms are adept at finding
optimal solutions to complex problems, such as balancing conflicting objectives in
power systems [9] [10]. Many application scenarios in power systems can be perfectly
integrated with artificial intelligence algorithms. Therefore, this thesis focuses on
combining these artificial intelligence algorithms with each part of the smart com-

munity including smart homes, home microgrids and privacy preservation issues.

1.2 Research objectives

Based on the backgrounds above, in this thesis, the research firstly focuses on the
home area—household device action recommendation systems. Then, it expands
from the home area to the home microgrid area and focuses on microgrid scheduling.
Finally, the factors affecting privacy leakage in the context of household-distributed
machine learning are researched based on the first two research directions. Specifi-

cally, the focus is placed on the following three research objectives.

1.2.1 Household device action recommendation system

The device action recommendation system is part of the research scope of household
appliance automation and smart homes, which are dedicated to making daily life

more convenient and electricity usage more efficient. This research aims:

1. To develop a recommendation system for predicting the next possible house-

hold device action accurately.

2. To develop an interpretation method for the recommended results, making the

proposed recommendation system more reliable.
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3. To develop demand response optimization based on the recommended results,

enhancing the household energy efficiency.

1.2.2 Home microgrid scheduling systems

Home microgrid scheduling systems are part of the research in the area of microgrid
optimization, aimed at enhancing energy efficiency, reducing cumulative electricity

costs, while lowering carbon emissions. This research aims:

1. To develop a smart energy scheduling algorithm, while considering energy costs

and carbon emissions optimization.

2. To develop a distributed algorithm for collaborations between smart homes,

while protecting the privacy of home data.

3. To develop a method to balance different optimization objectives.

1.2.3 Privacy protection

Home privacy protection belongs to the cross-research area covering both cyberse-
curity and smart homes (as well as home microgrids). Although privacy protection
algorithms already exist in 1.2.2, this part assumes the presence of malicious at-
tackers who can further compromise the privacy. Under this assumption, this part
is aimed at measuring the privacy leakage of both home data and microgrid data
under federated learning attacks, as well as giving residents suggestions to protect

their privacy. This research aims:

1. To develop a framework for measuring and predicting privacy leakage in fed-

erated home applications.

2. To make theoretical analysis of the Gradient Similarity (GS) attack in feder-

ated learning.

3. To give residents advice for privacy preservation.



To achieve the goals above, research has been carried out for each objective,
and an overall architecture has been designed, which will be introduced in the next

subsection.

1.3 Research contributions

Privacy protection part (Chapter 5)

EE@ Federated learning

Simulated Privacy protection
attacks

[ I

Privacy is further “‘I"iecés of Privacy is further
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Smart home part (Chapter 3) Home microgrid part (Chapter 4)
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Figure 1.1: The proposed architecture, including the smart home part, home micro-
grid part and privacy protection part.

The work in this thesis can be summarized as a three-part model: the smart
home part, the home microgrid part, and the privacy protection part. As shown in
Fig. the bottom left corner is the smart home part, responsible for performing
the household device action recommendations and demand response optimizations.
The bottom right corner shows the home microgrid part, which collects data from
the microgrid and performs bi-objective optimization (including energy and carbon
emissions optimization) of the home microgrid under federated learning. The upper

circle represents the privacy protection part, which simulates gradient inversion
5



attacks against federated learning, inferring possible factors likely to lead to privacy

leakage.

1.3.1 Smart home part

In this part, a household device action recommendation system is proposed, aiming
at building future appliance automation. The user data, including the electricity
usage data, appliance location information, appliance usage sequence data, general
knowledge of appliance utilization, etc., are recorded, processed, and organized into
a knowledge graph. It contains a wealth of information on everyday household ap-
pliance usage. Subsequently, a framework called ‘DARK’ is proposed, encompassing
recommendations, interpretations ability of the recommendations, and a demand
response algorithm. In this framework, the Knowledge graph attention network
(KGAT) algorithm is customized and improved regarding sampling and aggrega-
tion compared to the traditional KGAT. To start with, the user’s next possible
action is recommended with the use of the knowledge graph. Comparison simula-
tions have been conducted with traditional KGAT, Deep Neural Network (DNN),
Convolutional Neural Network (CNN), and Recurrent Neural Network (RNN). The
proposed algorithm performance surpasses them. Secondly, an embedding-based in-
terpretation method was designed, this is employed in the analysis of the reasons for
each recommendation decision. Lastly, demand response optimization is carried out
based on the anticipated recommended actions, considering both power consump-
tion and user expected satisfaction, resulting in the optimized power level settings
for each appliance. Energy efficiency is thereby enhanced by balancing the energy
consumption with the user expected satisfaction. This part will be introduced in

Chapter 3.

1.3.2 Home microgrid part

In this part, a home microgrid scheduling algorithm is proposed. A federated learn-
ing system to predict photovoltaic power and load is developed to provide a future

possible scheduling environment to support the scheduling algorithm. Based on this



federated prediction system, a Deep Q-Network (DQN) -based scheduling algorithm
is developed, using DQN to capture the optimal electricity purchasing timing and to
make real-time decisions to reduce the client’s cumulative electricity cost and total
carbon emissions. Subsequently, to protect a user’s privacy, federated learning is
used to link the deep learning part of DQN, therefore protecting privacy while fully
utilizing the data from each DQN client. The results are compared with those of
time-based scheduling, standalone DQN and multi-agent DQN regarding optimiza-
tion effects, demonstrating the advantages of the proposed scheduling algorithm.
Finally, the adjustability of the proposed algorithm is explored, in which the DQN
agents in the Pareto front are stored. This allows each client to choose the corre-
sponding agent based on their preferred objectives, that is, selecting between the
preference for reducing cumulative electricity prices or lowering carbon emissions.

This part will be introduced in Chapter 4.

1.3.3 Privacy protection part

This part proposes a privacy leakage measurement framework for federated home
applications. The test environment is established based on: 1) The recommendation
system in the Smart home part, and 2) Load forecasting in the Home microgrid
part. Afterwards, a framework, called ‘SAFE-Home’, is proposed to measure the
possibility of potential privacy leakage within federated learning. The GS attack is
chosen to be simulated in the federated learning environment. The data from the
simulated attacks is collected and preprocessed. By leveraging the data collected
and integrating explainable machine learning, a new algorithm in the ‘SAFE-Home’
framework is proposed to explain the key factors for privacy leakage under the
gradient inversion algorithm. The ‘SAFE-Home’ algorithm has two parts: 1. A
Long-Short Term Memory (LSTM) part to predict the extent of any privacy leakage.
2. An improved explainable machine learning algorithm to identify the key factors
leading to privacy leakage under GS attacks. Finally, strategic advice for privacy
protection regarding adjusting the batch size, training iterations, architecture size,
activation functions used, and input dimensions is derived from extensive simulations
and theoretical analysis. This part will be introduced in Chapter 5.
7



1.4 Thesis structure

The organization of the thesis is as follows: Chapter 2 introduces the background
and literature review, divided into three aspects: Firstly, smart communities en-
compassing smart homes and home microgrids are introduced. The smart home
section mainly introduces device action recommendation systems, while the home
microgrid section focuses on scheduling and optimization algorithms. Secondly, pri-
vacy protection is focused on, including an introduction to federated learning and
its potential privacy risks. Finally, Al is introduced, including deep learning algo-
rithms, recommendation algorithms, deep reinforcement learning algorithms, and
the explainability or interpretability of machine learning.

Chapter 3 introduces DARK, a knowledge graph-based recommendation frame-
work for the household device action recommendation system. Initially, the collected
device on-off electrical power data is customized and transformed into a knowledge
graph. Secondly, an improved KGAT algorithm is proposed for knowledge graph em-
bedding aggregations. Subsequently, an interpretable graph analysis is conducted
based on graph embeddings. Lastly, based on the results of the recommendations,
demand response is performed to optimize user expected satisfaction and energy
consumption, forming a Pareto front.

Chapter 4 introduces the scheduling algorithm in a home microgrid, integrating
four homes and renewable energy sources. It utilizes the DQN algorithm to decide
on the best opportunity for electricity purchases, whilst considering the current
state of the home microgrid. Subsequently, the DQN is combined with federated
learning, leveraging the data from each household while protecting their privacy.
In addition, the proposed bi-objective optimization approach of DQN stores the
model parameters of DQN agents on the Pareto front, allowing clients to choose the
appropriate DQN agent based on their optimization preferences.

Building on the foundations of Chapters 3 and 4, Chapter 5 explores the privacy
leakage and protection mechanisms of federated learning. It simulates the presence
of a malicious attacker on the server during the federated learning process. The
attacker utilizes the Gradient Similarity algorithm to recover the original training

data, using the differences in the model parameters of federated learning. The chap-
8



ter proposes a bi-layer structure based on long short-term memory and explainable
machine-learning algorithms. Privacy leaks can be predicted, and any vulnerabilities
of the model’s inputs that may lead to privacy leaks under the Gradient Similarity
attack can be identified.

Chapter 6 is the conclusion, including a summary of contributions, innovations

and future potential research directions.



CHAPTER 2

Literature review

The background consists of three parts: 1. Smart communities, including an in-
troduction to smart homes and home microgrids. 2. Privacy protection, primarily
covering the potential risks in federated learning. 3. Artificial intelligence and ma-

chine learning, focusing on Al algorithms.

2.1 Smart communities

Smart communities aim to enhance the residents’ quality of life, increasing energy
efficiency, as well as promoting environmental sustainability. In this thesis, smart
communities can be seen as a combination of small-scale smart grids (smart homes)
and microgrids (home microgrids). Smart homes focus on optimization within the
household, whereas home microgrids lean towards community power optimization.
Combined, these form an efficient, flexible, and sustainable energy ecosystem for
community residents.

To simplify and introduce the smart community concept, Fig. shows the
basic units of a smart community, consisting of a schematic diagram describing a

smart home and a home microgrid. The upper half of Fig. [2.1] shows a typical

10



smart home architecture, where sensors are used for real-time monitoring of the
power usage and operational status of the household appliances. This monitoring
data is transmitted to a server and an energy management system, where algorithms
optimize the smart homes’ operation and energy usage, with feedback for decision-

making. The key features of the smart home include:

L
1) Smart home _—
= Telecommunication module
—§0
Sensors l
Algorithms
Lo -
e m Recommendation,
Q interpretation and *
demand response
7 [ I8
[s55s{mo]
S I User control on Smari.: i
mart appliances smart phone 1 communities
A ]
d ’
M ¢
S
G
1
Energy management !
system ]
Schedullng
algonthm
-

Smart Homes
Energy sources

* The research areas in this thesis.

Figure 2.1: Schematic diagram of a smart community, including 1) A smart home,
mainly processing household appliances data information. and 2) A home microgrid,
mainly processing the small-scale power information of several households.

1. Automated control: Including security monitoring, household action recom-

mendation systems, and home heating system control.

2. Energy management system: Including developing algorithms for hardware

11



devices, power and demand response algorithms, and improving energy effi-

ciency.

3. Telecommunication and remote control: Including the development of home

IoT architecture and algorithms for improving remote control.

4. Environmental comfort: Including the improvement of the level of comfort.

Smart home development and research are crucial for better living conditions,
energy savings, enhanced security, household convenience as well as long term sus-
tainability [11] [12].

Home microgrids primarily focus on energy optimization within a community of
a few households. A typical home microgrid architecture is shown in the lower half
of Fig. [.1] including renewable energy resources, an energy storage system, the
main power grid, etc. An energy management system is used to control the overall

energy operations. The key features of the home microgrid include [13]:

1. Distributed energy resources: Including increasing the penetration of renew-

able energy and developing prediction algorithms.

2. Energy storage systems: Developing energy efficient storage algorithms and

scheduling algorithms.
3. Emnergy sharing and trading: Developing smart trading algorithms.
4. Enhanced resilience: Enhancing the reliability of home microgrids.

Similar to microgrids, home microgrids aim to increase the penetration of renewable
energy, to protect power trading among users, to enhance energy efficiency, while
reducing carbon emissions [14].

In microgrids, the distance between homes affects both the energy transmission
and communication efficiency. For example, compared to houses, flats often have
higher centralized control efficiency. In this thesis, it is assumed that all energy
transmission and communication are ideal, and related issues will not be considered

in depth. The main focus will be on the algorithms.
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This thesis proposes a smart home recommendation algorithm in Chapter 3

and develops a home microgrid optimization algorithm in Chapter 4, the related

literature review will be introduced in sub-section [2.1.1] and 2.1.2].

2.1.1 Smart home household recommendation systems

With the advent of smart home appliances, there has been a growing interest
in replacing conventional automation with intelligent action recommendation sys-
tems [5], [15]. Accurate action recommendations can enhance the convenience of
daily life, such as by automatically turning on the dining area lights during meals,
closing curtains at night, or turning on and off the TV /music based on residential
habits. For the elderly or people with mobility difficulties, automatically controlling
appliances can also improve the quality of their lives [16].

This sub-section focuses on reviewing household device action recommendation
systems. Research in this area is limited and is still in the preliminary stages of
development. All the related papers introduced in this section are summarized in
table and [2.2] The detail of recommendation algorithms will be introduced in
sub-section 2.3.2

In 2014, Rasch, Katharina et al. proposed a smart home recommendation sys-
tem, which continuously read the user’s current situation and recommended services
that aligned with the user’s habits, aiming to address the issues of complicated user
interfaces and difficult operations in smart home applications [17]. An unsupervised
machine learning algorithm was used for recommendations. However, due to the
limitations of the algorithms, its accuracy was only about 60%.

In 2016, Chen, Hao et al. proposed a weighted hybrid recommendation system
based on the Kalman Filter model to predict the next possible actions of users [18].
The method that was proposed combined contextual filtering, collaborative filtering
and content-based recommendations. Similar to the previous algorithm, this algo-
rithm could also not achieve a high recommendation accuracy, with the best recall
value of 0.82 only achievable when the number of recommendations were 10. When
the number of recommendations were 2, the recall rate could only reach an accuracy
of 0.57. Please note that ‘the number of recommendations’ describes the comparison

13



of the top-selected recommendation data with the actual label. For example, if the
number of recommendations is 10, it means taking the top 10 recommended items
and comparing them with the selected label. If the label is among these values,
then the recommendation is accurate. Therefore, increasing the number of recom-
mendations will improve the accuracy because there are more possible results to be
matched with each label.

In 2016, Belghini, Naouar et al. proposed a smart home recommendation sys-
tem, which offered personalized services using contextual information and physical
sensor data [19]. It activated the most appropriate services based on the user’s cur-
rent activity, time, location, temperature, and special events. The major drawback
of the algorithm was that it primarily focused on the theoretical framework and
methodology without providing detailed descriptions of the experiments or results.

In 2021, Reyes-Campos, Josimar et al. proposed a method for discovering res-
ident behaviour patterns using machine learning techniques and the Internet of
Things technologies [20]. A smart home control platform was proposed, utilizing
the C4.5 algorithm to generate decision trees and capture the daily activity pat-
terns of residents. However, this work didn’t consider energy optimization as well
as the interpretability of the algorithm.

In 2022, Jeon, Hyunsik et al. proposed an action recommendation method for
smart homes [21]; each device action was summarized through a self-attention mech-
anism, and the user’s patterns sequence was extracted using a query-attention mech-
anism. The recommendation algorithm was implemented on a customized dataset.
Nevertheless, the dataset used by the algorithm was specially customized and non-
continuous, limiting its applicability in other datasets. Moreover, it failed to consider
the use of an energy optimization method based on the recommended results.

In 2022, Osman, Kresimir et al. presented a PID-based building system. The
control algorithm was developed to automatically set the control parameters of the
building, aiming to reduce thermal energy demand [22]. Different operating modes
were set for the building system based on usage time.

In 2022, Varlamis, Iraklis et al. proposed a recommendation system that inte-

grated sensor data, user habits, and user feedback to provide personalized energy-
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saving suggestions [23]. With the C4.5 algorithm and Weka API, the system ac-
quired the best time to make energy-saving recommendations, such as by adjusting
thermostat settings or by turning off any unnecessary lights. However, this work
only applied to specific scenarios, such as predicting unnecessary lighting or air
conditioning use, which limited its applicability in practical settings.

In 2023, Yuhang Yao et al. developed a recommendation system using Graph-
SAGE [24]. This system made recommendations by creating a unique graph for
each user. Both the proposed approach in Chapter 3 of this thesis and [24] utilize
graph-based recommendation algorithms. The difference is that in the proposed
recommendation system in Chapter 3, the actions are triggered by electricity usage,
leading to demand response-driven optimization. Additionally, the algorithm pro-
posed in Chapter 3 is based on a knowledge graph which can incorporate information
from the edges of the graph, yet this was not considered in [24].

In 2023, Ali, SM Murad et al. developed personalized automation systems for
smart homes [25]. Transfer learning was used for the training and making recom-
mendations. Similarly, the work didn’t consider the interpretability of the algorithm
and further energy optimization.

In 2024, Dilekh, Tahar et al. proposed a dynamic, context-aware recommenda-
tion system for smart homes [26]. The unsupervised FP-growth algorithm and the
supervised generalized linear model, were combined in this system to enhance home
automation. The work didn’t consider the interpretability of the system’s decisions.

According to the comparison in table[2.T]and 2.2] only the proposed algorithm in
Chapter 3 (the first item in table considered all the factors, including energy op-
timization, personalized recommendations, user satisfaction model, interpretability,

as well as incorporating contextual awareness.

2.1.2 Scheduling algorithm in microgrids with DRL

Deep reinforcement learning has been increasingly utilized in microgrid schedul-
ing. This involved optimizing the grid operation, integrating distributed energy
resources, and balancing supply and demand in real-time to enhance the efficiency
and sustainability of microgrids.
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This sub-section focuses on reviewing home microgrid scheduling algorithm with
DRL algorithms. All the related papers introduced in this section are summarized
in table [2.3] and [2.5] The detail of deep reinforcement learning algorithms will
be introduced in sub-section 2.3.3l

In 2018, Mocanu, Elena et al. proposed the first paper that used deep reinforce-
ment learning in smart grids for online optimization in building energy management
systems [28]. Deep Q-learning and deep policy gradient methods were utilized, and
both algorithms were expanded to execute multiple actions simultaneously, optimiz-
ing energy costs on the demand side.

In 2020, Wang, Biao et al. proposed a deep reinforcement learning method for
optimizing the interruptible load on the demand side [29]. The demand response
architecture was constructed and expressed as a Markov decision process, and the
Dueling deep Q Network was used to reduce the power grid’s peak load demand and
operational costs.

In 2020, Chung, Hwei-Ming et al. proposed a model-free approach for managing
household power consumption, both saving on electricity bills and reducing the load
during peak times [30]. The interaction between the households and the power
grid was modelled as a non-cooperative stochastic game, and the distributed deep
reinforcement learning algorithm was used to find the game’s Nash equilibrium.

In 2020, Liu, Yuankun et al. proposed a home energy management optimiza-
tion algorithm based on Deep Q-learning and Double deep Q-learning [31]. These
algorithms helped users reduce electricity consumption by responding to a dynamic
environment. Tests showed that Double deep Q-learning was more effective than
DQN in reducing Home Energy Management System costs.

In 2020, Ye, Yujian et al. proposed an energy management strategy for residen-
tial multi-energy systems based on the DDPG [32]. Compared to the traditional
stochastic programming method, this strategy reduced energy costs further.

In 2021, Nakabi, Taha Abdelhalim et al. proposed an energy management system
[35]. A microgrid model was developed, including wind turbines, an energy storage
system, adjustable loads, price-responsive loads, and a connection to the main grid.

This work implemented and compared seven deep reinforcement learning algorithms
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to minimize electricity costs, while making the models adjustable.

In 2021, Yang, Ting et al. proposed a model-free dynamic energy dispatch strat-
egy based on an improved DDPG algorithm, optimizing the operation of Integrated
Energy Systems [34]. Simulation results demonstrated that this strategy had faster
convergence and lower operating costs when compared to the original DDPG strat-
egy.

In 2022, Zhao, Liyuan et al. proposed a joint load scheduling strategy for house-
hold multi-energy systems to minimize residents’ energy costs while maintaining
thermal comfort [36]. By utilizing deep reinforcement learning, the system was able
to simultaneously control both the continuous actions of the power-shiftable devices
and the discrete actions of the time-shiftable devices.

In 2022, Wang, Jianing et al. proposed a bi-layer scheduling method for virtual
power planet based on deep reinforcement learning [37]. It considered the uncer-
tainty of renewable energy and established a scheduling framework for day-ahead
and intra-day operations. The implementation scheme for both price-based and
incentive-based demand response for flexible loads was determined.

In 2022, Ren, Mifeng et al. proposed a prediction-based optimization method
for real-time scheduling of the home energy management system, utilizing a deep
reinforcement learning approach for optimal dispatch of the power flow [38]|. The
simulation demonstrated that this method reduced user costs while maintaining user
satisfaction.

In 2023, Lu, Yu et al. proposed a multi-agent deep reinforcement learning-
based algorithm for the real-time optimal scheduling in distribution systems, while
at the same time considering the uncertainties in renewable generation, loads, and
electricity prices [42]. The electricity costs were optimized, and the algorithm was
adaptable to uncertainties.

Many other studies have explored the use of advanced Deep Reinforcement
Learning algorithms to optimize energy management systems [27] [33] [40] [39] [39]
[37) [41] [43] [44]. According to the comparison in table [2.3] and [2.5] only the
proposed algorithm in Chapter 4 (the first item in table considers all the fac-

tors, including energy and carbon optimization, an adjustable model for different
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objectives and privacy protection.

2.1.3 Demand response

Demand response (DR) is a strategy aimed at encouraging consumers to adjust or
reduce their electricity usage during specific periods (such as peak hours) in response
to changes in power generation. The main purposes and features of demand response

include [45] [46]:

1. Balancing power supply and demand: Demand response helps maintain a

demand-supply balance by reducing or delaying some demand.

2. Reducing electricity costs: Demand response decreases reliance on expensive

emergency power sources and lowers overall electricity costs.

3. Increasing grid reliability: By managing peak demand, demand response helps

reduce the risk of grid overload, thus enhancing the power grid’s reliability.

4. Supporting the integration of renewable energy: Demand response allows flex-
ible adaptation to renewable energy sources like solar and wind, promoting

their penetration.

Demand response has been the focus of many research papers. In 2019, Pal-
lonetto, Fabiano et al. implemented demand response control algorithms in the
residential sector using predictive algorithms. Comprehensive instrumentation tests
were conducted in a typical house that represented Ireland’s most common building
type. A calibrated building simulation model was developed to assess the effec-
tiveness of demand response strategies under various time-of-use electricity tariffs
and zone thermal controls [47]. In 2020, Li, Hepeng et al. proposed a real-time
demand response strategy for the optimal scheduling of home appliances based on
deep reinforcement learning. This strategy considered the uncertainties in resident
behavior, real-time electricity prices, and outdoor temperatures. It can handle both
discrete and continuous actions to optimize the scheduling of various types of ap-
pliances. Its effectiveness has been validated through simulation [48]. In 2020,

Alfaverh, Fayiz et al. proposed an effective home energy management system for
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demand response using reinforcement learning and fuzzy reasoning. This system op-
timized the scheduling of smart home appliances through the Q-learning algorithm,
shifting their operations from peak to off-peak periods. Simulation results showed
that this method can smooth both the power consumption curve and minimize elec-
tricity costs while considering the user’s preferences [49]. In 2021, Duman, A Can et
al. proposed a mixed-integer linear programming-based home energy management
system for scheduling the load a day ahead to reduce costs, achieve optimal demand
response and self-consumption of photovoltaic energy, while efficiently managing air
conditioning demand response and maintaining thermal comfort through a fuzzy
logic-based thermostat. Simulations demonstrated a reduction in both daily and
air conditioning costs [50]. In 2022, Chen, Zhe et al. proposed a demand response
scheduling method for residential buildings, employing the Nondominated Sorting
Genetic Algorithm II as a multi-objective optimization algorithm to minimize the
electricity costs and inconvenience index [51]. The proposed scheduling method
was evaluated on working and non-working days. It effectively shifted the peak
load to off-peak periods, reducing electricity bills, and meeting residents’ comfort
needs. In 2024, Wen, Lulu et al. proposed a dynamic price-based demand response
model for demand side management in smart grids [52]. This model can shift peak
electricity demand, thereby enhancing the stability and reliability of the power sys-
tem. Through the proposed demand response model, the peak electricity demands
of commercial and residential electricity consumers decreased by 4.99% and 9.99%,
respectively, while maintaining the interests of the electricity consumers.

In this thesis, demand response is focused on balancing a resident’s satisfaction
with power consumption by setting the appropriate power level for each appliance,
thus improving overall energy efficiency. Some recent research in demand response

algorithms are summarized in the table

2.2 Privacy protection

Nowadays, data is no longer confined to the purpose of training but exists more as

a form and essence of an asset. Data is crucial for governments, businesses, and
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individuals. In Europe, two privacy protection regulations affect the UK and EU
members: the General Data Protection Regulation and the UK’s Data Protection
Act [6] |7]. General Data Protection Regulation, effective May 25, 2018, applies
to all member states within the European Economic Area. It mandates that busi-
nesses obtain explicit user consent for private data and provide transparent privacy
policies. Violating regulation provisions can lead to hefty fines, up to 4% of the com-
pany’s global annual revenue or 20 million Euros, whichever is higher. Post-Brexit,
the UK enacted the Data Protection Act, which was harmonized with the General
Data Protection Regulation and applies to the UK. It also protects users’ data and

regulates data controllers and processors.

2.2.1 Privacy protection in energy systems

In energy systems, there is much research on privacy protection technologies. These
common technologies include battery-based load hiding, differential privacy, encryp-

tion and anonymization, and federated learning [61].

Battery-based load hiding

Battery-based load hiding is a technology that uses rechargeable batteries to obscure
the users’ electricity usage patterns, preventing privacy leaks to power companies
and third-party data analysis organizations. In 2019, Hossain, Mohammad Belayet
et al. proposed a method that used rechargeable batteries to enhance the pri-
vacy protection of smart meters, while optimizing the target output load over time
through the use of the artificial fish swarm optimization algorithm. Both offline and
online privacy protection mechanisms were considered, effectively reducing the en-
ergy consumption costs as well as protecting privacy [62]. In 2019, Jiajia, Xu et al.
proposed a method that combined solar power generation systems with rechargeable
batteries to protect the privacy of smart meters. A ‘privacy-safe and cost-friendly
optimization model” was developed, aiming to minimize the weighted sum of any
privacy leakage and financial cost [63]. In 2020, Bovornkeeratiroj, Phuthipong et al.
proposed RepEL, a rule-based privacy protection algorithm, to determine ‘replay

records’ based on the current charging status of the battery, thereby obscuring the
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user’s behavior information and protecting the privacy of the smart meter’s data.
Simulations showed that this protection could limit the privacy leakage rate to below
10% [64]. Other related algorithms can be found in [65] (written by Desai, Sanket

et al. in 2019), which is a survey of battery-based load hiding.

Differential privacy

In 2006, Dwork, Cynthia et al. proposed the conception of differential privacy [66],
a technique for protecting individual privacy during data publication, which in-
volved adding a certain amount of noise to the data without significantly altering
the output results. This method was widely used in the privacy protection of ma-
chine learning, ensuring that the results of the data analysis retain the statistical
properties while not revealing specific personal information. In 2019, Fioretto, Fer-
dinando et al. proposed a differential privacy-based method for publishing power
grid data, aiming to hide the parameters of the transmission lines and transformers.
Simulations demonstrated that the proposed algorithm maintained the feasibility
of the power grid in the AC power flow and significantly reduced the damage from
potential attacks [67]. In 2019, Hassan, Muneeb Ul et al. proposed a differential
privacy-based real-time load monitoring algorithm that protected the smart meter
users’ privacy by adding noise and limiting the peak values, while also integrating
renewable energy resources [68]. In 2021, Liu, Xing et al. proposed a battery-based
intermittent differential privacy scheme that generated noise to protect the smart
meter’s data privacy through charging and discharging of the battery. Additionally,
it utilized a reinforcement learning algorithm to optimize the battery control strate-
gies, achieving the dual goals of privacy protection and cost savings. Other related
algorithms can be found in [68] (written by Hassan, Muneeb Ul et al. in 2019),

which is a survey of differential privacy for cyber physical systems.

Encryption and anonymisation

Encryption and anonymization are commonly used in various research areas. In
1996, Canetti, Ran et al. proposed the secure multi-party computation [69], a cryp-

tographic technology that allowed multiple parties to jointly compute a function
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without revealing their private data to each other. This technique enabled the
sharing of computational results while keeping the input data of each participant
confidential, thus protecting data privacy. In 2002, Sweeney, Latanya proposed a
privacy protection model called ‘k-anonymity’ [70]. A set of deployment policies were
introduced to release data while ensuring scientific validity. K-anonymity ensured
that in the released data, the information of each individual could not be distin-
guished from that of at least k-1 (k minus 1) other individuals. In 2009, Gentry,
Craig proposed Homomorphic encryption, a cryptographic technique that allowed
for computations to be performed directly on encrypted data without needing to
decrypt it. This means complex computational operations can be executed while
maintaining data privacy, which is particularly important for cloud computing and
secure data analysis. Homomorphic encryption enabled data owners to share en-
crypted data, allowing third parties to process and analyze it without access to the
original, unencrypted data [71].

There are also many applications in power systems. In 2020, Kong, Wei et al.
proposed a practical group blind signature scheme to achieve privacy protection in
smart grids. By using homomorphic encryption and group blind signatures, the
scheme not only provided anonymous authentication and data integrity verification
but also allowed tracking of malicious user identities when necessary [72]. In 2021,
Baza, Mohamed et al. proposed privacy-preserving and collusion-resistant charg-
ing coordination schemes. Based on anonymous tokens, these schemes effectively
protected the privacy of the energy storage unit owners and prevented link-ability
attacks through centralized and decentralized methods |73|. In 2022, Tran, Hong-
Yen et al. proposed a privacy-preserving scheme without the need for a trusted
third party. By combining perturbation and encryption techniques, it protected the
privacy of high-frequency consumption data from smart meters while maintaining
the accuracy and efficiency of the energy services. Other related algorithms can be
found in [74] (written by Abreu, Zita et al. in 2022) and [61] (written by Mirzaee,
Parya Haji et al. in 2022), which are surveys of privacy protection for power systems.

Since federated learning is the focus of this thesis, its related review is summa-

rized in the next section, Section [2.2.2| and [2.2.3]
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2.2.2 Federated learning

Due to strict privacy laws and regulations, different data management and storage
standards, and user privacy concerns, there is a ‘data island’ issue, where deep
learning models cannot fully utilize data from various sources, hindering improving
the effectiveness of algorithms. A distributed machine learning approach is needed
to make each data-holding institution train models independently using their data
and then interact with other models. This is the motivation behind the proposal of
federated learning.

AW =(AW1+AW2+AW3+AW4+AWS)/5

Federated
learning
server

AW1

AW2 AWS
AW3 AW4

D1 D2
Client 1 Client 2 Client 3 Client 4 Client 5

Figure 2.2: A diagram of federated learning. Instead of uploading the private data,
the model parameters are uploaded to the server.

Federated learning is a distributed machine learning method that allows for col-
laborative training and data usage while ensuring that data remains local . In
2015, H. Brendan McMahan et al. proposed FedAvg, which was the first paper
of federated learning [75]. In FedAvg, instead of uploading the original data, the
neural network weights were uploaded from clients to the server after local training
(the detail of deep learning will be introduced in sub-section [2.3.1)). The data of
each client were used by the server on the premise of protecting privacy. This led to
three advantages. Firstly, storing large amounts of data on the server was no longer
necessary. Secondly, the server used each client’s data while protecting privacy. Fi-

nally, the computing was pushed to the edge, reducing the communication rounds
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in the network. Based on FedAvg, many federated learning models were proposed.
Some of the well-known algorithms include Federated Learning with Proximal Term
(proposed by Tian Li et al., 2020) [76], Federated Learning with Matched Average
(proposed by Hongyi Wan et al., 2020) [77], and Q-FedAvg (proposed by Tian Li
et al., 2020) [78]. Numerous algorithms were proposed in federated learning, mainly
concentrating on improving communication efficiency, handling data heterogeneity,
enhancing privacy protection, and increasing model performance as well as gener-
alization capabilities. Assuming data holders are Clients and the data centre is
the Server, the general steps of the Federated Averaging (FedAvg) algorithm are as

follows:

1. Client model initialization: Each client’s model is initialized with a uniform
network structure with parameters w;, i represents the index of the clients,

then each clients trained locally using their data,
wi(n) = wi(n — 1) — n, VL(w;(n)) , (2.1)
where w; is the parameter of the client 7, 7;, is the learning rate and 7,V L (w;(n) )

is the batch gradient.

2. Parameter uploading: Clients upload their model parameters w;(n) to the

server.

3. Averaging operation: The server performs an averaging operation on the re-

ceived parameters.
I
1
w(n) < 7 ;wz(n) : (2.2)
where w is the parameter of global model, in total there are I clients.

4. Model update: The server sends the aggregated model back to the clients, and

the clients update their local models.

w;(n) < w(n). (2.3)
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Simulations have shown that while protecting privacy, federated learning can
closely approximate the ideal model, i.e., the performance of traditional distributed
machine learning models with shared data, and usually outperforms models trained

solely on local data.

2.2.3 Federated learning in grid applications

Federated learning is widely applied in various real-world scenarios, such as banking,
healthcare, etc [79] [80]. This thesis primarily focuses on the application of federated
learning in smart communities, especially microgrids. Microgrids contain significant
private data, such as load, power transactions, and usage data. Federated learning
involves collaborative learning from multiple data sources without directly sharing
data, enhancing the power grid’s reliability [81]. Various applications of federated
learning in microgrids are summarized in table [2.7] 2.8 and including federated
smart trading, federated predictions, federated scheduling and optimizations as well

as federated stability, and security in microgrid.

Federated smart trading

In 2022, Bouachir, Ouns et al. proposed Federated Grids [84], an innovative peer-
to-peer energy trading and sharing platform that utilized blockchain and federated
learning technologies for efficient energy management among microgrids. This plat-
form not only facilitated energy trading but also supported energy sharing, aiming
to provide participants with the dual benefits of reduced energy costs and enhanced
grid load management. In 2022, Otoum, Safa et al. proposed a cooperative and dis-
tributed framework based on blockchain and federated learning, aimed at enabling
secure energy trading, remote monitoring, and network trustworthiness through the
computing, communication, and intelligence capabilities of edge and end devices [85].

Other recent research papers have also focused on federated smart trading [97]
[108] [109] [110], where federated learning is commonly used for load and energy
consumption prediction. This approach was often combined with blockchain tech-
nology, which offered a decentralized and tamper-proof record-keeping system to

ensure the security of system transactions.
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Federated predictions

In 2020, Zhang, Xiaoning et al. proposed a federated two-layer Bayesian LSTM
network for predicting solar irradiation [82], using two real-world datasets from So-
larGIS and the National Solar Radiation Database. The results indicated that the
prediction accuracy was lower than centralized architectures but better than scenar-
ios trained individually. In 2022, Gholizadeh, Nastaran discussed the application of
federated learning in short-term load forecasting for power systems [83], comparing
it with centralized and local learning schemes. The study demonstrated that feder-
ated learning can effectively predict individual and aggregate loads while protecting
user privacy.

Other recent research papers also have focused on federated predictions [91]
[111] [92] [93] [94], where federated learning was primarily used to protect users’

load information and to eliminate the statistical uncertainty in prediction.

Federated scheduling and optimizations

In 2022, Wang, Zhenyi et al. introduced a privacy-preserving framework combin-
ing federated learning and transfer learning to evaluate the regulation capacity of
HVAC (Heating, Ventilation, and Air Conditioning) systems in different types of
buildings [86]. Specifically, it proposed a classified federated learning algorithm that
allowed each building to train its model locally without sharing data, thus protect-
ing privacy. In 2023, Li, Yuanzheng et al. proposed a federated multi-agent deep
reinforcement learning algorithm [107], based on physics-informed rewards, aimed
at minimizing economic costs and maintaining self-sufficiency in multi-microgrids.
The algorithm was trained through a federated learning mechanism, ensuring the
privacy and security of each agent’s power data.

Other recent research papers have also focused on federated scheduling or op-
timization algorithms [95] [112] [96] [98]. Federated learning was mainly used to

protect the electric power privacy data in microgrids.
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Federated stability and security in microgrid

In 2022, Lin, Jun et al. introduced a federated learning model named Channel
Attention-based Convolutional Neural Network [87], which was used to diagnose
fault types in power transformers. The model was updated within the federated
learning framework using a hierarchical parameter aggregation strategy to protect
data privacy. In 2022, Li, Yang et al. presented a false data injection attack detection
method based on federated learning and secure deep learning [88], applied to smart
grids, with the aim of addressing data privacy and detection performance concerns.
The effectiveness of this approach was demonstrated through simulations on IEEE
14 and 118 bus test systems.

Other recent research papers have also focused on federated stability and security
in microgrids [101] [102] [103] [104] [105] [99] [100], the microgrid system could
determine if it had been attacked using private data while ensuring data privacy
protection.

It can be observed that federated learning has been applied in various areas
of microgrids in recent years, including transactions, load forecasting, scheduling
optimization algorithms, and security protection algorithms. In addition to privacy
protection, when combined with edge computing, it can also alleviate the burden

on central servers [106] [113] [89] [90].

2.2.4 The attacks and defences in federated learning

Recently, research has found that federated learning cannot fully protect data pri-
vacy, as it may be susceptible to various attacks. The thesis primarily focuses on
deep leakage attacks [114] (GS attack), as they have the potential to recover original
training data and are more destructive compared to other attacks.

In 2019, Zhu, Ligeng et al. proposed the Deep Leakage from Gradients (DLG)
algorithm [114]. In DLG, the dummy gradients were generated by randomly initial-
ized dummy data and labels. Then, the L2 distance between the dummy gradients
and the real gradients from real data was optimized until the dummy data approxi-

mated the real data. Simulations found that federated learning cannot fully protect
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Figure 2.3: A diagram of a GS attack, where Michael’s private data is attacked and
recovered by a malicious server, thus compromising privacy.

privacy under DLG attacks, as the shared gradients still contain significant private
data that can be recovered.

In 2020, Geiping, Jonas et al. proposed GS algorithm, which used cosine dis-
tance instead of L2 distance in DLG, and regularization terms were added .
Additionally, theoretical proofs supporting the proposed algorithm were added, and
simulations revealed that its accuracy surpasses that of DLG.

Deep leakage attacks occur in the gap between two model updates in federated
learning. Take the attack that happened on the Server as an example. The GS
algorithm is shown in Fig. [2.3]

Steps A and B refers to Michael’s local training, the inputs can produce specific
gradients, which are recorded and donated as ‘real gradients’ VL(w). In Step C,
some dummy data and labels are generated by the malicious hacker on the server.
These dummy data are trained and then generated ‘dummy gradients’ L(wp), also
recorded by the attackers in Step D. In Step E, Deep leakage attacks use the L-BFGS

optimizer to minimize the distance between real and dummy gradients in (2.4)), with
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dummy data and labels as optimization variables.

. VL(w) - VL(wp)
mbps, Mps } = argmin ,
{mbos mo. = argmin (& STV (wo)|

(2.4)

where superscript I represents the randomly initialized (dummy). mbp repre-
sents the randomly initialized (dummy) data, myp represent the randomly initialized
(dummy) labels. The model parameters wy are calculated with mbp and mp. The
V L(wp) are the gradients generated by mbp, mp and wp. || - || refers to the norm.
The dummy data and labels are then optimized to values close to Michael’s real
data and labels, as is shown in the middle of Fig below Step E. Finally, the
optimized data similar to the real input data and Michael’s privacy is compromised.
Other federated learning attack algorithms from the gradient leakage family are
summarized. In 2020, Based on DLG, Zhao, Bo et al. proposed iDLG, which
introduced a method to recover real labels according to the last fully connected layer
[116]. Tt can effectively improve the accuracy of the DLG algorithm in recovering
original data with the help of real label recovery. In 2020, Wei, Wenqi et al. proposed
client privacy leakage extended iDLG to multi-batch federated learning based on
iDLG and introduced prior into the attack system [117]. In 2021, Yin, Hongxu et
al. proposed the GradInversion algorithm to recover multiple labels of batch data
in the image classification problem [11§]. The algorithm improved attack efficiency.
Please note that sometimes the training data in federated learning may contain
random noise from telecommunications, or the noise may be intentionally added
(e.g., using differential privacy algorithms) to protect the privacy of the original
data. For the DLG family of algorithms, if noise is present, the original data with
the added noise should be considered as a whole, and the restored results after using
the DLG algorithm will also have the original data with the noise. In other words,
the DLG algorithms cannot act as a filter to eliminate noise. This thesis assumes
that the received data has undergone noise reduction processing, as described in
Chapter 3, section |3.1.2 ‘Format conversion and noise filtering’.
The attack mentioned above algorithms are frequently simulated and tested in

natural language processing and computer vision; however, they have yet to be
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considered in electricity areas, such as smart homes or microgrid scenarios. Chapter
5 proposes a framework for measuring federated learning privacy leakage based on

the GS algorithm.

2.3 Artificial intelligence and machine learning

AT belongs to the computer science area and aims to mimic human intelligence by
developing intelligent algorithms. Machine learning is a critical pathway to achieving
the goals of artificial intelligence, involving designing algorithms and models that
enable computers to learn from data and make decisions or predictions [122] [123].
Machine learning methods can be categorized into three main types based on the

nature of the data and the learning process.

1. Supervised learning uses labelled datasets to train algorithms, allowing mod-
els to make accurate predictions or classifications, and excels in areas like

computer vision and natural language processing.

2. Unsupervised learning deals with unlabeled data, often used in cluster analysis

and anomaly detection, aiming to uncover hidden patterns and structures.

3. Reinforcement learning guides the learning process through interaction with
the environment and received rewards, having extensive applications in gaming

and robot navigation.

In this section, the main focus is on deep learning and reinforcement learning.
In the deep learning part, the emphasis is on neural networks, embedding, and
knowledge graphs. In the reinforcement learning part, the emphasis is on deep

reinforcement learning algorithms.

2.3.1 Deep learning

With the digitalization trends, there is continuous innovation in data, algorithms,
and hardware. Deep learning technology has achieved significant success in recent
years. For example, high-precision expert question-answer systems, large models,
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and the ChatGPT algorithm have been developed in the natural language process-
ing domain based on Transformer architectures [124] [125]. Image processing, object
detection, face recognition, and other tasks have been developed in the computer
vision area by the toolboxes provided by OpenCV [126]. Combining users’ view-
ing histories and search behaviours, personalized recommendation algorithms have
been developed by Amazon and YouTube, effectively improving their user retention
rates [127] [128]. All these cases have highlighted that Al algorithms have deeply
penetrated and impacted human life.

Deep learning’s essence lies in neural networks, which consist of various layers,
including an input layer, hidden layers, and an output layer, each comprising nu-
merous interconnected neurons or nodes [129]. In deep learning, one of the key
techniques is the backpropagation algorithm, which uses gradient descent to update
network weights, thereby training the model [130]. This process demands a high
volume of data and computational power, accordingly, as these two aspects grow,
deep learning performance also improves.

Common deep learning architectures include DNN for classification and regres-
sion problems, CNN for image processing tasks [131], RNN and LSTM for time series
analysis and language modelling tasks |132] |133], Generative Adversarial Network
(GAN) for data-generating tasks, Transformer for natural language processing [134],
Graph Neural Network (GNN) for graph data and knowledge graphs problems [135],
etc. CNN, RNN, LSTM and GNN are used in chapter 3-5, and they are introduced
in formula 2.5 to 2.14

Deep Neural Network

Many papers and authors influenced the development of DNN, which consisted of
multiple fully connected layers composed of many neurons (nodes). These layers
were arranged in sequence, where the output of one layer served as the input for the
next layer. DNNs formed the foundation of other network structures.

For the a-th layer of the DNN and this layer’s input y,_1, describes the
fully connected layer and its output (W,y,_1 + b,), which then gives this a-th layer
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Ya-1,1 +b.,1 Ya,1
> 4

Ya-1,2 +b,, 2 Ya,z
> >

Da(.)
Ya-1, length + ba, length Y. a,length )
Figure 2.4: The structure of DNN.
output y, after the activation function ®,(-) [129].

Ya = CDa(Waya—l + ba)> (25)

where @ is the activate functions such as sigmoid or relu. W, is the weights of the
layer a, accordingly, b, is the bias of the layer a. The structure of DNN is shown in

Fig. length is the length of the elements in y and b.

Convolutional Neural Network

In 2014, Kim, Yoon et al. proposed CNN , a type of deep learning model
designed for processing image data with a grid-like structure. The core feature
of CNNs was the use of convolutional layers, which extracted features from the
input data through convolution operations using filters called kernels. For a CNN,
which is particularly effective for spatial data processing like images, the convolution

operation for a layer can be expressed as [131]

Yo = q)a <Z Z Wa,row,colya—1,i+row,j+col + ba) 3 (26)

row col

where y, represents the output of layer a, ® is the non-linear activation function,
W row,cor 18 the weight of the convolution kernel, y,—1 i1row,j+co Tefers to the elements
of the input feature map that the kernel covers, where ¢ and j are the coordinates

of the output y,, row and col are the coordinates of the kernel W,, b, is the bias
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term.
Recurrent Neural Network

output(t-1) output(t) output(t+1)
Sigmoid(.) Sigmoid(.) Sigmoid(.)

y(r-1) y(T) y(r+1)

Figure 2.5: The structure of RNN, the area enclosed by the red dashed line is the
range described by the formula (2.7).

In 1990, Elman, Jeffrey L et al. proposed RNN , a type of neural network
specifically designed for processing sequential data, making them well-suited for
time series or natural language datasets. RNNs processed each sequence element
by updating this internal state, which contained information from previous steps,
allowing the network to capture temporal dependencies. For an RNN, considering
it processes data sequentially where the output at each time step depends on the

current input and the previous state, the equation can be represented as [136]
hs(1) = @ (Whphs(tm — 1) + Whyy(1) + b), (2.7)

where hs(7) represents the output hidden state at time step 7, ® is the activation
function, normally tanh is used. W}, is the weight matrix for the transition from
the previous output (or hidden state) hs(7 — 1) to the current hidden state, W, is
the weight matrix for the transition from the current input to the hidden state, y(7)
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is the input. b is the bias term.

The structure of RNN is shown in Fig. [2.5] where the area enclosed by the red
dashed line is the range described by the formula , the output of RNN can be
gotten from the hs by using fully connected layers with weights W}, and activation

function Sigmoid.

Long Short Term Memory

In 1997, Hochreiter, Sepp et al. proposed LSTM, a special RNN designed to handle
sequence data with long-term dependencies [133]. The uniqueness of LSTMs was
their internal structure, which included several gates controlling the flow of infor-
mation, thus addressing the vanishing or exploding gradients that traditional RNNs

face while processing long sequences. A standard LSTM can be given from ({2.8)) to

(2.14) [137].

ai, = sigmoid(Wiy - [hSy—1, Uy] + bin), (2.8)
9o = sigmoid(Wyg - [hsy 1, ue] +byg), (2.9)
gcy = tanh(Wy, - [hsy—1,uy] + bye), (2.10)
0, = sigmoid(W, - [hs,_1, uy] + b,), (2.11)
CSy = CSy—1 - [y + @iy - gc, (2.12)

hs, = tanh(cs,) - o, , (2.13)

U, = regression(W, - hs, + by), (2.14)

where ai, represents the activate value, and sigmoid and tanh are the activation
functions. The W represents weight, with the subscripts in representing the input
gate, and gc representing the weight or bias of the cell candidate, the subscript fg
representing the forgotten gate, and the subscript o representing the output gate.
hs, is the hidden state, u, is the input layer, v = 1,2/3,... v’, v" is the sequence
length. b is the bias of 3 gates, by is the bias of full connection layer. fg, represents
the forgotten gate, gc, represent the input gate call candidate, o, represents the

output gate. cs, is the cell state. The overall structure of LSTM and equations
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from (2.8)) to (2.13]) can be presented by Fig. 2.6

@ ——@—
CSy-1 Ccsy
Tanh
. 2
fg, ai,
gcy Oy

Sigmoid Sigmoid Tanh Sigmoid

—_— [hsv-ll u] —) hsv —_—)
hSV-1 hsv

uy

Figure 2.6: The structure of LSTM, including input, forgotten, output gates.

Graph Neural Networks

In GNNs, data was represented as a graph, where nodes represented entities and
edges represented relationships between entities. The key to GNNs was the method
of neighbourhood aggregation, where each node updated its representation by ag-
gregating information from its neighbouring nodes. Common types of graph neural
networks included Graph convolutional network , Graph attention network
and Graph Sample and Aggregate (GraphSAGE) [139].

Deep learning algorithms provide powerful tools for solving complex problems,
table summarizes common deep learning algorithms. In the future, it will

continue to drive technological innovation across various industries.

2.3.2 Recommendation systems

As human society progresses, the amount of information has grown exponentially,

making it difficult for individuals to filter through the vast data and find relevant
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information. Recommendation systems have emerged to address the problem of
information overload [141]. The recommendation system is a predictive sorting
problem that helps users select a practical list of items from a massive dataset.
Collaborative filtering and factorization machines are traditional recommendation
algorithms [142] [143]. AI algorithms have been applied in recommendation sys-
tems, such as AutoRec, Wide & Deep, Graph neural networks, etc. [144]. This
thesis focuses on Al-based graph recommendation systems, including embeddings
and knowledge graph embedding algorithms. In applying recommendation algo-
rithms, the embedding layer is often needed and placed before the input layer for

data mapping purposes, or embedding can be used as recommendations.

Embedding

UK
London

9N|JeA 10)I9A A

China Beijing

S
L4

X vector value

Figure 2.7: A diagram of trained word embeddings in a three-dimensional space.
After training, Embedding (UK) - Embedding (London) is approximately equal to
Embedding (China) - Embedding (Beijing).

Embedding is a widely used technique in recommendation systems that trans-
forms sparse vectors (objects) into a low-dimensional dense vector. This object could
be a word, a product, or other entities. Embedding can essentially encode any in-
formation and, once trained, contains a wealth of valuable insights into information.
Like neural networks, embedding vectors can learn to express features of the cor-

responding objects through backpropagation, with the distance between vectors re-
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flecting the similarity between objects. Fundamental embedding algorithms include
Word2Vec and Item2Vec . Embedding vectors can also be manipulated
mathematically; for instance, after training with the Word2Vec algorithm, Embed-
ding (UK) - Embedding (London) is approximately equal to Embedding (China) -
Embedding (Beijing), as is shown in the Fig. This indicates that embeddings

can unearth latent relationships, such as the capital-country relationship.

Knowledge graph

Newcastle

Visited

@.‘é’. ~ A\~
o @i ~ N\ ~
-  ——
[©]
g g Related to” ™~ =
CN=T

Power grid
Smart home

The Great
Wall

Bob

Figure 2.8: Schematic diagram of a knowledge graph, depicting a recommendation
system where Tom is recommended to Michael for four different reasons, which can
be understood through the connections in the graph.

The data in recommendation systems is often irregular, and such data can be rep-
resented with graph structures, facilitating the incorporation of common sense and
making recommendations effective. Fig. [2.8 shows how the recommendation sys-
tem recommends Tom to Michael for different reasons, including living in Durham,

similar research directions, similar visiting experiences and common friends.

48



1) Knowledge graph

Newcastle

[T

Durham ' Durham unlvrsity

2) Graph neural network
Newcastle

Durham '4 Durham university '

Figure 2.9: Compare their differences: 1) Knowledge Graph and 2) Graph Neural
Network. In knowledge graphs, the attributes of the edges cannot be ignored.

There are two kinds of graphs in algorithms: knowledge graph and graph neural
network algorithm. Fig. shows the difference between graph neural networks
and knowledge graphs. In graph neural networks, the edge information is ignored,
while in knowledge graphs, the graph edges’ characteristics are considered, making
them aligned with real-world applications. The knowledge graph is the focus of this
thesis, and it provides the rules of graph embedding aggregations.
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Knowledge graph embedding algorithm

When dealing with graph data, graph embedding is used instead of normal em-
beddings. Graph embedding is designed to represent graph-structured data. In a
graph, nodes typically represent head or tail entities, and edges represent the rela-
tionships between these entities. Graph embedding aims to map nodes and edges
into a low-dimensional vector space through learning to preserve the graph’s struc-
tural information better. After the embedding layer, the embeddings of data can be

sent to the knowledge graph layer for recommendations.

P

ON|eA 10)09A A

?

X vector value

Figure 2.10: An illustration of TransE in a two-dimensional space, where the head
embedding plus relation embedding approach tail embedding after training.

In 2013, Bordes et al. proposed Translating Embeddings for Modeling Multi-
relational Data (TransE), a typical knowledge graph embedding algorithm [147],
as shown in Fig. [2.10f It represented entities and relations as low-dimensional
vectors, such that the vector of the head entity plus a relation vector approximated
the tail entity vector. This method was particularly suited for handling one-to-one

relationships in large-scale knowledge graphs, its formula is expressed as
TransE; ~ TransE), + TransE, , (2.15)

where TransE; represents the embedding of the tail node in the knowledge graph.

Correspondingly, TransE}, represents the embedding of the head entity (the head

node in the knowledge graph), and TransE, represents the embedding of the relation
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(the relation on the edge in the knowledge graph).

In addition to TransE, in 2014, Perozzi, Bryan proposed DeepWalk, a graph
embedding algorithm that generated sequences of nodes by performing random walks
on a graph [148]. The advantage of DeepWalk was its effectiveness in capturing the
neighbourhood relationships between nodes in a graph.

In 2016, Grover Aditya proposed Node2Vec, explored nodes with a random walk
algorithm, and trained embeddings with Word2Vec [149]. This algorithm balanced
the exploration of local neighbourhoods and relationships with more distant nodes.

The knowledge graph convolutional network algorithm (KGCN) and KGAT al-
gorithm are other well-known graph embedding algorithms [135] [150]. Both of them
combine knowledge graphs with graph embeddings, and they are commonly used in
recommendations. In 2019, Wang, Xiang et al. proposed the KGAT algorithm,
which utilized graph attention networks for information passing between the head,
relation and tail embeddings, aggregating them, and making recommendations [150].
In KGAT, attention mechanisms are utilized to determine the aggregation weights
of neighbouring node embeddings in the formula ; the schematic diagram of
the embedding aggregation in the KGAT algorithm is shown in Fig. [150].

Tail3 Tail3

atng,r33)

"_ Relation2

Tail2

Head

ka tn,r2,t2)
Head —) Tail2

Relation
atng, r1,u

atng, r4,14)

Taill

Tail4 Tail4

Figure 2.11: The schematic diagram of the embedding aggregation part of the
KGAT. The attention atn is calculated for embedding aggregations.

atn ., = Softmax((W,em,)" tanh(W,emy, + em,)) , (2.16)

where the atng, ., is the calculated attention for knowledge graph aggregation.
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Softmax and tanh (hyperbolic tangent function) are activation functions. W, is the
relation weight matrix. emy, em, and em; are the head, relation and tail entity

respectively. Then, it aggregates the embeddings of neighbouring nodes based on

the weights in (2.17)) [150]

emyn, = Z atn g X emy (2.17)

(h,rt)ENh
where emyy, is the aggregated entity, which means how much information that the
tail entity em; is going to pass to the head entity emy, which is represented in

150

agg = LeakyRelu(Wi,ans(emy + emyy)) (2.18)

where agg is the information aggregation vector, which contains weighted informa-
tion with the head and tails entities, and can then be used for recommendations
by embedding dot products with the aimed user embeddings. LeakyRelu is the
activation function. Wy4ns 1s the transformation matrix.

Other well-known knowledge graph-based algorithms include Graph convolu-
tional networks (proposed by Schlichtkrull Michael et al., 2018) [151], Knowledge
graph convolutional networks (proposed by Wang et al., 2019) [135], Knowledge
graph neural network with Label Smoothing (proposed by Wang, Hongwei et al.,
2019) [135], and Knowledge graph factorization machine (proposed by Anelli et al.,
2019) [152]. All the related algorithms in this sub-section are summarized in table
2. 12

2.3.3 Deep reinforcement learning

Although deep learning has capabilities in data classification, prediction, and sorting
problems, it is not enough to complete an intelligent system. Similar to humans,
for the intelligent system, not only is learning from given data needed, but it also
needs to learn interactions with the real world. Reinforcement learning models the
natural environment into several parts: environment, agent, action, state and reward

[156] [157]. The agent interacts with the environment through actions and receives
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feedback from it. The feedback can be positive (reward) or negative (punishment).
The agent needs to interact with the environment, learning a policy to maximize
rewards through training. As illustrated in Fig. [2.12] in reinforcement learning, the
learning process establishes an interaction loop between the environment and the
agent, enabling the agent to learn from experience, become more competent and
make wise decisions.

Agent

(*)

State Action
From Reward Change the
observations environment

Environment

Figure 2.12: Schematic diagram of the reinforcement learning structure, including
an agent, environment, actions, rewards, and states.

When dealing with high-dimensional data, traditional reinforcement learning
may consume a large amount of resources. In such cases, neural networks can
approximate the value function of reinforcement learning. This leads to integrating
deep learning and reinforcement learning, resulting in deep reinforcement learning
[158] [29]. Deep reinforcement learning can be divided into value-based, policy-based

and mixed models.
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Value-based methods

This category needs optimizing based on the action-value function, which represents
the expected reward of taking a specific action in a given state.

DQN is a typical value-based deep reinforcement learning algorithm that iden-
tifies the discrete policy that maximizes the Q value. In 2015, Volodymyr, Mnih et
al. proposed Deep Q-Network [137]. DQN algorithm approximated the Q-function
using deep neural networks and introduced experience replay to disrupt the tem-
poral correlation of samples. It achieved professional levels in the field of gaming
decisions. DQN is based on the action-value function form of the Bellman equation,

which is expressed in [137]

IBout = (T’d + 77 X Qmaxn+1 (Sv A7 WDQN>>7 (219)

where B, is the output of the Bellman equation. DQN uses a neural network to fit
the Q-table and to get the Q-value. rd is the instant reward, v is the discount factor
of DQN, Qnax is the maximum Q-value in the future step n + 1 considering all the
possible situations. S and A are the state and action collections. Wpqn represents
the parameters of the DQN.

The training process of Deep Q-Networks involves several key steps, including;:

e Initialization: Including the replay memory M, to store the agent’s experi-

ences, target network DQN online network DQN turns for updating

target online»

the online network with the target network 7'rg,, and turns for train the target

network with the stored memory Trenew-

e Exploration: The agent selects an action based on an e-greedy policy and

online network DQN After acting, the agent observes the reward and the

online*

next state. This transition (current state, action, reward, next state) is stored

in the replay memory M.

e Training: At regular intervals T enew, the algorithm samples a mini-batch of
transitions from the replay memory for training the online network DQN_ ;...

with Bellman equation (2.19). At regular intervals T7rpepew, the target network
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with weights.

online

DQNupget 18 updated from online network DQN

e Repeat: Repeats for a large number of episodes, gradually improving the policy

as the Q-network learns to estimate the action-value function more accurately.

The primary innovations in DQN are experience replay and the target network. The
former helps to break the correlation between state transitions, while the latter helps
to reduce estimation bias. Both of them enhance the stability of learning.

Based on DQN;, in 2016, Wang, Ziyu et al. proposed duling DQN [159]. Based
on the traditional DQN, Dueling DQN split a Q function into two parts: estimating
state value (Value) and each action’s advantage (Advantage). This allowed for more
effective learning of state values and action advantages. In 2016, Van Hasselt et
al. proposed double DQN [160]. Based on traditional DQN, double DQN main-
tained two similar networks: the current network (used for selecting actions) and
the target network (used for evaluating actions). Double DQN effectively reduced

the overestimation of the value of certain state-action pairs.

Policy-based methods

Policy-based methods learn the mapping from states to actions. In 2015 and 2017,
Schulman, John et al. proposed trust region policy optimization [161] and proximal
policy optimization |[162], which aimed to address one of the key challenges in policy
gradient methods: how to effectively update policies without sacrificing stability.
Trust region policy optimization established a ‘trust region’ by limiting the KL
divergence between the old and the new policies, avoiding significant fluctuations in
performance. Proximal policy optimization adjusted the size of its policy updates
to keep a reasonable range of the KL divergence change. Both algorithms enhanced

the stability.

Mixed algorithms

Mixed algorithms, which combine policy-based optimization with value-based opti-

mization, merge the advantages of the two approaches.
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Deep Deterministic Policy Gradient (DDPG) is a typical mixed Actor-Critic
algorithm. In 2016, Lillicrap, Timothy P et al. proposed DDPG [160]. DDPG
combined the experience replay of Q-learning, the target networks, and the char-
acteristics of policy gradient methods, making it particularly suitable for problems
with continuous action spaces. Unlike traditional policy gradient methods (which
use stochastic policies), DDPG employed a deterministic policy. In DDPG, the Ac-
tor outputs a deterministic action, which, along with the state, enters the Critic
network (the Q network). The Actor aims to obtain higher scores from the Critic,
and the Critic seeks greater returns, similar to achieving higher ) values as in DQN.
In 2017, Lowe, Ryan et al. proposed MA-DDPG, a multi-agent deep reinforcement
learning algorithm that extended the single DDPG algorithm to a multi-agent en-
vironment [163]. In MA-DDPG, each agent learned a policy based on a centralized
critic network, which considered the observations and actions of all agents while
depending on their actor network to generate actions.

In summary, by combining the feature extraction capabilities of deep learn-
ing with the decision-making learning mechanisms of reinforcement learning, deep
reinforcement learning can achieve significant results in more complex and high-
dimensional problems, such as gaming and complex controlling systems. All the

related algorithms are summarized in table [2.13]

2.4 Explainable and interpretable machine learn-
ing algorithms

The concept of explainable and interpretable machine learning are introduced in this
section. They don’t belong to any of the categories of machine learning mentioned
earlier but focuses on enhancing the transparency and explainability of machine
learning models. Understanding and explaining the decisions made by machine
learning models is a critical research area, especially in applications where the vali-
dation and in-depth analysis of model predictions are needed. Despite the impressive
performance of machine learning methods in various tasks, they are often consid-
ered ‘black boxes’, making it challenging to comprehend how they arrive at specific

57



*SJUSWIUOIIATO

291]

yuege-1mut 0} HJAJ PEPURIXH Dddd DA Yue8e BN POXIIN | 7P 92 weky ‘omoT | L10%
‘'sorepdn
Aorjod o3re[ A10A0 09 onp sosde|
-[09 IO SsuOIjenIOoNy odurULIO}Iod
SUIPIOAR O[IUM SOIF9)RI)S MoU Jul | uorpezrurd() Aot uorjezIu 291 v 12
-ured] Jo woeqord oY) PoAfog | -[od uorgey isniy, | -tado  Aorjod [ewrxorg poseq Aotjog | uyor  ‘uewnyds | LT0G
‘TOT)RUITISO OT[eA
UOI}OR 9)RINIOR 9IOW I0J SHIOM
-jou om) Susn ‘NGO PIepuesls 097]
Ul UOIJRWI)SOIDA0  POJeSIMIN | 1omioN-() doo( | iomjau-{) deap omo(g poseq aneA | v 79 oSSR UBA | 910C
‘uon
-0® [ORD I0] 9FejuRADR Y} pUR
sonfea ojels Suryewingse Aojere 651/
-des Aq NO( prepues)s pooueyuy | YI0mN-0O) doo( | f1omjou-) desp Surm g poseq enpep | v 72 nAry ‘Suep | 9107
“SUTUIRD] JULWDIOJUIRI Ul sooeds
UOI}oR SNONUIUO0D 10] SUIUIRS[-) JuorpeIsd Ao1 791 v 12 4 A3
ym syuarpers Aorod poaurquio)) surueo[-) doo(] | -fod orystururrolop dod( poxiy | -owrt], ‘derdIy | 9107
"SHPUOUIUOIIATS [RUOISUSUIIP
-USIY Ul SUIUILd] JUOTOIIOFUTOT
I0]  syiomjou  [emou  doop 2€1] 0 19
UM SUlUIed[-¢)  pourquuo)) surues[-0) yIomjou-¢) doo(J poseq onfeA | YIUJ\ ‘IAWAPOIOA | GTOT
"SUOIGoT
PoISNI} UIYIM SUOTINLIISIP ADI
-[od 09 se8ueyo oy} JUIUTRIISUOD JuaIpeId uoIjezImg 191 7 92
Aq sogepdn Aorjod o[qe)s paansuy | Aorod  [ereuer) | -do Aorjod uorder gsniy, poseq Aotjoq | uyor  ‘urwWnyRs | GT0E
UOIINQLIJUO)) uo paseg oureN PIelA 90UAI0JOY | TeOX

"SW}LIOS[R SUIUIRI] JUOWDIIOJUISI dodp U0 MOTADI INJRINIT CT°F ORI,

o8



1) Explainable machine learning

Input features Black box model Output results:

1. Purchase history

The
recommended
laptop

Output layer

2. Browsing history
3. Search history

4. Personal profile
5. Time information

6. Product features

LIME/SHAP: Analysis of the input and the output

2) Results of the explainable machine learning
Important features: Scores
2. Browsing history 90/100

3. Search history 70/100
5. Time information 55/100
1. Purchase history 15/100
6. Product features 3/100

This laptop is recommended to be bought mainly because of these inputs:

1. Browsing history

2. Search history, as the user has been searching and browsing for laptops recently,
3. Time information, as today is Black Friday.

Figure 2.13: Schematic diagram of explainable machine learning: 1) In a recom-
mendation system, the input is ‘Input features’, and the recommendation result is a
Laptop. Using explainable machine learning algorithms to explain it. 2) Schematic
diagram of the explainable machine learning results, identifying all the important
input features and providing importance scores.

decisions. Explainability is crucial in machine learning models, as it increases the
social acceptance of Al. Generally, the more a machine learning decision is related to
human life, the more critical it is to explain the machine’s behaviour. Explainable
machine learning aims to transform machine learning models into logical relation-
ships and rules understandable to humans [165].

Based on the algorithm, explainability can be classified as interpretable or ex-
plainable. ‘Interpretable’ means the model’s structure is inherently explainable,

such as simple neural networks like linear regression, decision trees or reasoning al-
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gorithms in graph neural networks, where each step in the tree or graph can be used
to explain and trace the results, as is shown in Fig. [2.8, ‘Explainable’ refers to en-
hancing a model’s explainability using algorithms after the model has been trained.
Fig. describes the general usage of explainable machine learning, including 1) A
recommendation system recommends a laptop to the user based on input features.
2) An explainable machine learning algorithm is used, which ranks the importance

of each input feature based on the input and output values.

Explainable machine learning

Local Interpretable Model-agnostic Explanations (LIME) is a typical method in
explainable machine learning. In 2016, Ribeiro, Marco Tulio et al. proposed LIME,
which referred to an algorithm designed to explain machine learning models, by
replacing a non-explainable model with a simple explainable local model, providing
explainability and confidence assessment of model predictions [166]. Any black-box
model can use this algorithm. In LIME, a input data z = (21, 22, ..., 2,,,) point is
perturbed with domain to get zp = (zp1, 2p2, ..., 2PN.,, ), Where Neyy, is the number
of features. A set zp! can be obtained through repeated iterations. The output
Frim (205, 205, -y zp}“\,ezp) can be obtained through the neural network f,;,,, that is
the network to be explained. Then, a simple explainable neural network f;,,, such
as linear regression or ridge regression, can fit these perturbed input-output pairs.

The loss function is shown in

Nezp

L(fmm7 fim)lime = Z w; - (fmm(zp;k> - fzm(Zp:»a (220)
=1

w; = e(—C~distaxrzce(z,zp))7 (221)

where the formula aims to replace the non-explainable model f,;,, with an
explainable model f;,, in a weighted manner, where the weights are denoted by w;
as expressed in formula (2.21) and w; is in [0, 1]. Here, ¢ is a hyperparameter,
and a larger value of ( will rapidly decrease the weights of samples farther away.

The specific range can be determined based on the problem’s characteristics and
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the dataset’s distribution. The function distance used for distance weighting can be
any distance function, such as L2 distance or cosine similarity.

The weights of the simple neural network f;,, are then used for explanation and
locating the key elements of the input features with domains. The larger the weight,
the more important the feature is, indicating its significance to the output.

In addition to LIME, in 2015, Bach, Sebastian et al. proposed the LRP (Layer-
Wise Relevance Propagation) algorithm, which was a method used to explain the
decisions made by nonlinear classifiers [167]. It visualized the contributions of indi-
vidual pixels to classification predictions through pixel-level decomposition, typically
applied in the context of image classification and model understanding.

In 2017, Selvaraju, Ramprasaath R et al. proposed Grad-CAM (Gradient-
weighted Class Activation Mapping) as a technique for generating visual expla-
nations of CNN models, highlighting important regions in images for understanding
models [168].

In 2017, Lundberg, Scott M et al. proposed the SHAP (Shapley Additive exPla-
nations) algorithm, a method to explain the predictions of machine learning models
by assigning importance values to each feature and reveal their contributions to the
results [169].

Additionally, there were many applications of the explainable machine learning

algorithms, such as in the finance and healthcare sectors [170] [171] [172] [173] [174].

Interpretable machine learning

From the perspective of explainability, ‘Interpretable’ is more potent than ‘Explain-
able’, as ‘Interpretable’ refers to white-box models that can be explained through
each step of reasoning in tree or graph structures. In contrast, ‘Explainable’ is
used to interpret black-box models, and its explainability is not as stable as that of
white-box models’ interpretable.

In 2017, Das, Rajarshi et al. proposed Meandering In Networks of Entities
to Reach Verisimilar Answers, which utilized a reinforcement learning approach to
address knowledge graph completion problems, yielding inference paths. The paths

themselves offered some degree of interpretation [175].
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In 2017, Xiong, Wenhan et al. proposed a novel reinforcement learning frame-
work, DeepPath, for learning multi-hop relational paths and its reasons within the
vector space of the knowledge graph [176]. Similar to [175], the reasoning paths
served as the interpretation.

In 2018, Ai et al. proposed a knowledge graph-based interpretation framework
[177]. Based on the embedded knowledge base, a soft matching algorithm was
developed, using the inner product of embeddings for personalized interpretations
of recommended items. On e-commerce datasets, the simulations revealed superior
recommendation performance and interpretation power.

In 2019, Wang, Xiang et al. proposed a new model named Knowledge-aware
Path Recurrent Network [178]. This algorithm incorporated a weighted pooling
operation to distinguish the strengths of different paths in connecting users and
items, effectively inferred the underlying rationale of user-item interactions, thereby
endowing the model with interpretation.

In 2022, Geng, Shijie et al. proposed a framework named Path Language Model-
ing Recommendation [179]. This algorithm learned a language model over the paths
in the knowledge graph, including entities and edges, and achieved recommendation
and interpretation simultaneously through path sequence decoding.

As mentioned above, interpretations are typically provided by selecting paths or
assigning weights to each path in the knowledge graph. All the related algorithms

in explainable and interpretable machine learning are summarized in table [2.14}

2.5 Distance functions and metrics

This section introduces some mathematical concepts, including L2 distance, cosine
similarity, Kendall coefficient, and Pareto front. These concepts will be used in the

following Chapters.

L2 distance and Cosine similarity

L2 distance, also known as the Euclidean distance, measures the straight-line dis-

tance between two points in Euclidean space. The L2 distance between two points
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p1 and p is defined by the formula

I
L2(p1, p2) = Z p1; —p2;) (2.22)
i=1

Cosine similarity is a commonly used method for measuring the similarity be-
tween two non-zero vectors based on their direction. Unlike Euclidean distance,
cosine similarity focuses on the difference in angle between vectors rather than their
magnitude, making it suitable for similarity calculations in text data and multidi-

mensional spaces. The formula for calculating cosine similarity is

I
cos(f) = P1- b2 2oizi PP (2.23)

A \/Z-I_lp?.\/Z(_l P2 '

Kendall coefficient

The Kendall coefficient is a statistical method to measure the similarity of the or-
derings between two variables, especially to quantify the degree of consistency in
the rankings of two variables. The Kendall coefficient is shown as

-9
length(length — 1) /2’

Kendall = (2.24)

where § and i are the orderly and disorderly rankings of the data sequences, the

length is the number of statistical objects.

Pareto front

The Pareto front is the set of all non-dominated solutions in bi-objective optimiza-
tion [180]. Consider a system with the function f: PA — R, where PA is a set of
feasible decisions in the metric space RM and P is the feasible set of criterion vectors
in RM such that P = p = f(pa), V pa € PA. If a point p,; strictly dominates another

point po, written as p; > ps. The Pareto frontier Fareto(P) is thus written as

Fpareto(]P)> = {p2 € P: {pl € P: Y4l ~ D2, 1 7& p?} = @} . (225)
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2.6 Research gaps

Based on the introduction and literature review, the research gaps can be summa-

rized as follows.

2.6.1 Household device action recommendation system

In the existing literature, some recommendation systems have a low accuracy when
making recommendations, failing to make precise recommendations and not being
able to capture and predict a user’s behavior accurately [17] [18]. The primary issue
is to model a users’ daily appliance usage and provide accurate recommendations for
the next household device action. After this, the recommendation results will closely
relate to people’s lives, thus the model’s interpretability is essential for supporting
the AI recommendation application in homes, and provides researchers feedback to
improve the recommendations’ performance. However, as shown in table and
most smart home systems do not consider interpretability. Finally, improving
energy efficiency is also required, however, few studies link electrical optimization
issues with household device action recommendations. Building the connections
between recommendation lists and demand response algorithms is an interesting
direction for research (The recommendation system’s results are often a probabilistic
list, reflecting the possibility of using each appliance in the next action. Using the
list of expected appliance actions derived from the recommendations, a bi-objective
optimization can be performed on both the expected power consumption and the
expected satisfaction of users from the recommendation list.).

Nevertheless, according to the summary in table and no existing paper
has considered all of these aspects (Including energy optimization, personalization,
contextual awareness, user satisfaction model, location and interpretability). These

research gaps will be filled by the proposed framework in Chapter 3.

2.6.2 Home microgrid scheduling systems

In the existing literature, most scheduling algorithms only focus on optimizing cu-

mulative electricity costs, and not utilizing real-time scheduling methods (DQN is
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capable of real-time learning through interaction with the environment, continuously
adjusting and optimizing its strategy based on feedback, and adapting to new envi-
ronments or changes. However, optimization algorithms such as genetic algorithms
typically require the completion of one iteration before evaluating and generating
the next generation, and when the environment changes, they may need to be re-
optimized or have their parameters adjusted. In this thesis, ‘real-time’ refers to the
ability to make decisions in near real-time when the environment changes or in a
dynamic environment, typically within 5 minutes. Optimization algorithms such
as genetic algorithms often cannot achieve that.) [4]. Establishing a real-time bi-
objective optimization algorithm poses a challenge; For example, optimizing both
accumulated carbon emissions and electricity costs in real-time is a challenge, fur-
thermore, the optimization goals could contradict each other. Additionally, as user
load data is utilized, there is a need to address the protection of personal privacy
whilst leveraging the data from different households. However, as shown between
table and [2.5] most papers on power system optimization do not consider data
privacy protection. Lastly, achieving model adjustability with orientation when
performing bi-objective optimization is a research goal. For example, choosing the
appropriate bias between carbon emissions and electricity costs optimizations.

Nonetheless, according to the summary in tables [2.3] 2.4], and [2.5] these papers
jointly have failed to consider energy optimization, carbon optimization, privacy
protection as well as model adjustability. These research gaps will be filled by the
proposed algorithm in Chapter 4.

2.6.3 Privacy protection

Federated learning is widely used in household distributed machine learning sce-
narios, effectively utilizing data from various parties (clients) while protecting pri-
vacy [75]. Nevertheless, research indicates that the gradients in federated learn-
ing contain private information from the training data, which could potentially be
maliciously attacked and obtained without the user being aware of the security is-
sue [114] [119] [115] [116] [117] |118]. Hence, a topic that requires further research is
predict to what extent federated learning protects a residents’ privacy. The key fac-
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tors that could influence privacy leakage in federated learning should be identified.
Additionally, the possible methods to prevent these attacks and any subsequent pri-
vacy leakage in federated learning should be researched. However, these potential
risks have not been considered in federated electrical scenarios, such as in smart
homes and home microgrids. The proposed framework in Chapter 5 will fill these

research gaps.

2.7 Conclusion

Section 2.1 (the Smart Communities section) offers a literature review on the content
covered in Chapters 3 to 4, including smart homes and home microgrids and their
applications (household device action recommendation systems as well as DRL-
based microgrid scheduling algorithms). Following this, section 2.2 reviews federated
learning, its applications in the power grid, and any potential attacks on federated
learning, laying the groundwork for the algorithms to be used in Chapter 5. Finally,
section 2.3 overviews deep learning algorithms, introducing literature specific to each

type of algorithm. These algorithms will be used from Chapter 3 to Chapter 5.

67



CHAPTER 3

Domestic device action recommendation system

With the research gaps summarized in Chapter 2, this chapter focuses on a house-
hold device action recommendation system. The first goal of this chapter is to
establish a smart home device action recommendation system, enabling artificial
intelligence to understand human habits and behaviors better. The next objective
is to interpret the recommended results of the device action, making it understand-
able for the users. Lastly, to develop a demand response algorithm based on action
recommendation results. In this chapter, ‘demand response’ has the meaning that
residents can balance personal expected satisfaction against power consumption by
setting the appropriate power level for each home appliance, thus improving over-
all energy efficiency. ‘Personal expected satisfaction’ refers to the anticipated level
of dissatisfaction a user expects to experience due to the delay in using an appli-
ance [181].

A recommendation framework called DARK (Device Action Recommendation
System with Knowledge Graph) is proposed. The overall architecture is designed
and built upon a household appliance system, as is shown in Fig. |3.1, The system
comprises of appliances, sensors, a small-scale database, and the DARK algorithm

on the right side. All the appliances are connected to the local area network of the
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40—t

Sensors Local model

Embedding module

Recommendation module

Interpretation Optimization
module module

Pareto front

DARK Algorithm
Household Appliances

Figure 3.1: The proposed system architecture of DARK has different modules. The
energy consumption information is collected by sensors and used in the local model.
Then, the data is sent to different modules, including the embedding, recommenda-
tion, interpretation and optimization modules.

home, and these are monitored by the sensors to collect the energy consumption
data. The advantage of this data is that it not only represents the consumption
information but also it indicates the existence of the operational data for the ap-
pliance, such as the status of switches and modes. Please note that this chapter
only considers electricity consumption, and no other kinds of consumption such
as geothermal or gas. The knowledge graph is formed by processing the data in
the local database, and then the knowledge graph is encoded to embedding in the
embedding module. The embedded knowledge graph is used for making recommen-
dations in the recommendation module. Next, the recommended results are sent to
the interpretation module to generate interpretations and to the optimization mod-
ule to generate optimization results for the user’s expected satisfaction and energy

consumption, assisting users in decision-making.
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The DARK algorithm selected KGAT as the recommendation algorithm and
made improvements to it. The reasons for choosing this algorithm are as follows:
1. KGAT integrates well with graph data and often performs better than various
common deep learning algorithms in simulations when dealing with graph data. 2.
The KGAT algorithm offers model interpretability, allowing for explanations to be
generated through its graph paths, and the attention mechanism can help assess the
importance of these paths.

Privacy protection is also essential. User data is considered private and should
not be disclosed to third parties. To ensure user privacy, the database data is not
shared externally, instead federated learning can be employed, only uploading the
local model to the server. Federated learning ensures that the data remains only
locally stored [75]; however, this is not the focus of this chapter. In this chapter,
only standalone action recommendation systems are considered, without sharing any
data, so there is no privacy leakage concerns in this chapter. For further details on

privacy protection, please refer to Chapter 5.

3.1 Graph construction

This section introduces the preparatory work of DARK framework, including the

data collection and the steps to construct a knowledge graph.

3.1.1 Domestic device data collection

In human daily activities, a significant amount of electrical usage data, appliance
data, electricity consumption time data, appliance location data, and common
knowledge are generated [11]. These data intertwine to form a network and can
be modelled as a graph. Graph models can represent the relationships between
different appliances. This contributes to a better understanding of the interactions
among household appliances. The following data on appliances are collected for the
DARK framework:

1) Rated Power: Each appliance has its rated power; for example, a toaster has

a rated power of 1500 Watts, while the power of a light is generally between 20 and
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50 Watts.

2) Appliance Location: Appliances are distributed across different rooms, in-
cluding the kitchen, living room, office, bedroom, utility room, children’s room and
undefined locations. If the location is not defined, it is assumed the appliance is in
a unique location.

3) The impact on user satisfaction: Each appliance has a different impact on
the expected user satisfaction. For instance, if delayed to use, washing machines
have a lower impact due to the demand response ability, whereas appliances like
microwaves or gas ovens have a higher impact.

4) Habitual Usage Time: Each appliance has specific habitual usage times. For
example, gas ovens are most used during mealtime, while lights are frequently used
at night.

5) Habitual Usage Sequence: Some appliances have a habitual usage sequence.
For instance, the most commonly used appliance following a dryer might be a hair
straightener.

All data is organized into a knowledge graph, in ‘head entity’ - ‘relationship’ style
- ‘tail entity’, such as ‘dishwasher’ - ‘operates from’ - ‘18:00-20:00". These knowledge
graph data together form a graph, which will be sent to the Embedding module.

3.1.2 Building knowledge graph

It is assumed that each appliance has an associated sub-meter, so individual electric-
ity usage data for each appliance can be obtained. If this is not achievable and only a
main smart meter exists, non-intrusive load monitoring can be used for power disag-
gregation to obtain individual appliance electricity data. Then the next step would
be data processing for DARK, involving the following sequence of steps: format
conversion, noise filtering, device selection, graph construction from conventional

datasets, incorporating other attributes, and finally negative sampling.

Format conversion and noise filtering

Including converting the data into a format that Python can recognize, transforming

the timestamps into year-month-day format, and aggregating the data into certain
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time intervals. The data may contain a large amount of noise, so filters are im-
plemented to determine the on/off states of appliances and filter out momentarily
switched-on and electricity leakage. Due to the unique characteristics of each type
of electrical appliance, the filtering thresholds for each type of appliance need to be

customized according to the rated power.

Domestic devices selection

Some appliances are not suitable for inclusion in the recommendation system. As
shown in the Fig. [3.2] and Fig. [3.3] these graphs display the typical power con-
sumption of the fridge and washing machine for a day (24 hours) [182]. The fridge
exhibits characteristics of a regular cycle of operation, making it less suitable for
recommendation system data. Please note that even after filtering, the refrigerator
still exhibits significant periodic high peaks. These are not detailed in the UK-DALE
dataset, but they can be assumed from the opening and closing of the refrigerator or
the refrigerator’s periodic defrost function. On the other hand, the washing machine
shows distinct triggering patterns, making it a suitable candidate for inclusion in
the recommendation system data. So appliances with long-term operation, such as
refrigerators, routers, iPad chargers, etc., are excluded. Additionally, some appli-
ances that are not under human control also need to be excluded. For example, the

function of boilers is based on a preset automatic control system.

Graph construction

Each appliance is treated as a node, and an edge between two appliances is added if

¢

they have a sequential relationship, labelled as “used before/after.” The time zone
knowledge of appliances is added, connecting time nodes with appliance nodes. The
relationship can be represented as “used during the time period”. In addition, the
location information of appliances is established, connecting location nodes with
appliance nodes and labelling the relationship as “located in the room”. Other

attributes, such as the rated power and the user’s expected satisfaction coefficient,

are also added for each appliance.
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Power usage over time for the fridge
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Figure 3.2: Power consumption for the fridge over time. It can be seen in the graph
that it is used almost every hour, and because of its intensive use, this type of
appliance is not suitable for recommendation systems.

Negative sampling

Negative sampling is performed on the dataset to accelerate convergence. For exam-
ple, a gas oven is often used from 18:00 to 24:00, recorded as ‘gas oven-used during
the time-18:00’. This time can be replaced by 2:00 to 4:00 in the morning for pro-
ducing negative examples, which has never happened, recorded as ‘gas oven-never
used during the time-3:00". This method creates negative examples at a 1:1 ratio in
numbers with positive examples.

Compared to conventional data, by modelling the relationships between nodes in
graph data and visualizing the connections between household data nodes and edges,
one can intuitively understand how the proposed KGAT model performs reasoning
and makes recommendations. This also imparts a structural nature to the model’s
decisions, beyond merely relying on the statistical properties of the data, which

facilitates data mining [183].
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Power usage over time for the washing machine
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Figure 3.3: Power consumption for the washing machine over time. The graph
shows distinct electricity usage characteristics between 10 and 12 hours, making
this appliance suitable for recommendation systems.

3.2 Embedding module

During the data processing in the embedding module of DARK, it is necessary to
convert the data into embeddings, which use high-dimensional vectors to represent
the discrete data. The transformation from data to embeddings facilitates the ag-
gregations of knowledge graph algorithms in subsequent steps.

The embedding layer aims to train the embedding of (h,r,t) such that the em-
bedding of the head emy, plus the embedding of relation em, approach the embedding
of tail em; for any positive (h,r,t) in distance (for example L2 distance), which can

be represented as [184]
Ihrt) = || Weemy, + em, — Weemyl||3 (3.1)

where || - ||3 means the squared results of the L2 distance. W, is the relation weight
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matrix, it was defined in TransR [184], helping to map the heads and tails from the
original entity space to the relation space, however it can also be ignored in some
embedding algorithms like TransE. g ;) represents the positive triples and the value
of g+ should be close to zero. However, for negative triples, which means the h,
r or t can be replaced by other values that never happened. For example, g )
is generated by replacing ¢ with #p arbitrarily and the value of g .,y should be
infinity. In the proposed recommendation system, negative sampling was applied to
each of the data types mentioned above, and the training was conducted accordingly.

During backpropagation, its parameters are updated based on the gradient of the
loss function to minimize the difference between predicted results and true labels.

The following data was encoded to embeddings:

1. Appliances: Each appliance is assigned an embedding, resulting in a set of

embeddings for different appliances.

2. Time zones: The daily time is divided into four time periods: midnight, morn-
ing, afternoon, and evening. Thus, a week can be divided into 4 x 7=28 time
zones. These 28 time zones are encoded as a set of embeddings, providing

information about a specific day and time within a week.

3. Locations: Appliances are distributed across different rooms, and an embed-

ding is created for each room.

The embedding module processes the input data, which converts discrete inputs
into continuous embeddings. These embeddings are then fed into the knowledge

graph layer as input for training.

3.3 Recommendation module

This section introduces the proposed DARK algorithm, a improved KGAT algorithm
in the recommendation area, and its time complexity are analysed. It also includes

a comparison with the traditional KGAT algorithm.
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3.3.1 Proposed DARK algorithm

This section mainly discusses the customized KGAT algorithm for the home ap-
pliance recommendation system in the recommendation module of DARK, with

improvements made to the original KGAT algorithm.

Algorithm 1: The proposed DARK algorithm with improved next-action
recommendation scenario

se
(h,rt,time

2 Load time zone embeddings em'iz rt) from processed datasets.

1 Load sequence embeddings em ) from processed datasets.

3 Load location embeddings eml(‘;m " from processed datasets.
4 Initialize the data distribution from the datasets.

5 Initialize the weight of KGAT including W, and W,,.

6 Initialize a fully connected layer FullyConnectedLayer.

7 Initialize the list L.

8 for episode =1, M do

9 for emj¢, emi® in M, 1t time) 4O

10 Sampling dataset s;, for em, and s; for em, according to the distribution
of emfim " emZM’ " and eml(‘;m’ B

11 Constructing adjacency matrices Adj, with s, and Adj, with ;.

12 for each emy, em, and em; in Adj; do

13 atnp (hrt) =

14 Softmax((W,.em;) Ttanh(W,.emy, + em..))

15 EMA-Nh = D _(hrt)eNh WM (hrt) X €U

16 aggp, = LeakyRelu(Wy (emy + emp_np))

17 end for

18 for each emy, em, and em; in Adj, do

19 atnt_(h’rvt) =

20 Softmax((W,.em;) Ttanh(W,.emy, + em.))

21 EMy-Np = Z(hmt)e]\,h Aty () X €M

22 aggr = LeakyRelu(W, (emy, + em¢np))

23 end for

24 Vec = concatenate(aggp, aggs, emss, )

25 Store O = Relu(FullyConnectedLayer(Vec)) in L

26 end for

27 end for
28 Qutput: L

Different from the traditional KGAT algorithm, the following DARK algorithm
improvements have been customized for the next-action recommendation scenario.
The algorithm’s pseudocode is shown as Algorithm [1] and the related algorithm
flow is shown in figure (3.4

Firstly, the knowledge graph algorithm establishes an adjacency matrix based on
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Sampling dataset s, for emj, Sampling dataset s; for em,
according to distributions according to distributions

-

Sampling a pair em, and em, from em, ..+ time)

Figure 3.4: The diagram of the proposed DARK algorithm.
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randomly sampled neighbouring nodes for embedding aggregation. Each attribute
type, such as timezone, usage sequence, and location, is collected in the modified
algorithm, ensuring equal chances of different kinds of data. After that, random
sampling is replaced with probability-based sampling according to the distribution.
These samples will inform the knowledge graph algorithms about the studied case
and affect the aggregation results. For example, if a particular appliance is most
commonly used on Tuesday mornings, the probability of sampling Tuesday morn-
ings for the adjacency matrix will be higher. This is expressed in lines 5-6 of the
Algorithm [1]

In addition, the algorithm aims to predict the next potential appliance based on
residents’ appliance usage habits. In the traditional KGAT recommendation algo-
rithm, only candidate (potentially recommended) appliances undergo graph embed-
ding aggregation because conventional KGAT treats the recommended appliance as
an item and the known appliance as a user. However, in the proposed problem,
the known appliance usage can also be treated as an item and aggregated. This is
expressed in the line 13-18 of the Algorithm [1] Lines 13-14 calculate the atten-
tion term ay (s, in KGAT, line 15 obtains the first aggregated embedding vector
emy_np based on the attention mechanism, and line 16 uses a deep neural network
to compute the final aggregated vector aggy,.

The output L contains aggregated embedding agg, for head embeddings and
agg; for tail embeddings. Then the embedding L is used as the input of the fully
connected layers for training in line 20 of the Algorithm [1}

Fully connected layers are used as the subsequent classifier, outputting a value
between 0 and 1 to determine whether two appliances will be used continuously.

The closer the value is to 1, the higher the probability of continuous usage.

3.3.2 Algorithm time complexity

Algorithm time complexity is a measure of algorithm efficiency, indicating the rela-
tionship between the running time of an algorithm and the size of its input. It is
crucial for evaluating algorithm performance and making improvements.
1) Embeddings: For knowledge graph embedding, according to the translation
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principle of , the algorithm time complexity is O(G x d?), where G represents
the size of the knowledge graph, and d is the embedding dimension [150].

2) KGAT layer: In the attention embedding propagation of KGAT), the algorithm
time complexity of the matrix multiplication for the a-th layer is O(G'xd,xd, 1),
where d, and d,_; are the current and previous layer dimensions [150].

3) Proposed KGAT layer: In addition to the KGAT layer, due to the need for
sampling for each category, an algorithm time complexity Q(1) is added, which can
also be ignored. In the attention embedding propagation, another O(G xd, X d,_1) is
added. So the total algorithm time complexity is Q(2xG x d, X d,_1) and the 2 can
also be ignored according to the expression of the algorithm time complexity |150].

4) DNN layer: After the KGAT layer, one or more DNN layers need to be
connected as classifiers. For DNN, the algorithm time complexity is O(d,xd,_1),
similarly, d, and d,_; the dimension of the input/output channel of DNN [185].

In summary, the proposed algorithm does not introduce additional terms that

increase the dimensionality of algorithm time complexity.

3.4 Interpretation module

In the interpretation module of DARK, when generating action recommendations,
interpretability is crucial for making the recommendation results convincing. The
purpose of this module is to provide further interpretations for the recommended
results. It has been known that the trained embeddings in graph neural networks
can represent the meaning of the data [147], and in paper |177], Ai et al. used that
for interpretation. Based on this characteristic, reasons for the recommended results

are generated, which consist of three types of reasons:

1. Habitual usage sequence means an appliance is often used after another.

2. Habitual usage time period means that two appliances are often used at the

same specific time period.

3. Usage at a habitual location means an appliance is used because it has location

relationships with other appliances.
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All the connections between the recommended appliances and the known appli-
ances within two hops are identified in the graph, and the embeddings of all the
nodes and relationships involved are found. Using TransE and the approach de-
scribed in the paper [147] in (3.2), the head embedding plus relation embedding
should approach the tail embedding as much as possible after training. Ideally, they
are equal.

em; ~ emy, +em, . (3.2)

Here, a new measure is shown in (3.3))-(3.8]) for the recommendation results in the
context of household appliance action recommendations. From (3.2)), the embedding

of the reasons can be calculated in (3.3))-(3.5)).

se se se se
EMyotal = (emh + em,. )emt ) (33)
N
ti _ ti ti ti
emit = (Y _(emy, + eml)emf!) /N (3.4)
i=1
lo o lo lo lo
EMyotal = (emh + em,. )emt ) (35)
se
_ e7ntotal
Ry, = : (3.6)
emse + emtz + emlo )
total total total
ti
em
Ry = fotal (3.7)
emse + emtz + emlo )
total total total
eml" |
tota
Rip = , (3.8)

se ti lo
6frntotal + 6frntotal + emtotal

where the superscripts se, ti and lo refer to different reasons like sequence, timezone,
and location. The value em?¢, .|, em!  and em! , are the inner product value of the
embeddings. From the characteristic embedding of TransE [177], a higher product
value means the reason has a higher relationship with the answer, where em!’_ | is
the top N averages product of embedding of the reason timezone. em{¢, , and em!®, ,
only exist if two household appliances have a sequential relationship or are placed
in the same location. In —, the explain R of different reasons is calculated.

With the above method, the recommendation was interpreted based on the inner
product of embeddings. Each recommendation can be interpreted as combining three

reasons with different percentages.
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Please note that a major drawback of interpretation is that, generally, the cor-
rectness of the interpretation cannot be verified, thus it is usually used as a reference
rather than a precise interpretation. In this thesis, the verification method only
checks whether the interpretations align with common sense. If this is true, the
interpretations are considered to be correct. Since interpretations themselves are
estimations of the user’s intentions, surveys can be created in the future to further

verify the accuracy of these interpretations.

3.5 Optimization module

This section primarily introduces the objective functions in the optimization module
of DARK, for optimizing energy consumption and user’s expected satisfaction.

It is assumed that the power of each appliance is adjustable within a certain
range, and the power of an appliance affects the user’s expected satisfaction as

given by

N
fsatisfaction - _fdissatisfaction = - Z dfz(Pz - Pireal)Q ) (39)
=1

where fiatistaction 1S @ user’s expected satisfaction function, and fgissatistaction r€presents
the sum of dissatisfaction scores for N appliances. The rated power of appliance
iis Preal with i = 1,...,N. Power significantly above or below the rated power

can result in dissatisfaction of users. Factor df; is the dissatisfaction factor. The

averaged power load of appliances is calculated by

N

favgpower - Z Pireal . (310)

i=1

For and , two competing objectives are considered: maximizing user’s
expected satisfaction, which represents consumer needs, and minimizing average
power load, a consideration for saving power grid consumptions. For this type
of optimization problem, multi-objective optimization algorithms, such as genetic
algorithms, can be used to find the Pareto front. The outcome of the optimization is
to set power level P; for appliance 7 based on the expectation of the recommendation

results. Through the optimization results, multiple feasible solutions between user’s
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expected satisfaction and average power load can be selected in the Pareto front

[186].

3.6 Simulation setup

This section introduces the simulation environment, dataset preprocessing and the
recommendation results, including accuracy and interpretations.

The PyTorch framework was used for software to build the neural network archi-
tectures [9], including DNN, CNN [131], and RNN [132]. KGAT [150] and proposed
KGAT were built based on the DNN toolbox and matrix calculations. The genetic
algorithm toolbox from Geatpy was utilized to handle optimization problems [187].

For hardware, 16GB NVIDIA GeForce RTX 3080 GPU was used with Intel i7-
12700H CPU and 32GB memory.

3.6.1 Dataset and data preprocessing

For datasets, UK-DALE (UK Domestic Appliance-Level Electricity) is a publicly
available household electricity dataset used for power consumption monitoring and
non-intrusive load recognition research [182]. The UK-DALE dataset provides high-
precision power consumption data, including 54 household appliances such as refrig-
erators, washing machines, ovens, lighting, etc. It is based on electricity-triggered
information. The detailed sampling frequency, reaching as high as 6 Hz, makes
constructing the graph’s structure suitable. Manual construction of the knowledge
graph is performed in DARK based on UK-DALE.

54 types of appliance power consumption data have been collected in the UK-
DALE dataset. After manual filtering, 37 out of the 54 selected appliances were
chosen for simulation.

Fig. illustrates the constructed knowledge graph, which is a part of the overall
knowledge graph. It depicts a subgraph containing a kitchen light, microwave, and
kettle, each appliance’s attributes. For instance, the most commonly used time
for the microwave is 6:00 to 12:00 on Tuesday. Similarly, the rated power of the

Kettle is 2000 Watts. There are also associations between appliances. For example,
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Friday

Tuesday 6:00-12:00
18:00-24:00
2000 Watt
Most_comman_ Mos.t_commn_
timezone 100 Watt timezone
Rated/power
Rated_power No
Kitchen Shiftable
. Located in Kettle
Located_in h
ID_number
. . 2 o on_action 10
Kitchen_lights -
Season
All seasons
Next_commbn_action Most_common_ Tuesday
timezone 6:00-12:00
All seasons
Microwave
Rated_power
Shiftable Season 1200 Watt
ID_nymber
No 13 All seasons!

Figure 3.5: Constructed domestic appliances knowledge graph. Each household
appliance has attributes such as an ID, shiftability, rated power, usage time, and
appliance location. If there is a sequential order of usage between two appliances, a
line is established between them.

kitchen lights, kettle, and microwave are all in the kitchen, so they both point to the
‘kitchen’ point. Actions commonly taken after turning on the kitchen light include
using the kettle or microwave, thus establishing relationships (edges on the graph)
between appliances.

Additionally, there are hidden relationships, such as the frequent use of kitchen
lights and microwaves on Tuesdays, indicating a hidden relationship between them.
Therefore, more potential relationships can be discovered by knowledge graph algo-
rithms. Information about appliance demand response is also added to the graph;
for example, all three appliances in the diagram are non-shiftable. Demand response
will not significantly impact user’s expected satisfaction if an appliance is shiftable,
like a washing machine or dishwasher. However, for non-shiftable appliances, de-
mand response has a more significant impact on user’s expected satisfaction. There-

fore, the information provided in the diagram will also influence subsequent demand
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response algorithms in the optimization module.

3.6.2 Recommendation system parameters

For Embeddings, 37 out of 54 kinds of domestic appliances (which is shown in table
, 9 kinds of locations (including the kitchen, living room, office, bedroom, utility
room, children’s room and 3 undefined locations), 28 kinds of time periods and 3
kinds of relationships (including “used before/after”, “used during the time period”

and “located in the room”) are generated as embeddings, as discussed in the section

and [3.2] The dimension is set as 128 for all embeddings.

Table 3.1: Parameters for the recommendation system

Parameter in recommendation system Values
Device Embedding dimension 128
Relation Embedding dimension 128
Time Embedding dimension 128
Embedding input nodes 3
KGAT input nodes 384
(Comparison) RNN input nodes 384
(Comparison) CNN input nodes 384
(Comparison) DNN input nodes 384
DNN hidden nodes 384 x 128
DNN output nodes 1
Tearning rates 0.001
Training rounds 30
Training iterations in a round 50
Mini-batch size 1024
Optimizer Adam
Loss function Mean-Squared-Error
Activation function sigmoid and tanh

For the proposed KGAT in DARK and traditional KGAT, the input size is
128 x 3 = 384, and the output size is also 128. In the embedding input size, 3
means device A, B, and time. After the KGAT layers, a DNN layer is set as the
classifier. To evaluate the effectiveness of the KGAT algorithm, other neural network
structures, including DNN layers, CNN layers and RNN layers, were implemented
as alternatives to the KGAT knowledge graph layer, all of which have the dimension
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of 384 x 128. In addition, the original KGAT algorithm without modifications was

also included in the comparative simulation. The detailed parameter is shown in

table B.11

3.6.3 Recommendation system accuracy measurement

This project defines the final recommended results as the top three most likely
appliances the recommendation algorithm generates. Precision is determined by
comparing with the labels and serves as an accurate standard for measuring the ac-
curacy of the recommendation system. If there is an appliance among these labelled
appliances (meaning it is the appliance to be recommended), the recommendation
is considered accurate; otherwise, it is considered inaccurate. The reason for select-
ing the top three recommendations is that sometimes, the recommendation system
tends to suggest using multiple appliances with a higher probability.

The results of the recommendation system are values ranging from 0 to 1, with

a value closer to 1 indicating a higher likelihood of the next action being triggered.

3.7 Results

This section presents the simulation results of DARK, including the recommenda-
tion system’s recommendation outcomes, the recommendations’ precision, the inter-

pretability, and the energy optimization results derived from the recommendations.

3.7.1 Results for algorithm performance

This section analyzes the algorithm’s performance from various perspectives, includ-

ing recommendation results, accuracy and space complexity.

Recommendation results

The complete recommendation list is shown in Fig. In the image, the length
of the horizontal bars represents the recommendation results, and the vertical axis
represents various types of electrical appliances. The image shows the recommen-

dation ranking of 36 types of electrical appliances, ranging from the highest-scoring
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Recommendation rankings

The recommendation for the next action
after using the Straightener (Tuesday night)

Kitchen_lights
Hair_dryer

Kitchen_phone_stereo
Breadmaker
5 Kettle
LED printer
Childs_table_lamp
Office_fan
Office_pc
10 oaster
Hoover
Iron
HTPC
Microwave
Childs_ds_lamp
Lvingroom_s_lamp
Coffee_machine

=
(52}

Kitchen_lamp2
Office_lamp2
Amp_livingroom
Kitchen_dt_lamp
Livingroom_s_lamp?2
Hifi_office
Office_lamp1l
Subwoofer_livingroom
Livingroom_lamp_tv
Office_lamp3
Gas_oven
30 Lcd_office
Dishwasher
Utilityrm_lamp
WashingMachine
Bedroom_d_lamp
35 4Bedroom_chargers
Bedroom_ds_lamp

N
o

25

0.0 0.2 0.4 0.6 0.8 1.0
Recommendation marks

Figure 3.6: Recommendation results for the straightener. On Tuesday nights, after
using the Straightener, the recommendation system determines the next two highest
actions, which are using the kitchen lights and hairdryer, with its recommendation
far exceeding other appliances.
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‘kitchen lights’ at the beginning to the ‘bedroom lamp’, which the recommendation
system deems least likely to be used. After using the straightener on Tuesday night,
the three most likely appliances to be used are the kitchen light (0.81), the hairdryer
(0.80), and the kitchen stereo (0.41). It is worth noticing that the first two results
are significantly better than the third and beyond, demonstrating the good quality
of distinct emphasis of the recommendation results.

The graph does not differentiate the reasons for the recommendations. Still, it’s
easy to conjecture that the recommendation of ‘kitchen lights’ is because the rec-
ommendation time is Tuesday evening when lights are generally needed. Therefore,
the reason is that they are often used simultaneously. Regarding the ‘hair dryer’
recommendation, it is because it is often used consecutively with the ‘straightener’.
Hence, their recommendation reason is presumed to be their frequent consecutive
usage. Further interpretation about these recommendations will be elaborated in

the subsequent simulations.

Accuracy and converges situation

Fig. shows a selected instance where all other conditions were the same, rep-
resenting typical algorithm performances. It can be observed that DNN and CNN
yielded notably inferior results. However, they do show training effectiveness. As-

suming the selection of 3 devices at random from a set of 37 devices, the probability

c(36,2)
o(37,3)°

of including a specific number is which is around 8.1%, and ¢ means combina-
tion calculation in mathematics. The recommendation accuracy of DNN and CNN
reaches approximately 30%. The performance of the RNN algorithm steadily im-
proved over time, but the improved KGAT achieved the highest accuracy (averaged
accuracy: 93.4%) in the first round and provided the most accurate recommenda-
tions, which averaged 7% accuracy improved compared with the traditional KGAT
(averaged accuracy: 87.3%). It can be seen that the proposed KGAT has learned
the latent patterns of domestic appliance recommendations, achieving the highest

precision in recommendations, and KGAT algorithms have a greater advantage in

the early stages of the recommendation process.
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Precision recommendation rate for different algorithms

100%
90% A
80% A
70% A
. 60% - —e— RNN
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é 50% - —0— CNN
g Proposed KGAT solution
40% A —0— KGAT
30% A
20% A
10% A
O% T T T T T T
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Training iterations

Figure 3.7: Recommendation accuracy: the proposed KGAT achieved the highest
accuracy among all the network structures.

3.7.2 Results for interpretations

This section’s recommended results have the same format as shown in Fig. [3.0)
but the analysis is focused on the top 15 recommendations as they are more im-
portant. The interpretation of the recommended results utilizes different colours:
blue indicates a sequential usage order of two appliances, green indicates frequent
usage of two appliances during a specific time period, and yellow indicates a po-
sitional dependency between two appliances. Three examples are provided in this
section to illustrate the varied interpretations of the recommended results by the

recommendation system.

Reason-Sequence

This reason means that 2 appliances are always used together. The recommended

score on the horizontal axis is the inner product of embeddings from the recommen-
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dation algorithm. After using the hairdryer, the system’s best-recommended result
is the straightener, with 72% possibility of using them in sequence and the rest 28%
of the same time for interpretation. The probability analysis is shown in Fig. |3.8
Since the recommendation score for the ‘straightener’ is significantly higher than
that of other appliances in this context, it is feasible to disregard the other recom-
mendation results, the recommendation result is determined with a relatively high
probability.

This interpretation aligns with common sense, as these two appliances are often
used together after showering. It is worth noting that the results obtained here
correspond with those obtained in Fig. |3.6 This further demonstrates the stability
of the proposed DARK algorithm.

The recommendation for the next action
after using the Hair dryer (At any time)

Straighteners

Recommendation rankings

EEl sequence
Il timezone
location

WashingMachine

Kitchen_dt_lamp
16 I T T

0.0 0.2 0.4 0.6 0.8 1.0 1.2 1.4
Recommendation marks

Figure 3.8: The recommendation reason is that the appliances are used in sequence.
After using a hair dryer, the recommendation system predicts that the next most
likely action is using straighteners. The reason for this is that straighteners are often
used sequentially after hair dryers.
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Reason-Timezone

The second reason is that these two appliances are frequently used during the same
time period, as shown in Fig. [3.9] on Sunday nights, lights, TV, and subwoofer are
also recommended with more than 90% reason for using in the same time because
they are always used on Sunday night. Also, in Fig. [3.10 on Tuesday nights, accord-
ing to the resident’s habits, appliances such as lights, office lamps and appliances
for entertainment such as television, Hifi and HPTC are recommended.

These recommendations also align with the common sense. This recommenda-
tion result also reflects that multiple high-probability recommendations can exist
when the reasoning for recommendations is primarily based on the timezone. This
is because many appliances are used simultaneously during a specific period, and
there are no other significant reasons to create a substantial difference in the rec-
ommendations between these appliances. Additionally, the timezone is the most
common reason in this recommendation system, as two appliances are most likely

to be used at the same time.

Reason-Location

This reason means both appliances are in the same location. As is shown in Fig.
[3.10,, when using the Gas Oven on Tuesday afternoon, the recommended appliance
list includes the kettle, microwave, and other kitchen lights, with the reason of 40%,
42% and 49% for using them in the same location respectively. This also aligns with
common sense, as using appliances for cooking in the evening often involves turning

on lights or using a kettle to boil water in the same location.

The most possible recommendation result for each appliance

Fig. illustrates the recommendation results for different appliances. On the left
are the target appliances for recommendations, and on the right are the appliances
most likely to be used next after using the target appliance in all instances. The
results are sorted by the degree of recommendation from 0 to 1. The recommended

appliances can be roughly categorized into several groups:
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The recommendation for the next action
after using the Children's light (Sunday night)

Kitchen_lights
2 Kettle
Subwoofer_livingroom

Lvingroom_s_lamp
Amp_livingroom
HTPC
oaster
Microwave
Lcd_office
Kitchen_dt_lamp
12 WashingMachine
Gas_oven

10

Recommendation rankings
(o]

Ell sequence

14 Office_lamp3 BN timezone
Livingroom_s_lamp2 location
16 I T T T T T T
0.0 0.2 0.4 0.6 0.8 1.0 1.2 1.4

Recommendation marks

Figure 3.9: The recommendation reason is that the appliances are used in the same
time zone. After using the children’s lights on Sunday evening, the most commonly
used lights are the kitchen lights, as they are often used at the same time as the
children’s lights.

1. Living Room Series: Such as the television ‘“TV’, lamp for TV in the living
room ‘Livingroom_lamp_tv’, Amplifier in the living room ‘Amp_livingroom’,
‘HTPC’, and subwoofer ‘Subwoofer_livingroom’ are ranked as the top recom-
mendations for each other, which align with daily usage logic, as using the TV

often requires auxiliary devices like a lamp or speaker.

2. Kitchen Series: Including lights ‘Kitchen_lights” and ‘Kitchen_dt_lamp’, ‘Ket-
tle’, ‘Toaster’, ‘Gas_oven’, ‘Coffee_machine’, and kitchen phone stereo ‘Kitchen
phone_stereo’. These appliances are recommended as the top choices for each
other, which makes sense since they often collaborate. For example, cooking

may involve turning on the lights.

3. Bedroom Series Such as Bedroom’s lamp ‘Bedroom_d_lamp’ and Bedroom’s

charger ‘Bedroom_chargers’ are recommended as top choices for each other,
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The recommendation for the next action
after using the Gas oven (Tuesday night)

HTPC
Kitchen_lights

4 Livingroom_s_lamp?2
Kettle
6 Office_lamp3

Hoover
Subwoofer_livingroom
Hifi_office

Microwave
Lvingroom_s_lamp
Bedroom_d_lamp
Amp_livingroom

10

Recommendation rankings
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14 Lcd_office EEE timezone
Kitchen_dt lamp location
16 1 r T T T T '
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Recommendation marks

Figure 3.10: The recommendation reason is that the appliances are in the same
location. On Tuesday evenings, after using a gas oven, the recommendation system
predicts that the next three most likely actions are turning on the TV, using the
HPTC, and turning on the kitchen lights. Regarding the kitchen lights, one reason
for this prediction is their location-based association.

with the primary reason being location, aligning with typical usage patterns.

4. Office Series: Such as Office lamps ‘Office_lampl’, ‘Office lamp2’ and ‘Of-
fice_lamp3’, LCD device ‘Led_office’, and Hifi device ‘Hifi_office’ are recom-

mended as top choices for each other.

5. Other recommendations: Appliances like ‘hair_dryer’ and ‘straightener’ are
often used with each other because of the use sequence. A similar result is
‘Utilityrm_lamp’, and washing machine ‘WashingMachine’ are recommended
because they have always been used at the same time. Another case is the
Children’s Lamp ‘Childs_table_ lamp’ and ‘Childs_ds_lamp’ are recommended

to work with each other.

6. Example of failed recommendations: The last six items are considered un-
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The recommendation for the next most possible action
after using a domestic device (At any time)
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Figure 3.11: The most possible recommendation result for each domestic appliance,
the left side represents appliances that have already been used, and the right side
shows the appliances that are most likely to be used next.
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successful recommendation results, as they did not recommend an appliance
with high probability. For appliances like the ‘Hoover’, ‘Printer’; and ‘Office
fan’, inaccurate recommendation results may occur due to a lack of data or

unrepresentative data.

It can be observed that the proposed system effectively captures relationships be-

tween appliances and provides reasonable interpretation for the recommendations.

3.7.3 Algorithm space complexity

Algorithm space complexity is a metric that measures the amount of memory space
required by an algorithm or data structure [188]. Particularly in the context of large
network architectures, understanding space complexity aids in estimating compu-
tational costs and planning for hardware resources. It also serves as a metric for
assessing algorithms’ scalability in structures, which is meaningful for selecting edge
computing devices in a home setting. This chapter summarized the space complexity
for the DARK algorithm.

1) Embeddings: The space complexity of the embedding layer is 128 x N, where
N is the kind of embedding. In this simulation, 9 kinds of locations (with 3 unknown
locations), 28 kinds of time periods, 37 kinds of domestic devices and 3 kinds of
relations. The space complexity of embeddings is 128 x (9428+-37+3) = 9856.

2) KGAT layer: In KGAT, all operations are based on the computation and
aggregation of embeddings. Weight matrices are introduced in both attention cal-

culation SPy¢ and aggregation operations S Pao,

I
SPxaat = Z(SPAQ‘ + SPAO» . (3.11)

i=1

In the attention calculation, the space complexity is SPxc = dg X dg, where
dg is the dimension of embedding and dp is the dimension of relation. In the
aggregation operation, the space complexity is SPyo = dg X dg. The sum of these
two contributes to the overall space complexity. For example, if the dimension of
the device dg and dg relation are all 128, then the space complexity is 128 x 128 x

2 = 32768, where 2 means SPxc and SPyg are all 128 x 128.
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3) Proposed KGAT layer: In addition to the KGAT layer, due to the need for
sampling for each category, distribution information of the graph data Graph_indexes

needs to be recorded,
SPProposed KGAT — SPKGAT + Graph,indexes : (312)

For example, the distribution of 7 locations, 28 timezones, and 37 device types.
Although this introduces additional storage, the data for distribution information
is simple and only adds minimal storage burden. So in this simulation, the space
complexity is 7+(37 x 28)+(37 x 36)+32768=35143, where 7 is the number of
different locations, 37 x 28 is the number of devices used in a different time, 37 x
36 is the number of devices used after another device, and 32768 is from 2).

4) DNN layer: A DNN classifier of size 384 x1 was added in the simulation. The
space complexity of a DNN refers to the size of its weights and biases, formulated

as
I

SPoxy = Y (Wi + By) , (3.13)

i=1
where W; refers to the weights for DNN and B; refers to the biases. For example, a
DNN with a size of 384 x 1 has a size of 384 x 1 + 1 = 385, where 384 is the size
of the input layer, the first ‘1’ is the size of the output layer, and the second ‘1’ is
the size of the bias.

In conclusion, the proposed KGAT algorithm’s space complexity growth mainly
depends on the dimensionality of embeddings. The attention calculation and aggre-
gation operations increase quadratically with the embedding dimension. The total
space complexity for traditional KGAT is 9856+432768+385=43009, and the space
complexity for proposed KGAT is 9856+351434-385=45384. The proposed KGAT
only introduces a minimal increase (around 5.5%) in space complexity compared to

traditional KGAT algorithms.

Comparison with other interpretable algorithm

Although DNN, CNN, and RNN can all utilize explainable machine learning meth-
ods [150], |131], [132], such as LIME and SHAP [189] [169], to explain the reasoning
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behind their predictions and recommendations, the interpretability of black-box
models is far inferior to that of interpretable structures based on graphs and trees.
The proposed KGAT algorithm’s graph-based structure allows it to do reasoning
about recommendation results, achieving accurate traceability as a white-box model.
Therefore, the proposed algorithm is more suitable for scenarios related to human
activities, as any erroneous decisions can be traced and improved.

Apart from that, during the embedding aggregation step in almost all knowledge
graph algorithms, calculations are made to determine the weight with which the
embedding of a neighbouring tail node influences the head node. Hence, training
knowledge graphs are also inherently interpretable. Consequently, KGAT and its
traditional counterpart offer better interpretability than DNNs, RNNs, and CNNs.

3.7.4 Results for demand response

It is assumed that the rated power of all appliances is adjustable within 0.8 - 1.2
times. To simplify the problem, the assumption does not consider the appliances’
usage duration and real consumption. Only the adjusted power (unit:wh) is taken
into account. In the simulation, it is assumed that there are 3 kinds of satisfaction
coefficient in table The first kind is adjustable appliances, including washing
machines and dishwashers, the parameter df; in (3.9)) is set as 0.0001, which means
it will produce less dissatisfaction if the power is adjusted. The second kind is
mainly entertainment appliances, including TV, HTPC, etc. and the parameter df;
in (3.9) is set as 0.0003. The third kind is essential household appliances, including
microwaves, gas ovens, office PCs, etc. The parameter df; in is set as 0.0005,
which means it will cause dissatisfaction if the demand response adjusts it. The
value of df; is manually set based on life experience. The values 0.0001, 0.0003 and
0.0005 are chosen because they can normalize the dissatisfaction score to a range of 0-
400. After optimization by the Generic algorithm with the objective dissatisfaction
calculated in (3.9) and the averaged power calculated in , the Pareto front
generated by the optimization algorithm is shown in Fig. |3.12] where each point
represents a set of device power settings. The detailed dissatisfaction coefficient and
df; rated power are attached in Table I. Please note that the dissatisfaction level in
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Table 3.2: Rated power and user’s expected satisfaction coefficient of home appli-
ances

Device Rated power(W) Satisfaction coefficient df;
Washing machine 1700 0.0001
Dishwasher 2350 0.0001
™V 130 0.0003
Kitchen lights 150 0.0003
HTPC 70 0.0003
Kettle 2400 0.0005
Toaster 1580 0.0005
Microwave 1510 0.0005
LCD office monitor 50 0.0003
Hi-Fi office stereo 15 0.0003
Breadmaker 580 0.0005
Living room amp 45 0.0003
Living room floor lamp 1100 0.0003
Hoover (vacuum cleaner) 2000 0.0001
Kitchen desktop lamp 40 0.0003
Bedroom desk lamp 80 0.0003
Living room side lamp 20 0.0003
Living room subwoofer 50 0.0003
Living room TV cabinet lamp 25 0.0003
Kitchen table lamp 20 0.0003
Kitchen phone stereo 20 0.0003
Utility room lamp 45 0.0003
Bedroom table lamp 60 0.0003
Coffee machine 1270 0.0003
Bedroom chargers 30 0.0003
Hair dryer 1680 0.0003
Straighteners 500 0.0003
Iron 1800 0.0003
Gas oven 60 0.0005
Child’s table lamp 15 0.0003
Child’s desk lamp 50 0.0003
Office desk lamp 1 30 0.0003
Office desk lamp 2 25 0.0003
Office desk lamp 3 20 0.0003
Office PC 240 0.0005
Office fan 50 0.0003
LED printer 900 0.0005
Pareto front fdissatisfaction = _fsatisfaction in 39

In Fig. [3.12, the blue points represent the optimized Pareto fronts, which have

97



Averaged power consumption with dissatisfaction scores
under different conditions
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Figure 3.12: The Pareto front for demand response optimization, the optimized
Pareto points (marked in blue) significantly outperform the unoptimized points
(marked in red) in terms of both user’s expected satisfaction and average power
consumption.

the most efficient energy consumption and user’s expected satisfaction balance. The
red points represent the values obtained by simulating user operations, assuming
that the power range of each electrical appliance is a random multiple of 0.8 to 1.2
times the rated power, calculating the energy consumption and dissatisfaction level
(averaged Power between 560 and 740 watts). It can be seen that the optimized
Pareto front blue points can achieve lower dissatisfaction levels than the red points
while saving energy consumption. The green star dots represent rated appliances’
power (averaged Power = 650 watts and user’s expected dissatisfaction level= 0). It
can be seen that compared to the green dots, the optimized power can be reduced
by up to (650 watt-520 watt)/650 watt=20% with the proposed algorithm (the
Averaged Power of the rightmost blue point is 520 watt).

According to the user’s preference, the system can automatically assign power
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settings to each electrical appliance based on the Pareto fronts to determine the

choice that leans towards a higher dissatisfaction level or energy-saving.

3.8 Conclusions

This chapter has established a recommendation framework, DARK, that accurately
suggests and optimizes the user’s next actions. The key contributions of this chapter
include:

1) The appliance information from the existing UK-DALE dataset was modelled
as a knowledge graph to predict the user’s next possible actions. The constructed
graph effectively assists the household device action recommendation system, aiding
the algorithm in uncovering implicit information.

2) The KGAT algorithm was used and improved, enhancing the KGAT’s perfor-
mance in the proposed DARK framework.

3) Interpretation methods for the recommended results were designed and imple-
mented. In the proposed system, reasons for recommendations are categorized into
three types: frequently sequential used, simultaneously used, and used in the same
location. Percentages are assigned to each reason based on the design principles of
embedding.

4) Demand response optimization was carried out based on the expected recom-
mended actions, while considering energy consumption and residential satisfaction.
This optimization resulted in different power level settings for each appliance. By op-
timizing the expected outcomes of the recommendations, a Pareto front is achieved,
balancing both expected residential satisfaction and average power consumption.

For the recommendation module, it can be observed from the simulation that the
proposed system can provide recommendations with higher accuracy; the proposed
recommendation system can effectively predict the next action with an accuracy
of up to 93.4%. This result significantly outperforms CNN and DNN layers, with
convergence speeds and accuracy surpassing the RNN layer. This improved KGAT
layer shows an approximate 7% increase in effectiveness when compared to the

unmodified version.
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For the interpretation module, an interpretation based on embedding has been
found and used in the recommendation system. Compared to the black-box ex-
plainable learning algorithms, the proposed algorithm can trace the reasons for the
recommendations through the graph. The proposed method can determine the per-
centage contribution of each path (interpretation reason), thereby enabling users or
energy managers to understand the reasons behind the recommendations better.

For the optimization module, based on the recommendation’s result, the pro-
posed system can adjust the appliances’ power based on their expected satisfaction
level and energy consumption. The optimized power can be reduced by up to 20%
while maintaining the users’ satisfaction level.

This chapter focuses on domestic appliances’ recommendation, interpretation
and power optimization. For further energy and carbon optimization, the renewable
energy and energy storage systems in the home microgrid need to be considered.
The details will be discussed in the next chapter.

Additionally, this chapter utilizes household electricity data. Although federated
learning can be used to keep the data locally, the gradients inevitably contain some

private information. Chapter 5 aims to investigate this issue.
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CHAPTER 4

Energy and carbon emission scheduling system

Due to the concern of fossil fuel depletion, integrating renewable and distributed
energy sources in power grids is needed. The microgrid is a promising integration
solution due to its potential to improve grid operation efficiency, which has ad-
vantages such as integrating renewable energy, increasing flexibility and reliability,
reducing transmission losses and increasing energy independence [190]. A microgrid
can operate independently of the primary power grid or be connected to it, which
can be managed through advanced control systems to meet local energy demands.
This also brings more possibilities for energy scheduling optimization.

Unlike the single household device action recommendation system in Chapter 3,
this chapter focuses on the home microgrid systems of several households, expanding
the scope from a single home to that of a microgrid. The home microgrid is a small-
scale microgrid consisting of several households [191] [192]. It refers to a distributed
power system based on small-scale renewable energy sources (such as solar panels,
wind turbines, etc.) and energy storage systems (such as batteries). On the one
hand, in the home microgrid, privacy issues have become more prominent [193]. On
the other hand, improving the operational efficiency of home microgrids, realizing

low carbon emissions, lowering electricity costs, and enhancing renewable energy
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penetration has been a challenge. To achieve these objectives, this chapter aims
to build a scheduling algorithm using deep reinforcement learning and federated
learning, resulting in high energy efficiency while protecting privacy.

Another objective is that in a bi-objective scheduling model, sometimes it is
necessary to set biases for the optimization objectives. For example, optimizing the
accumulated carbon emissions can be more important than optimizing electricity
costs, and vice versa. Making the scheduling model adjustable is an interesting
research direction for this chapter.

The proposed home microgrid system consists of 4 homes. Each home has 2 sub-
systems, i.e., the supply sub-system and the load sub-system. The supply sub-system
consists of a Photovoltaic (PV) panel, batteries, a power converter and the power
grid, where the power converter integrates various energy sources into households.

The load sub-system contains home loads. The overall structure is shown in Fig.

41

Supply sub-system

Load sub-system

Power ) . e ( ;EEU;LLH\A}

converter

Home microgrid

for 4 homes
Batteries x 4,
50Ah, 12V

Figure 4.1: The proposed system architecture with PV panels, a power grid, battery
groups and a power converter.

The PV panel is the power source when the solar irradiance is enough. The
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rechargeable battery stores energy whenever there exists a PV energy surplus. The
battery can be discharged to supply home loads if there is no or low solar irradiance.
When the battery capacity is low, the power grid is the main power source to fulfil
the home load.

Figure shows different modules’ relationships. The proposed framework can

be divided into the following four modules.

Federated Learning Server

Local model

Data center —

Receiving real-
time data

PV panels
Main power grid
Federated

Batteriesx4 learning
Rated voltage 12V module

Each batteries capacity 50Ah
Maximum charging rate for each
battery 5Ah

Scheduling Algorithm
Electrical control module

Figure 4.2: The proposed algorithm architecture with LSTM, DQN, federated learn-
ing and electrical controlling modules.

e The data module (the white section) is used for data collection and allocation.
The load data and PV data are used for electrical central control, and the
electricity price and carbon emission data are sent to the DQN module for

scheduling. All the data is also sent to the LSTM module for many types of

predictions |137].

e The electrical control module (the orange sections) is used to evaluate the
electricity costs, the carbon emissions and the remaining battery energy (every
half an hour) with the states of the PV panels and batteries. These are based

on the information from all the other modules.
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e The LSTM module (the light red section) is used to predict solar irradiance,
loads, carbon emissions and electricity prices in the next future half an hour
using the LSTM network [133]. The LSTM module mainly collaborates with
the DQN module because the DQN operations environment needs one more
prediction time step. It also collaborates with the federated learning module

for privacy protection.

e The DQN module (the green sections) determines when and how much elec-
tricity should be purchased according to the real and the predicted data in the

next half an hour to minimize carbon emissions and electricity costs.

e The federated learning module (the purple section) is used to collaborate with
the LSTM module and the DQN module using different homes’ data, providing

model aggregations, breaking the data isolation and protecting privacy.

4.1 Electrical controlling module

In this section, the background models, including the photovoltaic model, battery

model, load model and scheduling model, will be introduced.

4.1.1 Photovoltaic model

PV energy generation can be modelled by (4.1]) [35],
Epy(n) = A x SR(n) X npy X ky , (4.1)

where Epy(n) is the energy generated from PV (Wh). A is the effective contact
area (m?). SR(n) is the averaged solar irradiance (W/m?), n refers to the n-th time
interval. npy is the solar-electric energy conversion efficiency. k, is the length of the

time interval. The constraints are shown in

A>0,SR(n) > 0,1>npy>0, k,>0 . (4.2)
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which means the effective contact area, solar irradiance, time and efficiency cannot

be below zero.

4.1.2 Rules for energy supply and batteries

The battery model can be given by (4.3]) and (4.4]) [194].

Ep(n) = En(n — 1) x (1— 1) + (Ea(n) - Ed;%fmm , (43)

SoC(n) = EB(TL)/(CB X VRa) , (44)

where Eg(n) is the battery energy (Wh), 7, is the charging efficiency, E.,(n) is
the charging energy (Wh), 7. is the inverter efficiency. 7, is the battery efficiency.
E4is(n) is the discharging energy for the load (Wh). SoC(n) is the state of charge,
Cp is the maximum battery capacity (Ah) and Vg, is the battery voltage (V). The

constraints are shown in (4.5)), (4.6) and (4.7)).

Eep(n) = Epv(n) + Ea(n) | (4.5)
SoC(n) > 0, Egis(n) >0, Ep(n) >0, (4.6)
SOC(”) S SOClima Edis(n) S Emaxd7 Ech(n) S Emaxa 1>77877767 nb>0 ’ (47)

where E.(n) is the amount of energy bought from the main power grid to charge
the battery. Please note that there are 2 kinds of energy from the main power grid,
one kind is the power to charge the battery Eg(n), the other is the energy used to
power the load, the total energy bought from the main power grid is E; pougnt from
formula [£.16] The state of charge, the charging energy and the discharging energy
cannot be below zero. SoChin, Fnax and Fa..q are the limitations of the battery, the
maximum energy charging and discharging energy in a time interval, respectively.
The battery can be charged using either PV or the main power grid. Grid
energy can be purchased at any time and stored in the battery. Electricity will not
be bought from the power grid when the battery energy is sufficient (SoC > 90%).
When the battery energy is insufficient (SoC > 10%), the battery will not be used
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to improve the battery life.

4.1.3 Load model

A widely used normal distribution is adopted for describing load fluctuations [195).

Its probability density function is shown in

1 %(M)z

e 7L , (4.8)

fload(EL(n)) =

where Ep(n) is the energy consumption from the load during time interval n, pur,

and oy, are the mean and standard deviation of the load energy.

4.1.4 Scheduling model

The objective of scheduling function is to minimize the total carbon emissions and

electricity costs with biases A;, that is to minimize J; in

%?LZE:Zymw, (4.9)

n=1 =1
where
Ji(n) = Xidicost () + (1 = Ai) Ji carbon (12) (4.10)
Jicost(n) = Reward(Fj cost (1)) (4.11)
Jicarbon (1) = Reward (£ carbon (1)) (4.12)
A €[0,1,VieN, (4.13)

where the objective function is J;, A; is the bias towards carbon emissions and elec-
tricity costs, belonging to [0,1], ¢ represents the i th client. J; cost(n) and J; carpon (1)
are the reward of the cost and carbon respectively. Reward(-) is a function to gen-
erate the rewards J; cost(n) and J; carbon(n) according to Fj cost(n) and Fj carbon(n)
and historical data in the database, items with lower electricity costs and carbon
emissions can get higher rewards, and vice versa. Fjcost(n) and F; capon(n) are the

electricity costs and carbon emissions of the i-th client. The F; cost(n) and Fj carbon (1)
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are shown in (4.14) and (4.15)).

Fjcost (1) = Ei pougnt (1) Pr(n) (4.14)
Ej carbon (1) = Ej bougnt (1) Ca(n) (4.15)
where
E; vought (n) = E; p(n) + pei(n)E; 1(n) (4.16)
pe;(n) ={1,0},Vi e N,Vn € N | (4.17)
Pr(n),Ca(n), E; 4(n), E;1(n) > 0,Yn € N* | (4.18)

where E; pougnt(n) is the total energy bought from the main power grid during time
interval n. Pr(n) and C'a(n) are the electricity price and carbon emission data during
time interval n. Here, pe = 1 if the main power grid is used to power the loads, and
pe = 0 if the batteries are used. The optimization in turned to choose the best
opportunity (when Pr(n) and Ca(n) are relatively lower) to purchase electricity
(Ei bought (1)), thus minimizing F; cos¢(n) and F; carbon(n). For this optimization, the

constraints of power flow are shown in (4.19) and (4.20)).
P)i,net(T) - Pi,charge<7_) - Pi,discharge(T) ) (419)

P, yet(T) + P, p(T) = Popv(T) + Pyob(T) (4.20)

that means the power supply meets the power demand. Where the symbol P means
power, T refers to current time. P ,e¢(7) is the net power of batteries, P; charge(7) is
the charging power, P, gischarge(7) is the discharging power, P, 1(7) is the load power,
P, py(7) is the PV power and P; ,,(7) is the power flow from the main grid to charge
the battery.

Besides the photovoltaic panels constraints , batteries constraints and
[1.7), charging constraints (4.18), and power balance (4.19) and [4.20)), assume no

other factors can affect the stability and safety of the microgrid.
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4.2 LSTM module

This algorithm aims to predict the states in the DQN using data from recent hours,
including the averaged energy generated from the PV, the loads, the carbon emis-
sions, and electricity price, in the next time slot for the DQN. Since LSTM is suitable
for time series data prediction, and the aforementioned data all belongs to the time
series data, the LSTM architecture is used in conjunction with DQN. The structure
is a standard LSTM that is introduced from to .

LSTM algorithms can work with the federated learning algorithm (for example,
FedAvg) to form a distributed prediction framework for PV, electricity prices, car-
bon emissions, and home loads. Instead of uploading the private data, the model
parameters including input weights, recurrent weights and fully connected weights

of LSTM are uploaded to protect personal data privacy.

4.3 DQN module

As introduced in Chapter 2, there are various possible deep reinforcement learning
algorithms that can be used with representative algorithms including DQN, Proxi-
mal Policy Optimization, and Deep Deterministic Policy Gradient. Since Proximal
Policy Optimization and Deep Deterministic Policy Gradient are both based on
the Actor-Critic architecture, they require the establishment of two or even more
deep learning models in federated learning, which increases the instability of feder-
ated learning. Therefore, for the sake of stability, DQN is chosen as the scheduling
algorithm.

The scheduling model proposed in section [4.1.4] can be represented as a Markov
Decision Process and solved by a DQN [133].

4.3.1 Markov decision process

Reinforcement learning aims to maximize cumulative rewards, which is consistent
with the Markov decision process, so DQN is often modelled with the Markov deci-

sion process. Policy is needed in reinforcement learning. Mathematically, the policy
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is a mapping, as shown in

7 : State — Action , (4.21)

where 7 is the policy, a mapping between state and action space, given any state to
7, the optimal action can be obtained by mapping 7 in real-time. In contrast, in tra-
ditional solvers like the generic algorithm or Bayesian optimization, re-optimizations
are needed whenever the state changes. In a distributed optimization problem like
, the policy can be reused and transferred with similar tasks, so reinforcement
learning is chosen, and is transferred and described as a Markov decision pro-

cess. The elements are described as follows:

e Environment: A home microgrid system with loads, PV panels and an energy

storage system (batteries).

e State: The state space S;(n) can be described in

Si(n) = [SoC;i(n), Ca(n), Pr(n), E;pv(n), E; .(n), E;mc(n)] , (4.22)

where the SoC of the battery is SoC;(n), carbon emission is C'a(n), electricity
price is Pr(n), energy from solar irradiance power is F;py(n), load energy

consumption is E; ;(n) and the energy consumption from the main grid is

ELMG (n)

e Action: The action space can be described in

A;(n) = [pei(n), E; pougnt(1)] (4.23)

where E; pought(n) decides whether to buy electricity into the battery or not,
and if so, how much electricity to buy. Also, the pe;(n) decides to use batteries

or electricity from the grid to power the home microgrids.

e Reward: Two scores are set to optimize the accumulated carbon emissions and

electricity costs, including environmental and rule scores.

1. Environmental score: When the carbon emission is lower, and the elec-

tricity cost is lower, the more electricity purchased, the higher the reward,
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and vice versa.

2. Rule score: Calculate the carbon emission and electricity cost ranking
according to historical data. If it is in the high position of low car-
bon emission and low electricity cost, the more electricity purchased, the

higher the reward, and vice versa.

There is a parameter to determine the bias towards these two scores.

To ensure the safety of the microgrid in reinforcement learning, all reinforcement
learning actions adhere to the model constraints, such as[4.2] [4.6] [4.13][4.18] [4.19]
and [4.20, Please note that the model is based on an ideal microgrid model introduced

in this chapter and does not build on strict frameworks like MatPower [196].

The proposed Markov decision process can be solved by deep-Q network in sec-

tion 4.3.2l

4.3.2 Deep-Q network
The algorithm steps of DQN are described as follows:

e Initialization: This step includes data processing, initialization of the envi-
ronment, state and action space, and the logic for calculating the energy con-

sumption and PV output every half an hour.

e Observation period: The first N rounds are the observation period. The
network is not trained during this period but only to generate data for the

‘Memory Replay’ in reinforcement learning.

e Making decisions: Selecting half an hour from the dataset randomly. A DNN
fits the @ table (The table of each state-action value) to find the optimal action
according to the actual situation. The inputs are:

— Battery energy at the beginning of this half an hour.
— Carbon emission in this half an hour.
— Ranking of carbon emission compared with the past 100 hours.

— Electricity price in this half an hour.
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— Ranking of electricity price compared with the past 100 hours.

— Energy generated from the solar irradiance power in this half an hour.
— Load consumption in this half an hour.

— How much energy should buy in this half an hour.

— Whether to use battery or grid energy to supply household usage.

The output of DNN is the Q-table of DQN. Then the DNN will be used to
find the best strategy =, that is the mapping from state space S;(n) to the
action space A;(n) in the continuous 100 hours after the selected half an hour.

Finally, the trained data will be recorded in the ‘Memory Replay’ array.

Training and making predictions: Training the DNN with the data in the
‘Memory Replay’ array as input and the output of Bellman equations as out-

put. The Bellman equations are given by

B=ax Quax(n,S, A, Wpnn) + (1 — a)(rd + v X Quax(n + 1,S, A, Wpan))
(4.24)
where B is the output of the Bellman equation, Wpny means using the DNN
to get the Q-value. rd is the instant reward, Q. is the maximum Q-value
considering all the possible situations. « is the bias towards instant rewards
or future rewards and ~ is the discount factor of DQN. The training network
aims to minimize carbon emissions and electricity costs in 100-hour periods
(more than 4 days). Please note that the Quax(n + 1) needs predictions for
the environments (including PV generation, loads, electricity price and carbon
emission) in the next time slot in the section, so prediction in the section

is needed.

4.4 Federated learning module

Both load forecasting with LSTM in the section and scheduling with DQN in

the section utilize private household electricity data. If the malicious attackers

gain home electricity data, algorithms such as non-intrusive load monitoring can
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be used to infer the daily activity patterns of users, compromising their privacy
[197]. One method to protect privacy is to use federated learning. Both LSTM
and DQN can utilize federated learning to protect private data [75]. In the case of
LSTM, parameters can be uploaded to the server. For DQN, a DNN is employed
to approximate the Q-table within the DQN. The parameters of this DNN can be

uploaded to the server for federated learning.

4.4.1 Federated learning-based LSTM

1. Initialization: The server-side initializes the global LSTM network structure
and parameters, then sends that to each client, including all the weights and

biases of the input, output and forgotten gates.

W — VVim ng; ng Wm an bina bfga bgca bov bU : (425)

2. Local training: The client ¢ conducts n-rounds local training according to the

local data

w;(n+ 1) < w(n) —n,VL(w(n)) , (4.26)

where 7, is the learning rate and 7, VL(w(n)) is the batch gradient, the

superscript ¢ represents the ¢-th client. n indicates the time slot.

3. Uploading weights: The client sends all the trained weights, biases and other
parameters w(n + 1) of the LSTM model to the server.

4. Averaging: The server checks whether the data of all the clients are received.
If some clients fail, they are required to retransmit. If all weights of clients
are received, the server calculates the average weight of each client and then
sends the averaged model to each client. The averaging process is described

by

1
DtV;
=1

where DtV; and DtV refer to the data volume of each client and total data

volume.
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5. Training: Repeating steps 2-4 until reach convergence.

4.4.2 Federated learning-based distributed DQN algorithm

Two improvements were made to the original DQN algorithm: firstly, the DQN
algorithm is integrated with federated learning. In traditional DQN, a DNN is typi-
cally used to approximate the Q-table. Through federated learning, the parameters
of this DNN can be uploaded to the server for collaborative training. Secondly,
multi-objective optimization with a Pareto front was introduced in DQN. As both
carbon emissions and cumulative electricity costs need to be optimized simultane-
ously, when a new Pareto front agent emerges, the models of agents can be stored
and updated.

The pseudocode of the proposed algorithm is described in Algorithm 1, where
lines 1-6 are the initialization, including the loading of solar irradiance, electricity
price, and carbon emission data from datasets, and the initialization of states, load
profiles, reply memories M, on capacity C;, and Pareto memories M,, on capacity
C,, and weights Wiarget and Woniine for the target network DQNWget as well as online

network DQN of DNNs, the introduction of target network makes the network

online
more stable. The proposed network will randomly select a client as the server. Line
7 set up a outer loop for different training episodes. Line 8 is the initialization of
the environment and states for the deep-Q network. Line 9 set up a inner loop for
training the proposed DQN in each training episode. Line 10 is the epsilon-greedy
algorithm. With a probability of €, choose a random action, and with a probability
of 1 — €, choose the action with the highest Q-value according to DQN. Line 11
and Line 12 are a step forward for the deep-Q network algorithm. The online
neuro network decides the action. Both of them are used during the observation
period of the DQN to collect some data for initialising memory replies and they
are also used during the real training periods. Line 13 stores the experience for
future training. Line 14 calculates the accumulated carbon emissions and electricity
bills. Lines 16-18 judge whether this online network is a non-dominated solution
according to carbon emissions and electricity costs. If so, store the results. 19-21 is

to update the online network with the target network regularly (every 7'rg,, rounds).
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22-26 train the target network with the stored memory regularly (every T7rienew
rounds), with line 24 using Bellman’s equation to estimate the possible best Q-
value B; ,,;, and line 25 perform gradient descent. The server performs lines 31-37 to
perform federated learning regularly (every Trypload rounds), including aggregation
and generating overall Pareto fronts, and otherwise, the clients perform lines 28-30
to upload the weights of deep neuro network and Pareto fronts to the server, the
server performs aggregation operations. In line 40, the output is a list containing

all the DQN models and its parameters in the Pareto front.

4.4.3 Algorithm time complexity

Excluding considerations for training rounds and time slots, the proposed algorithm
has the following complexities for each computational step.

1) DNN for approximating Q-table: The algorithm time complexity is O(dj, x
dout) for each layer, where d;, and dyy are the input and output dimensions [185].

2) Epsilon-greedy algorithm: The epsilon-greedy algorithm has the probability
¢ for random action selection and 1-¢ for selecting the action with the maximum
expected reward. For random action selection, the algorithm time complexity is
O(1); for selecting the action with the maximum expected reward, the forward pass
algorithm time complexity is O(di, X dout), assuming the combination of different
action space sizes is Sy, resulting in a total time complexity of Q(Sx X dip X doyt) [137].

3) Experience replay for random data retrieval: The algorithm time complexity
is O(1) for data retrieval; storage complexity depends on the number of updates,
assuming K data updates, with a constant time complexity of O(K) [137].

4) Target Network Update: The algorithm time complexity is Q(Npc) for copying
parameters from the online network to the target network if the total parameter
volume of the weights and bias are Np¢ [137].

In the proposed algorithm, there are two improvements:

5) Finding Pareto fronts: Firstly, sorting all the data needs a minimum Q(Npg X
logNpr), where Npp is the length of the Pareto front data. Then filtering the Pareto
front needs an extra O(Npg) to judge the top items after sorting and getting the
final fronts.
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Algorithm 2: Proposed federated multi-objective deep Q-learning algo-
rithm with Pareto fronts

Load data from datasets

Initialize the state: Client i1 - i3 or Server

Initialize home microgrid loads with (4.8), with T7rgap, T7renew and Trypload

Initialize replay memory M, to C; and pareto memory M, to capacity Co

Initialize target network DQN with random weights wiarget

Initialize online network DQN

for episode =1, M do

Initialise sequence s;(1) = {data;(1)} with datasets and preprocessed
sequenced ¢;i(1) = ¢ (si(1))

9 fOI‘TLZl,NDQN do

target

online With random weights woniine

o N O A W N -

10 With probability € select a random action act;(n) otherwise try all actions
act and select act;(n) = maxaes DQNgyine (¢ (5(1)) , act; w; online (1))

11 Execute action act;(n) and observe reward j;(n) from (4.9) then get
data;(n+1)

12 Set si(n + 1) = s;(n),act;(n), data;(n + 1) and preprocess
bi(n+1) = 6 (si(n+1))

13 Store (¢;(n),act;(n), ji(n), pi(n + 1)) in M,

14 Calculate accumulated carbon emissions C'E; tota1 and electircity costs
ECi,total with Fi,cost(n) and Fi,carbon(n)

15 end for

16 if (CE; tota1 and EC; 1141 non-dominated) then

17 ‘ Store and update Pareto fronts with warger in M,

18 end if

19 if (lepisode%Tr gqp) then

20 ‘ DQNonline = DQNtarget

21 end if

22 if (lepisode BT T renew) then

23 Sample random minibatch of transitions (¢; mp, @Cti mps Ji.mb, Pimb+1) from
M,

24 Set IBSi,mb = ji,mb + v maXgc DQNtarget ((bi,mb—l-l’ CLCt,; wtarget)

25 Perform a gradient descent step on

2
(Bi,mb - DQNtarget (¢i,mb7 actimp; wi,traget)) for DQNtarget'
26 end if
27 if (lepisode T ypioaq) then

28 if (State==Client) then

29 ‘ Upload wiarget and M, to Server

30 end if

31 if (State==Server) then

32 Collect weights wj target(n + 1) from Clients
33 Calculate the data volume DtV; of Client 7
34 Calculate the total data volumn DtV

35 Wtarget (n + 1) — Zle %wi,target (n + 1)
36 Generate Pareto fronts with M,,, Return global model wiarget(n + 1)
37 end if

38 end if

39 end for

40 Output: The DQN i, of Pareto fronts
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6) Federated learning part: The algorithm time complexity for model aggregation
at the server is O(Npc X N.), where Np¢ is the number of parameters and N, is the
number of clients [75].

In summary, although the proposed algorithm introduces additional steps such
as Pareto front filtering O(Npr X logNpr)+O(Npr) and parameter copying O(Npc X
N.), the overall algorithm time complexity is still in the same order of magnitude
as the standard DQN, which is O(diy X dou)+O(Sa X din X dou) +O(K)+O(Npg),
especially in scenarios with a limited number of clients. Therefore, it does not impose

a significantly higher computational burden compared to the original algorithm.

4.5 Simulation setup

This section describes the simulation environment, including the parameters of the
microgrid, prediction system, and the DQN scheduling algorithm.

For software, the proposed microgrid, LSTM, DQN and federated learning were
developed in MATLAB with toolboxes. For hardware, 16GB NVIDIA GeForce RTX
3080 GPU was used with Intel i7-12700H CPU and 32GB memory.

4.5.1 Microgrid parameters

The simulation parameters of the microgrid are shown in table [4.1] For testing the

algorithm, it is assumed that there is no conversion loss.

Table 4.1: Microgrid simulation parameters

Parameters Values
Default time interval 0.5 hour
PV panel area 1m?
Conversion efficiency 20%
Capacity of the battery 4x50Ah
Rated voltage 12V
Conversion or storage loss 0%
Maximum energy bought every half an hour | each battery 5Ah
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4.5.2 Load forecasting parameters

For the load profile, the typical UK household electricity demand (around 10 Kw a
day, with a 15% normal distribution standard deviation fluctuation) is used for the
simulations, and this load profile is in accordance with the distribution in [198]. The
distribution of the electricity prices is shown in Figure [£.3] The peak load occurs at
8 AM and 8 PM, respectively.

08 The typical UK load distribution
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Figure 4.3: The typical load distribution of the UK families.

The load predictions will be introduced in [4.6.1} its parameter selections are

shown in table [4.2

4.5.3 PV prediction parameters

The PV datasets (2017 to 2020) from Durham, England, UK were used, with a
manual setting of a positive or negative 5% random PV fluctuation [199,200]. After
computing the energy obtained from the PV panels via the proposed model, the
energy data from each household is utilized for federated learning.

The tuned LSTM parameters and federated learning parameters are recorded
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Table 4.2: LSTM and federated learning simulation parameters for load predictions

Parameter in LSTM and federated learning Values
LSTM hidden nodes 50
LSTM learning rates 0.01
LSTM training rounds 800
LSTM optimizer Adam
LSTM loss function Mean-Squared-Error
LSTM state activation function tanh
LSTM gate activation function sigmoid
Federated learning client number 4
Federated learning local training rounds 10

in table [£.3] The model’s predictions as well as the parameter selections will be
introduced in [4.6.2

Table 4.3: LSTM and federated learning simulation parameters for PV forecasting

Parameter in LSTM and federated learning Values
LSTM hidden nodes 200
LSTM learning rates 0.001
LSTM training rounds 800
LSTM optimizer Adam
LSTM loss function Mean-Squared-Error
LSTM state activation function tanh
LSTM gate activation function sigmoid
Federated learning client number 4
Federated learning local training rounds 10

4.5.4 Carbon emission and electricity price datasets

The north-east England wholesale electricity price datasets (2020) from Energy Stats
UK were used in this thesis. The wholesale electricity prices are assumed to be equal
to household electricity prices. Therefore, in the following simulations, the wholesale
electricity data is used for the households, replacing the household electricity data.
The UK general carbon emissions datasets (2020, including predicted data) from
Carbon Intensity were used [201},202].
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The distribution of the price data is shown in [£.4] It can be observed that there

is a peak in electricity prices between 3 PM and 6 PM.

Electricity price distribution (northeast England, the UK, 2020)
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Figure 4.4: The wholesale electricity price distribution of the north-east UK.

The distribution of the carbon emissions data is shown in Figure [4.5

4.5.5 DQN parameters

The super-parameter of the DQN is summarized in table [4.4, The DQN scheduling
system depends on both the real and forecasted data, including load, PV, carbon

emissions and electricity prices and no extra dataset is needed.

4.6 Results

This section presents the simulation results, including the outcomes of the load and
PV predictions and the federated DQN’s training results. Further, it explores the
motivations behind DQN’s scheduling decisions. Finally, simulations are conducted

between the proposed federated DQN, the individual DQN, and the comparative
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Carbon emissions distribution (the UK, 2020)
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Figure 4.5: The general carbon distribution of the UK.

simulations including the time-based scheduling algorithm as well as the multi-agent
DQN. Moreover, the optimization bias towards carbon emissions and cumulative

electricity costs reduction can be adjusted by altering the agents in the Pareto front.

4.6.1 Results from load forecasting

In load forecasting, a federated learning prediction system consisting of four home
clients is considered. In the simulations, Client 1 is selected as the Server to perform
aggregation, receiving and calculating the average of all trainable parameters in the
federated learning. After each round of training, Client 1 broadcasts its model to
the other Clients. In the following comparative simulations, all the results shown
in the simulations are only from Client 1 in their federated learning. Therefore, the
results of the other clients are not shown because they have a similar prediction
performance. All clients share the same architecture, optimizer, and loss function.
The choice of the optimizer (Adam), and the loss function (Mean Squared Error) is

because these are commonly used for regression problems.
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Table 4.4: DQN Simulation parameters

Parameters in DQN Values

Training iterations 20000

DNN input Nodes 7
DNN output Nodes 1
DNN hidden Nodes 80x 80
Training function Levenberg-Marquardt
Reply memory size 400000

Initial exploration 1

Final exploration 0.05

Update frequency 400 training steps
Observation period 200 training steps

Mini-batch size 200 rounds, 100 hours simulation

To determine the optimal parameters for load forecasting, the network structure
was selected as the first target for parameter tuning, and its size was adjusted. The
hidden layer architecture of the LSTM was simulated by starting from 50 neurons
and increasing in increments of 50, up to a maximum of 300 neurons. Figure 4.6
shows the results for 50, 100, 150, and 200 neurons, no convergence results were
obtained for 250 and 300 neurons. It was found that 50 or 100 neurons were the
best choices for the simulations. The simulations also found that changing the
network size did not significantly affect the prediction performance, with all of them
having nearly consistent results between the 50 and 200 neurons.

To determine the optimal learning rate, it was necessary to adjust and simulate
this learning rate. With the LSTM hidden layer set to 50 neurons, the simulations
utilized learning rates of 0.1, 0.01, 0.001, and 0.0001. As shown in Figure [4.7] the
simulation found that 0.01 yielded the best results. The simulation discovered that
adjusting the learning rate could affect the prediction results to only a small extent.
Figure |4.8 shows the learning process of the federated LSTM with 50 hidden layer
neurons and a learning rate of 0.01, while displaying the prediction results for the
four clients.

Subsequently, the federated LSTM was compared with the federated DNN and
federated CNN architectures. For the DNN, the same hidden neurons and learning

rate were used. For the CNN, the hidden layer was fixed at 50 neurons, and the
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Performance in the federated LSTM
with different hidden neuron sizes and a learning rate of 0.01

LSTM Hidden neuron size = 50
RMSE: 0.0671, R: 0.9411

1 -
”
®
0.5
0

LSTM Hidden neuron size = 100
RMSE: 0.0673, R: 0.9411

0.5 1
Actual load power (Kwh)
LSTM Hidden neuron size = 150
RMSE: 0.0673, R: 0.9410
1 -

0 0.5 1
Actual load power (Kwh)

0

0.5 1
Actual load power (Kwh)
LSTM Hidden neuron size = 200
RMSE: 0.0674, R: 0.9410

o

0

0 0.5 1
Actual load power (Kwh)

Predicted load power (Kwh) Predicted load power (Kwh)
Predicted load power (Kwh) Predicted load power (Kwh)

Figure 4.6: The different results for load predictions, produced by changing the
LSTM network’s hidden neuron size when the learning rate is 0.01.

The federated LSTM with different learning rates
with 50 LSTM hidden neurons
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Figure 4.7: Fixing the LSTM hidden neuron size at 50, the load prediction results
were obtained by trying different learning rates.
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Different clients performance in the federated LSTM
Hidden nodes=50, learning rate=0.01
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Figure 4.8: The load prediction performance of each client in federated learning
when the LSTM hidden size is set to 50 and the learning rate is 0.01.

input size was adjusted to 1x5, with a convolution kernel size of 1x3, so that after
the convolutional calculation, the size of the vector (1x3) was the same as the input
size of the LSTM and DNN. In Figure the simulations found that the results
from the CNN and DNN architectures were far inferior to those of the LSTM in
terms of prediction performance. Therefore, LSTM is the most suitable architecture

for forecasting in the comparative simulations.

4.6.2 Results from PV prediction

Although PV data is publicly available, once solar irradiance is converted into house-
hold energy, it can be understood as energy data, hence there is a privacy concern.
Therefore, federated learning has been applied to the energy generated by PV from
different households.

Photovoltaic forecasting uses the same federated learning architecture as load
forecasting. Similarly, each client sends their forecasting model parameters to Client

1, where Client 1 executes the federated learning algorithm and broadcasts the
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Figure 4.9: In the comparative simulation, the load prediction results are shown in
the graph from the DNN and CNN when the hidden size is set to 50 and the learning
rate is 0.01.

aggregated model to all the other clients. The comparative simulations only display
the predicted results of Client 1.

To find the optimal predictive parameters for the LSTM, the network structure of
the LSTM was adjusted first in Figure[£.10] The LSTM architecture utilized 50, 100,
200, and 300 neurons, with 200 yielding the best results. The simulation discovered
that the prediction results were not sensitive to the size of the architecture.

To find the optimal learning rate for the LSTM, various learning rates such as
0.1, 0.01, 0.001, and 0.0001 were tested, with the LSTM architecture set to 200
neurons. The simulations found that the prediction was most effective when the
learning rate was 0.001, as shown in Figure The simulation showed that the
learning rate could significantly impact the prediction performance.

With the hidden layer size set to 200 neurons and the learning rate at 0.001, the
federated learning prediction results for each client are shown in Figure

The federated learning predictions also involve comparisons with the DNN and

CNN networks, both using a hidden layer size of 200 and a learning rate of 0.001.
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Performance in the federated LSTM
with different hidden neuron sizes and a learning rate of 0.001
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Figure 4.10: The different results for PV forecasting, produced by changing the
LSTM network’s hidden neuron size when the learning rate is 0.001.
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Figure 4.11: Fixing the LSTM hidden neuron size at 200, the PV prediction results
were obtained by trying different learning rates.
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Different clients performance in the federated LSTM
Hidden neuron size=200, learning rate=0.001
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Figure 4.12: The PV prediction performance of each client in federated learning
when the LSTM hidden size is set to 200 and the learning rate is 0.001.

For the DNN, the same method as the LSTM was used, predicting the next time
slot based on the previous three time slots, meaning the input size was 3x1, and
the output was 1x1. For the CNN, since convolutional operations are required, an
input size of 3x1 with a kernel size of 1x1 are a bad choice, as it cannot reflect the
convolution operation well. For comparison, an input size of 5x1 and a kernel size
of 3x1 were used, yielding a result of 3x 1, consistent with the input size of both the
LSTM and DNN. The results showed that the predictive performance of the DNN
and CNN networks was inferior to that of the LSTM, leading to the choice of the
LSTM as the best federated predictive network.

4.6.3 Results from carbon emissions and electricity prices

prediction

Regarding carbon emissions and electricity prices, since this data is publicly available
without any privacy concerns, there is no need to use federated learning for privacy

protection. However, normal non-federated predictions are needed for producing the
126



Performance of the federated CNN Performance of the federated DNN
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Figure 4.13: In the comparative simulation, the PV prediction results of DNN and
CNN when the hidden size is 200 and the learning rate is 0.001.

future environment of the DQN.

For carbon emissions predictions, the prediction value is included in the dataset,
which is used for the DQN.

The accurate prediction of electricity prices will impact the performance of the
DQN system. In this simulation, the real electricity price data for the next half an
hour was used instead of the predicted data. This is because the electricity prices
have been changing significantly due to the COVID-19 pandemic and the Ukraine
war in recent years, thus making it hard to make accurate predictions .

4.6.4 Results from federated DQN convergence

As shown in Fig. [£.14], the graph illustrates the optimization progress of the DQN
algorithm over 20,000 training steps, divided into 100 rounds, with 200 training
steps in each round. Each point is the average result from over 100 hours, and it
is assumed that in the 100th hour, all the remaining energy of the battery is also

calculated for both the average electricity price and the carbon emissions. These
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Figure 4.14: Optimizations vs training iterations of a federated DQN, including:
1) The cumulative carbon emissions per 100 hours. 2) The accumulated electricity
costs per 100 hours in relation to the number of training rounds. It can be observed
that the carbon emissions and electricity costs decrease with the optimization.

calculated values are then deducted from the accumulated value. The upper subplot
represents the carbon emissions, showing rapid CO2 decreases at the beginning, with
later fluctuations in the CO2 in the following training rounds. The lower subplot
displays the total cost of electricity consumption, exhibiting fluctuations but also
indicating an overall converging trend.

Through training, it was found that compared to the first round at the beginning,
where the average carbon emissions (7480 gCO2) and cumulative electricity costs
(4.03 Pounds), the achieved minimum values can reduce cumulative carbon emissions
by 11.8% (6597 gCO2) and cumulative electricity costs by 20.6% (3.2 Pounds).

If the impact of the first 200 rounds of observation periods is not included, in
comparison with the 200-400 iterations (average carbon emissions was 7070 gCO2,
and the average electricity costs were 3.67 Pounds), the achieved minimum val-
ues can reduce cumulative carbon emissions by 6.7% (6597 gCO2) and cumulative
electricity costs by 12.8% (3.2 Pounds).

The training process shows that the proposed DQN gradually explores and cap-
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tures the optimal electricity purchasing opportunities, achieving a bi-objective op-

timization balance for both carbon emissions and electricity costs.

4.6.5 Results from the scheduling tests

In this part, 100 hours were chosen to evaluate the performance of the trained DQN.
There are three subgraphs in Fig. The Y-axis labels show that the first and
second subgraphs are the carbon emission coefficient and the electricity price every
half an hour. The third subgraph is the decision made by the DQN, that is, when
and how much electricity to buy.

It is observed that in the first subplot, the hours with lower carbon emissions
are around the 25th hour, 47th hour, and 95th to 100th hours. In the second
subplot, the times with lower electricity prices are around the 0-th hour, 50th hour,
68th hour, and 95th to 100th hour. It can be observed that the trends of carbon
emissions and electricity prices are consistent, which also proves the consistency of
using electricity price and carbon emission datasets. In the third subplot, the DQN
only bought energy when the carbon emission or electricity price was low, such as
in Oth to 2nd, around 10th, 20th to 27th, 45th to 50th, around 70th and 95th to
100th. These time slots are in accordance with the time slots having lower carbon
emissions and electricity costs. Therefore, the energy efficiency is improved by the
DQN.

It can be found that the proposed DQN can seize the opportunity to buy elec-
tricity when carbon emissions or electricity prices are lower than at other times.
Moreover, the lower the electricity prices or carbon emissions, the more electricity

is purchased, as seen during the 67th and 99th hours.

4.6.6 Case studies and comparisons

Two comparison algorithms and two case studies are considered in this part, for

testing the effect of the proposed algorithms.
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Figure 4.15: A single DQN is used to acquire the best electricity purchase oppor-
tunities, including: 1) Carbon emissions for 100-hour intervals. 2) Electricity prices
for 100-hour intervals. 3) Electricity purchasing decisions made by the DQN specify
when and how much electricity (in Ah) to buy. Simulations have found that the
DQN purchases electricity when electricity prices or carbon emissions are low.

Comparisons

This study sets up two comparative simulations: 1. Scheduling based on time, 2.
Scheduling based on the multi-agent algorithm.

1) The first scenario is a comparative simulation based on time scheduling,
replicating the algorithm from paper [205]. The paper mentioned that by utiliz-
ing time-of-use electricity pricing, batteries can be charged during off-peak periods
and discharged during peak periods. This approach was adapted into a comparative
simulation in this Chapter. According to the distributions in Figures[4.4 and [£.5] the
periods when electricity prices and carbon emissions are relatively low are between
10 PM and 5 AM. Since carbon emissions and electricity prices are lower during
the nighttime, as much as possible electricity can be purchased during that time, to
reduce both carbon emissions and costs. The simulation adopts four time-models
for electricity purchasing: 12 AM to 4 AM, 11 PM to 5 AM, 11 PM to 4 AM, and
10 PM to 5 AM. No electricity is purchased during the remaining time periods.
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2) The second scenario is a multi-agent model with shared memory data in
an authorized third-party database. This plan is an adaptation of the algorithm
from paper , which employs a framework called multi-agent architecture with
centralized training and distributed application in DQN agents. It doesn’t simply
share real-time data but rather shares data from memory replay, which means the
clients share their memory experience with the server. The server trains a global
model through global data memory replay and then updates the global model for
each client. The clients generate memory experience based on the local data and
provide that to the server for future training. The solution poses the risk of privacy

leakage due to the use of a third-party database.

Proposed algorithms

The proposed algorithm also has two case studies: 1. Single DQN, 2. Federated
DQN. They are described as follow:

Home/Client 1 Home/Client 2

Home/Client 3 Home/Client 4 Home/Client 5

Figure 4.16: Single DQN scenario. In the diagram, five homes each conduct their
training independently, without communicating with each other. The data or model
gradients are not shared between them.

1) The third scenario is a single DQN without sharing data or parameters with
each other, as shown in Fig. [4.16] This scenario has the highest privacy protection.
However, a lack of data has led to data isolation, preventing the algorithm from
benefiting from improvements in the future through the utilization of data from
other homes.

2) The forth scenario is shown in Fig. (Algorithm [2), the DQN with

federated learning. The designed DQN is decentralized, meaning any home/client
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2. Each home does local training
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5. The server sends the aggregated weights back to the
home microgrids

Figure 4.17: Federated learning scenario. The home (client 4) is selected to act as
the server in the diagram. Other homes (clients) transmit their model parameters
to it for federated learning.

can become the server. For instance, in Fig. Home 4 is the server, while Homes
1-3 act as clients. Home 4 receives model parameters from all clients for federated
learning in this setup. The advantage of this approach is to mitigate the impact of
server failures. Instead of the data, the federated learning shares the weights and
biases of the DQN, and privacy is protected because there is no need to upload
private data.

Apart from these algorithms, all comparative simulations adhere to the proposed
DQN model and its constraints, namely the photovoltaic model in section [4.1.1
the battery model in section the load model in section and the power
constraints in formulas £.19 and £.20.

Simulations are conducted based on the four scenarios above. Scenario one gets
the results from the rules, so there is no Pareto front from the optimizations, and
the averaged carbon emissions, as well as electricity costs, should be used for making
comparisons instead of the optimal values. The results are compared with the Pareto

front values in the second, third and fourth scenarios because the results are directly
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from the DQN optimizations. There are two objectives: The optimization of both
carbon emissions and the costs of electricity. During the simulation, the network
parameters of the agents are stored if they are in the Pareto front. If another agent
outperforms the old agent in the Pareto front, its network parameters are replaced
with those of the new agent. Therefore, to some extent, the proposed algorithm
is adjustable; it can change the bias towards both carbon emissions reduction and

electricity cost optimization by altering the stored agent.

Scenario 1: Time-based scheduling for comparisons

The time-based scheduling
(Each point is an average of 50 rounds of time-based simulations)
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Figure 4.18: The accumulated carbon emissions and the electricity cost result from
the time-based scheduling. This figure shows three simulations, choosing 12 AM-4
AM, 11 PM-5 AM, 11 PM to 4 PM and 10 PM-5 AM.

The results show that choosing 10 PM-5 AM (when the average carbon emis-
sions are 7250 gCO,, and the average electricity costs are 3.91 Pounds) as well as
11 PM-5 AM (when the average carbon emissions are 7216 gCO,, and the average
electricity costs are 3.87 Pounds) has better performance on both carbon emissions

and electricity costs to some extent, but there are limitations. This is because the
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electricity purchased at night could be insufficient for the daytime use, thus addi-
tional purchases during the day could be needed. Furthermore, not all nights have

low electricity prices and carbon emissions, leading to inflexibility in this method.
Scenario 2: Multi-agent DQN for comparisons

Pareto fronts for multi-agent DQN
(Each point is an average of 50 rounds of training)
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Figure 4.19: The Pareto fronts for multi-agent DQN.

The Pareto fronts of a Multi-agent DQN are shown in Fig. In Pareto fronts,
the carbon emissions vary from 6524 to 6344 gCO, (average 6434 gCO,), and the
electricity costs vary from 3.12 to 2.96 Pounds (average 3.05 Pounds). Compared
with the average solution of 10 PM-5 AM in scenario one, it has better optimization
effect, with carbon emission optimized by 11.3% and electricity costs optimized by
21.9%. Compared with the average solution of 11 PM-5 AM in scenario one, the
carbon emission optimized by 10.8% and electricity costs optimized by 21.2%.

The simulations show that the optimization degree of the electricity costs ex-
ceeded the carbon emissions. A potential reason could be that the real price data

was used instead of the predicted data.
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Scenario 3: Proposed single DQN

Pareto fronts for single DQN
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Figure 4.20: The Pareto fronts for single DQN.

The Pareto fronts of a single DQN are shown in Fig. Each node was
the average carbon emissions and electricity costs in 100 hours during 50 rounds of
training iterations. The total training iterations are 50x400, which equals 20000.

In the Pareto front solutions, the average Pareto front value for electricity cost is
3.47 Pounds, and the average Pareto front value for carbon emissions is 6828 gCO,.
Compared to its own average values (electricity cost of 3.81 Pounds and carbon
emissions of 7270 gCQO,), the Pareto front values optimized the electricity cost by
9% and carbon emissions by 6% further. Compared to its own highest valid values
(electricity cost of 4.18 Pounds and carbon emissions of 7862 gCO,), the Pareto
front values optimized the electricity cost by 17% and carbon emissions by 13.1%
further.

Compared to 11 PM-5 AM in Scheme 1, which is time-based scheduling (with
optimal values of 3.87 Pounds for electricity cost and 7261 gCO, for carbon emis-

sions), the optimization optimized electricity cost by 10.3%, the optimal carbon
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emissions optimized by 6%. Meanwhile, the optimal solution of Single DQN also
outperforms the optimal value of time-based scheduling. This indicates that the
proposed Single DQN is already better than time-based scheduling, demonstrating
that the proposed DQN can learn and optimize power purchases during periods of

lower electricity prices as well as carbon emissions.
Scenario 4: Proposed federated DQN

Pareto fronts for federated DQN
(Each point is an average of 50 rounds of training)
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Figure 4.21: The Pareto fronts for federated DQN.

With the help of federated learning, the privacy of homes can be protected by
uploading the client weights, the different colors represent different clients. 3 Pareto
fronts from a federated DQN are shown in Fig.

For different Pareto fronts, the carbon emissions and electricity costs from the
leftmost Pareto front are 6291 gCO, and 3 Pounds (The optimal value) respectively,
for the rightmost Pareto front, the values are 6229 gCO, (The optimal value) and
3.14 Pounds respectively. For the different DQN models from all the valid Pareto

fronts in Fig. the amplitude of the carbon emissions varies by about 1%, and
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for the electricity costs, it varies by 4.4%. The average values of the Pareto front
are 6263 gCO, and 3.1 Pounds.

Compared to average value of Scheme 1’s time period scheduling, 11 PM-5 AM,
the electricity cost was reduced by 13.2%, while the carbon emissions reduced by
19.9%. This indicates that the proposed federated learning algorithm can further
optimize carbon emissions as well as electricity costs.

Compared with the Pareto fronts of multi-agent DQN in scenario 2, it can be
found that federated learning can achieve similar performance to multi-agent learn-
ing. The carbon emissions decreased further by 2.7%, and the electricity costs
increased by 1.6%. However, the multi-agent DQN has privacy leakage risks while
this has been solved in the proposed federated DQN.

Compared with the Pareto fronts in single DQN in scenario 3 (the average car-
bon emissions were 6828 gCO,, average electricity costs were 3.47 Pounds), the
performance of federated DQN Pareto fronts increased further. The carbon emis-
sions decreased by 8.2% and the electricity costs decreased by 10.7%. It can be
concluded that the proposed DQN can still seize the opportunity to buy electricity
when either the carbon emissions or the electricity prices are relatively lower than
in other scenarios while still having better performance than a single DQN.

The Pareto fronts provide biases towards either electricity costs or carbon emis-
sions optimization. The client can choose their bias towards carbon emissions or
electricity costs by using different DQN models with different Pareto fronts stored
in the database during the training steps according to Algorithm [2 When the
server conducts either federated learning or multi-agent learning, it can send the
parameters of a specific agent chosen by the client to the client, allowing the model
to align with the client’s preferences.

Overall, the proposed federated DQN can maximize the use of each client’s data
while at the same time protecting privacy, achieving dual-objective optimization of

both the cumulative electricity costs and carbon emissions.

4.6.7 Algorithm space complexity

In the proposed architecture, the space complexity of a client is determined by:
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1) DNN for Q-table approximation in DQN: This includes the online and target
networks in DQN. For example, for a network structure with an input layer of 7 x
30, a hidden layer of 30 x 30, and an output layer of 30 x 1, the space complexity of
a single network is calculated as 7 x 30 4+ 30 + 30 x 30 + 30 + 30 x 1 + 1 = 1201,
where 7 x 30, 30 x 30 and 30 x 1 are the input dimension x output dimension
while + 30 and + 1 is the dimension of the biases. Considering the target network,
the overall space complexity is 1201 x2 = 2402.

2) Memory Replay: Used for DQN’s experience replay, its size is typically set,
and the designated size determines its space complexity. For instance, if Memory
Replay is set to retain 50000 data positions, the space complexity is 50000 [137].

3) Pareto front introduction: Due to the introduction of the Pareto front, ad-
ditional storage is needed for networks considered part of the Pareto front. For
example, if the training process retains the network models of 5 Pareto agents, the
space complexity is 1201 x5 = 6005.

4) Federated learning: Introducing federated learning adds communication over-
head but does not increase the space complexity for an individual client [75].

5) Reinforcement learning part of DQN: The reinforcement learning part of DQN
does not increase space complexity significantly; it only requires storing some rein-
forcement learning parameters and can be negligible [207].

6) Packet overhead: Packet overhead is a simplified measure of communication,
focusing primarily on the size and number of data packets. In federated DQN, com-
munication with the server occurs twice every 10 rounds. This includes transmitting
the local client’s model parameters to the server and receiving the global model pa-
rameters from the server. Therefore, the communication overhead between a client
and the server over 100 rounds is twice the space complexity of the DNN for Q-table
approximation in DQN, i.e., 2402.

In summary, in this simulation, the original DQN algorithm’s space complexity
is 52402, and after introducing the Pareto front, the algorithm’s space complexity
becomes 58407, representing an 11% increase (excluding packet overhead). It can
be observed that the introduced space complexity is mainly determined by the size

of the Memory Replay.
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4.7 Conclusions

This chapter introduces the multi-objective federated scheduling algorithm to opti-
mize carbon emissions in the home microgrid system. The contributions are sum-

marized as follows:

e Development of a home microgrid smart energy scheduling algorithm using
DQN. The LSTM is utilized for solar power and load data prediction, creating
the environment for the DQN in the next time step. The operation of the DQN
is based on the predicted data to minimize the accumulated carbon emissions
and electricity costs during consecutive 100-hour periods. The trained DQN
can acquire the best electricity purchasing opportunity when the overall carbon

emissions and electricity prices are at their lowest.

e Development of a distributed structure with federated learning to enhance the
efficiency of the DQN algorithm while addressing privacy concerns. In the
DQN, the deep neural network parameters that approximate the Q-table are
uploaded to a server, enabling federated learning. The comparison was made

with time-based scheduling, multi-agent DQN and single DQN.

e Development of a Pareto front for the multi-objective DQN, comparing the
trade-offs between different objectives. Each point on the Pareto front repre-
sents a DQN agent, allowing for adjustments based on specific requirements.
This enables the agents to lean towards reducing either electricity costs or

overall carbon emissions.

From the simulation, it can be found that:

1. From sub-section [4.6.6] it can be found that with the single DQN, the carbon
emission decreased by 13.1%, while the electricity costs decreased by 17%.
The proposed DQN method can seize the opportunity to buy electricity when

carbon emissions or electricity prices are lower than at other times.

2. From scenarios 4 in the sub-section the proposed federated method is

able to capture opportunities for lower carbon emissions or lower electricity
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prices than the single DQN; the carbon emissions decreased further by 8.2%,
and the electricity costs decreased additionally by 10.7%. The proposed al-
gorithm achieved a performance similar to that of the multi-agent Deep-Q
network, which however, has privacy information leakage concerns. With the
help of federated learning, the privacy of homes can be protected by uploading

only client weights.

3. The simulations show that the degree of optimization of the electricity costs
is able to exceed that of the carbon emissions. This is because real price data

was used instead of only predicted data.

4. The Pareto fronts provide biases towards either electricity costs or carbon
emissions optimization. To protect privacy, the clients can choose whether
their bias is towards lowering carbon emissions or reducing electricity costs by

using different DQN models on the Pareto fronts.

In this Chapter, federated learning is considered to protect user privacy; however,
research indicates that the gradients in federated learning still contain information
that may cause privacy leakage if an attack occurs. Therefore, how to measure pri-
vacy leaks in federated learning and propose recommendations for further protecting

private data is a research that is required to be explored in Chapter 5.
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CHAPTER b

Privacy protection in federated home applications

While federated learning can avoid the uploading of private data, recent research
indicates that there are still many risks associated with the use of federated learn-
ing [114]. Up to now, there have been three main types of privacy leakage algorithms
to attack federated learning: membership inference attacks, GAN-based attacks, and
gradient inversion-based attacks (such as DLG attacks). Membership inference at-
tacks are suitable for multi-classification problems, but their success rate is often
very low for binary classification or regression tasks, thus it is not the major threat
when it comes to regression tasks in power systems [120]. GAN-based attacks as-
sume that a certain client is a malicious attacker, and that this client needs to have
a significantly different distribution from the other clients, making the attack con-
ditions stringent [121]. Therefore, membership inference attacks and GAN-based
attacks are not considered in this thesis.

For Gradient inversion-based attacks, if there is a controlled or inherently mali-
cious server or client, the use of DLG (Deep Leakage from Gradients) [114] or GS
(Gradient Similarity) [115] algorithms can recover the original partial training data
based on the gradient differences in federated learning. In some cases, it may even

accurately recover the entire training data. Compared to other attack methods,
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gradient inversion-based attacks can directly compromise privacy when the training
gradient data is received by the attacker, as these attacks have simpler requirements
but pose a greater risk of privacy leakage. Therefore, attacks in the DLG family are
chosen as the main focus of this thesis.

Within the DLG family of algorithms, GS improves upon DLG and often has
better optimization effects. iDLG is suitable for classification algorithms and im-
proves recovery accuracy, while Gradient Inversion is suitable for computer vision,
like image recovery tasks. To sum up, GS is the most suitable DLG family algorithm
for power scenarios.

In the previous two chapters, many scenarios have utilized federated learning [75],
such as recommendation systems, PV and load forecasting, electricity scheduling,

etc. The potential risk of privacy leakage is as follows:

1. The household device action recommendation system with federated learning;:
The household device action recommendation system uses the power consump-
tion data for each appliance. Based on this information, the status of each
appliance can be determined, and the next appliance likely to be used is able
to be predicted. If a hacker gains the training data, it would be easy to discern
the user’s electrical usage habits, including the specific appliances usage trends

and the user’s absence patterns. This poses a serious threat to user privacy.

2. Load forecasting: The input for the load forecasting system is the load and
voltage data from the previous three hours, and the output is the forecast for
the next hour. Although load information is the overall value, it does not
reveal the individual usage trends for each appliance. However, it does expose
the general electricity usage habits of the user. Research indicates that non-
intrusive load monitoring algorithms can be used to analysis and convert the
overall load data into the usage trends for each appliance’s power consumption
[197] [208]. Therefore, the leakage of load data could also compromise user

privacy.

3. Photovoltaic power forecasting: After converting PV power into electricity
through PV panels, photovoltaic power can be considered as part of the supply
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to the load. From this point of view, PV forecasting can be seen as part of

load forecasting, which also has potential privacy issues.

4. Scheduling algorithm: The scheduling algorithm is based on DQN and was
introduced in Chapter 4, in which the environmental data, such as the load
data, remaining battery capacity, photovoltaic output, electricity price, carbon
emissions, etc. are used. The outputs are the Q-values of the DQN algorithm.
This also includes privacy information like load data and photovoltaic output.
Electricity prices and carbon emissions data are public; therefore, they do not
pose a privacy risk. Since the battery is assumed to be the communal property,
there is no privacy leakage under the GS attack. Hence, the privacy leakage

in DQN aligns with scenarios 1 and 2.

According to the analysis above, the major privacy leakage application scenarios
are 1) The household appliance action recommendation systems and 2) The load
forecasting system. This chapter proposes an algorithm to measure the potential
risk of privacy leakage in neural networks. Simulations are conducted in the above
household applications, and suggestions for avoiding privacy leakage at the house-
hold level are provided based on the theoretical analysis and simulation results.

The proposed system architecture, SAFE-Home (Smart Applications Federated
Learning with Emphasis on Home Privacy), can be described in Fig. .

The proposed system comprises home metering units (clients) and a manage-
ment system (federated learning server) to perform the SAFE-Home algorithm. The
clients collect household metering data, where voltage and load data, triggering time,
and location of appliances are collected. The server and clients perform federated
learning for 1) load and voltage forecasting and 2) household devices action recom-
mendation by uploading the model parameters of the clients. Then, the federated
learning data is used and sent to the Attack module, which executes GS attacks
targeting the gradient differences in federated learning. Subsequently, the recovered
data is paired with the original data, and the Kendall coefficient is used to calculate
their similarity [209]. The attacked data and the similarity results are then sent
to the Explainable module to identify the key factors causing privacy leakage. Fi-

nally, based on the results of the explanation, privacy protection advice is provided
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Figure 5.1: An illustration of a privacy leakage measurement structure, SAFE-Home.
The federated home application scenario consisting of home metering units (client)
and an management system (a federated learning server). The proposed algorithm
in SAFE-Home is used to measure the privacy leakage in the gradient.

to households by analyzing the key factors in federated learning that may lead to

privacy leakage.

5.1 Household applications and attack module

This section introduces foundational work from Chapters 3 and 4, encompassing
two smart home application scenarios: load and voltage prediction and household
device action recommendation, shown in Fig. with structure changed. Then,
this section outlines how these scenarios employ federated learning and describes

the GS attack based on their federated learning gradients.

5.1.1 Load and voltage forecasting

The first application aims to predict the average power and voltage for the next time

period. This application scenario is derived from Chapter 4, where load prediction

144
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Figure 5.2: An illustration of the basic structures in household smart applications,
including: 1. The load and voltage forecasting, and 2. The household devices action
recommendation.

is performed to create the state space for the DQN algorithm [137] in the next time
step. The difference lies in the inclusion of voltage prediction in this chapter, and
the DNN structure [129] is used instead of the LSTM. The structure is shown in the
upper half of Fig. (.2

The power and voltage datasets are organized into time series data and then
normalized. Considering a neural network composed of fully connected layers, with
inputs including the average load and voltage of the first few time periods and

outputs the average load and voltage of the following time period.

5.1.2 Household devices action recommendation

The second application aims to generate recommendations for the next household
appliance actions. This application scenario is from Chapter 3. Among them,
the knowledge graph construction and training methods are completely identical
in Chapter 3. The difference is that a DNN [129] is used instead of the KGAT layer
while retaining the constructed graph dataset and embedding layer. The structure

is shown in the lower half of Fig.
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The overall structure of the recommender system is as follows: Household ap-
pliance data is integrated into a knowledge graph, encompassing information such
as appliance indexes, the times that the appliance is used, locations, the sequence
of appliance usage, rated power, and user expected satisfaction coefficient. Initially,
the data is encoded into embeddings. Then, the embeddings of two devices and the
corresponding usage time embeddings are concatenated and input into a DNN layer.
The output is between 0 and 1, indicating the likelihood of the two appliances being

used sequentially.

5.1.3 Federated learning with applications

For both scenarios, federated learning is conducted on models from multiple house-
holds to protect user privacy. Each home uploads the weights during learning and
executes the federated learning algorithm on the server side. In the federated learn-
ing model of both scenarios, the batch gradient VL(w(n)) after training can be
calculated using the training data and label [75]. As an example, the mini-batch

data and labels are considered as

Ol(Flr(mb,w(n)), m)
dw(n) ’

VL(w(n)) = (5.1)

where [(-) is the loss function like mean squared error loss. Flr could be the load and
voltage forecasting or household devices action recommendation model mentioned
above. mb is the mini-batched input, including the historical data in the past time
intervals. w(n) is the model parameter, including weights and biases during the
time interval n. m are mini-batched labels.

The local training part of the federated learning is the main focus of the simu-
lation, the period for the client ¢ to conduct local training with the local data after

receiving the global model from the server |75].

wi(n + 1) = w;(n) — e VL(w;(n)), (5.2)

where 7 represents the i-th client and ngy, is the learning rate. After each client local

update, the time interval plus one, the time increases from n to n + 1.
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Then the client i sends kpp-turn trained parameters w(n + kgr,) of the model to
the server. If all weights of clients are received, the server calculates the average
weight of each client and then sends the averaged model to each client. The averaging

process is described by [75].

I
1
waveraged(n + kFL) = 7 Z IUZ(TL + k:FL)v (53)

i=1

where Wayeraged (? + k1) is the averaged global model and I is the number of clients.

5.1.4 Attack module

While federated learning shares the gradient parameters of the network, it is assumed
that a malicious client or server will record the gradient difference between two
updates and perform GS gradient inversion from to to obtain potential
privacy input data, which can be described as follows [114] [115].

Ol(Flr(mbp,w(n), mp)

(5.4)

{mbp., mp.} = argmin 2 (VL(w(n))VL(wp(n + krr)))
, mboms A/ (VL(w(n)))2y/S (VL(wp(n + kep)))?

(5.5)

where subscript D means the randomly initialized. mbp represents the randomly
initialized data, mp represent the randomly initialized labels. The model parameters
wp(n) are calculated with mbp and mp. The V L(wp(n)) are the gradients generated
by mbp, mp and wp(n).

Similar with and , after kpr, rounds training, the weights wp(n + kgr,)
can be gotten. With that, the gradient VL(wp(n + kpr)) can be calculated. The
randomly initialized data mbp and labels mp can iteratively approach real values mb
and m by optimizing the cosine similarity between VL(w(n)) and V L(wp(n + kgr,))
in , this is because GS algorithm indicates that the same inputs produce same
gradients. {mbp., mp.} are the assemble of the optimized (recovered) data and

labels, which are closer to the real data and labels after optimization.
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Although the same inputs produce the same gradients, when performing a gra-
dient inversion using a GS attack, the same gradients do not necessarily recover the
same inputs. This is because the gradients have a high dimensionality, and the same
gradients can correspond to multiple different inputs. These inputs can produce the
same gradients through different paths.

The attack process is recorded with detailed data, including training batch size,
iterations and network structures. The training batch size here refers to how many
training samples are backpropagation updated at a time, and the process of updat-
ing parameters using batch size data is a training iteration. For training iterations,
this chapter specifically refers to local training iteration on the client side rather
than global training. Network structures refer to the structure of layers in a net-
work, including fully connected layers and their size information (It is also called
the ‘hidden size’ in this thesis), activation functions, etc. For load and voltage pre-
diction, the attack attempts to recover the original training data, while the attack
on device action recommendation attempts to recover the input embedding, thereby

inverting the original data. The data collected during the final attack is sent to

the explainable module in section [5.2.4] and |5.2.5| to measure the degree of privacy

leakage and locate vulnerable privacy data.

5.2 Proposed SAFE-home algorithm

This section presents the SAFE-Home algorithm, including the proposed pairing
principle and the explainable algorithm after GS attacks. It includes five steps:

1. Attack the existing federated learning networks with the GS algorithm.
2. Pair the attacked data with the original data.

3. Calculate the similarity between the recovered data and the original data with

the Kendall coefficient.

4. Provide preliminary explanations, pinpointing the key factors leading to pri-

vacy leakage with an LSTM.
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5. Offer in-depth explanations using a weighted approach with the explainable
machine learning algorithm.

Components 4 and 5 form a bi-layer explanatory system designed to predict the
probability of data leakage during data transmission in federated smart home ap-
plications given various batch sizes, training iterations, hidden neuron sizes and
activation functions. The overall system structure is shown from Fig. to
representing steps 1-5.

Each section, serving as a module, possesses decoupling properties and can be

replaced by similar algorithms or measurement methods.

5.2.1 Attacks for the federated learning

The gradient similarity attack

1. Simulated GS attack to test the accuracy of the recovered data:

Step C Initialize some data
g > -0.5000, 0.5324, 0.7532, 0.2343 ...

Federated
learning 0.3978, 0.9346, 0.7682, -0.1957 ...

0.0808, 0.3856, 0.8658, -0.2479 ...

server
Step D Step E
AW4 and its historical Optimization
AW1 model parameters Recovered (Optimized)
AW2 AW AWS Michael's data

1.0456, -0.8478, 0.5080, -0.0317 ...
-0.0039, 0.2486, 0.6462, -0.8276 ...

@ A 0.2403, 0.2449, 0.6832, -0.0505 ...
O

aws|  step

o~
A Ak b
D3

. Checking how
. similiar they are to

D1 D2

D4 D5 : . each other
Clientl: Linda Client2:Alice Client3: Bob CIient4:TMichaeI Client5: Tom . :
Training

% Step A

Michael's local model

Figure 5.3: The GS attack for household applications, after the data is recovered,
the recovered (optimized) data from Michael is similar to Michael’s original training
data, leading to privacy leakage.

To prevent privacy leakage, federated learning keeps sensitive data locally and
only uploads network parameters. Therefore, if privacy leakage occurs under feder-

ated learning, it is mainly associated with various attack algorithms.
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Assuming the malicious attacker could launch an attack, simulating the attack
in a lab environment before it happens is essential because it is allowed to view
the attack from the opponent’s perspective and measure the privacy leakage based
on the obtained information. The attack in this section can be understood in two
ways: 1. From an adversary’s perspective, simulating the attack and measuring the
attack’s potential to cause damage under different conditions will provide reference
recommendations for future defence. 2. From the defender’s perspective, it is es-
sential to be able to do some predicational attacks to obtain the attack results and
measure the privacy leakage, thus future attacks can be prevented.

In this Chapter, the GS attack in Section [5.1.4] is chosen and simulated to re-
cover the data [115]. The GS attack can be replaced with other attack algorithms
as long as they can compromise the privacy of federated learning, such as mem-
bership inference attacks [120] or GAN-based attacks [121]. Both DLG [114], and
GS are able to reconstruct the original training data when compared with different
attack algorithms, making them considered to be the most threatening type of at-
tack against federated learning. Therefore, the GS algorithm has been chosen as the
attack algorithm in this chapter.

The GS attack occurs when the server sends the complete model to the client
and then receives back the new model parameters from the client. The attacker is
assumed to be the server, which can attack by comparing the model parameters sent
to the client with those received back from the client.

As shown in Fig. [5.3] five individuals, Alice, Linda, Bob, Michael, and Tom,
are collaborating in a federated learning system. Next, while Michael is focused on
the local training process, a malicious attacker on the server attacks Michael with a
GS attack. The attacking process was described in sub-section [5.1.4] which can be

divided into the following steps.

1. Michael trains his local neural network with original data, such as original
embeddings, voltage, and load data. The network parameters and structures of
the local training model, including the batch sizes, training iterations, hidden
sizes (the size of the hidden neurons of the federated learning), activation

functions, super parameters such as the learning rate, etc., are known by
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everyone in federated learning, as it is required to perform federated learning

and all this data is stored.

2. After local training, the gradients and outputs (the predicted values) can be
obtained by Michael, as well as a trained local model. In federated learning,
it is necessary to send the trained local model (or its gradient gaps compared
with the global model) to the server. It should be noted that a malicious server
might have a record of the model that was sent by the client from their last
interaction. From this, the parameter differences between the two versions of
the model can be deduced. In deep learning algorithms, knowing any two of
the value factors (1. model parameter differences, 2. the learning rate, and
3. the model training gradient) allows for determining the third. Therefore,
a malicious attacker in the server could infer the gradient from the private

training data and consequently perform a GS attack in the future steps.

3. The malicious server randomly generates some data, the same size as Michael’s
training data, and inputs it into the global network that server recorded last
time for training (this was sent to Michael for local training). Whether to
use random data depends on whether the server has prior training data from
the attacked client. If it does, using the prior data instead of random data
often results in a more effective attack. The random data can be optimized to

approximate the private training data by using the GS attack.

4. The second set of outputs and gradients are obtained, based on the randomly
initialized (dummy) data. The L-BFGS optimizer (or the ADAM optimizer)
is used on the dummy data to minimize the cosine similarity between the two
sets of gradients until the number of optimization rounds required to complete
the training is reached or a situation arises where the cosine similarity between

the gradients becomes extremely small [210].

5. The optimized dummy data results in recovering the embeddings, voltage, and

load data which are highly correlated with the original data.

Steps 1 and 2 simulate the client training process locally. The remaining steps
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involve the server attacking and obtaining the client’s original data. Subsequently,

the original and recovered data proceed to the next pairing step.

Computational complexity

When performing a GS attack, assuming the parameter differences and learning rate
of the federated model are known, it is necessary to first calculate the gradients,
which is the reverse operation of equation 2.1} The time complexity for calculating
gradients is O(1) for simple fundamental calculations from the model parameter
gaps and the learning rate.

In addition, the GS algorithm optimizes the input training data based on gradi-
ents, and its computational complexity depends on both the complexity of the op-
timization algorithm and the number of optimization rounds. Assuming the Adam
optimization algorithm is used, the computational complexity per round is O(n)
(Adam optimization includes computing the first and second moment estimates for
each parameter, applying bias correction to these estimates, and then updating the
parameters) [211]. The number of rounds required for convergence is uncertain,
and if it converges after adt rounds, the total computational complexity would be
O(adt x n). Therefore, if the optimization converges slowly, adt could be large,
making the optimization process both time and computationally consuming.

In summary, the overall computational complexity is Q(1)+Q(adt X n), with the

latter (the complexity of the optimization process) being the dominant factor.

5.2.2 Pairing principle

After the GS attack, the real input and recovered data are paired in SAFE-Home
according to the minimum L2 distance. Observing the results, multiple recovered
data is believed to match one original data.

The steps for data pairing are as follows: the L2 distance from one data point in
a batch to all original data points is iteratively calculated. Choosing the minimum
absolute values in all the pairs for matching. The L2 distance here can be replaced
with other metrics, such as cosine similarity or mutual information. When the

batch size is large, the L2 distance is the method with the lowest computational
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2. Matching the recovered data and real data with the minimal L2 distance

Recovered data
(device index/voltage/load data)

1.0456, -0.8478, 0.5080, -0.0317 ...

‘ -0.0039, 0.2486, 0.6462, -0.8276 ...
<

0.2403, 0.2449, 0.6832, -0.0505 ...

Figure 5.4: Pairing the original data with the recovered data. The recovered data
is compared with all the original data within the batch size by calculating the L2
distance, and the smallest L2 distance is taken as the criterion for pairing.

complexity. Therefore, L2 distance is used here.
For example, in Fig[5.4] the first data on the left, 0.2404, 0.2447, 0.6830, -0.0505...
and the data on the right, 0.2403, 0.2449, 0.6832, -0.0505... are successfully paired,

because they have the smallest L2 distance in calculations.

5.2.3 Calculating similarity

3. Calculating the Kendall coefficient

Compare to each position

Recovered data

(device index/voltage/load data) Kendall
coefficient

0.2403, 0.2449, 0.6832, -0.0505 ...
1.0456, -0.8478, 0.5080, -0.0317 ...
-0.0039, 0.3486, 0.6462, -0.2276 ...

Orderly = 6

Disorderly = 0

Figure 5.5: Calculating the Kendall coefficient between the original data and the
recovered data. The Kendall coefficient can measure the correlation between the
recovered data and the original data, especially reflecting the trend of changes over
time in the load and voltage data.

Three kinds of metrics can be considered to compare the accuracy of data re-
covery after attacks. The first possible choice is distance-based methods, such as

L2 distance and cosine similarity, which reflect the difference between the original
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and recovered data. The second possible choice is that mutual information reflects
the view of information theory [212]; the probability distribution between two vari-
ables is used to measure the correlations. However, for regression problems under
gradient inversion algorithms, the changing trend of the variables can also be con-
sidered—for example, the trend of the accumulated load from the last few hours to
the next hour. Spearman and Kendall coefficients can be used to make correlation
analyses of two ordered variables, so they are more suitable to be the metrics for
the forecasting problem in this case [213]. According to this feature, the correlation
coefficients are chosen as privacy leakage metrics for federated home applications.
In the simulation of SAFE-Home, the Kendall coefficient was used to determine the
correlation between the paired original and recovered data, which is shown as [209]

B—v

Kendall =
enda length(length — 1)/2’

(5.6)

where § and 1 are the orderly and disorderly rankings of the recovered load and
voltage data or embeddings, and length is the number of statistical objects. For
the prediction algorithm, the sequence length is twice the length of the time series
for voltage and load. For the recommendation algorithm, the sequence length is the
sum of the lengths of the input embeddings. The result falls into [-1,1], where 1
means positive correlation, -1 means negative correlation, and 0 means irrelevant.

More specifically, Fig. depicts an example of where the original and recovered
data are. Assuming that only the first four data points are taken to calculate
Kendall’s coefficient, the steps are as follows:

The data are paired in combinations, such as the first data with the second, the
first with the third, the first with the fourth, and so on, until the pairing of the
third data with the fourth. The ascending or descending relationship between the
original and the recovered data is recorded for each data pair. The number of pairs
where the original and recovered data are consistent is noted as [, and the number
of pairs where they are inconsistent is noted as ¢. In Fig. 5.5 =6, ¢=0. Assuming
the length of the data is 4, so length=4. Afterwards, formula ([5.6) can be used to

calculate the Kendall coefficient between the original and recovered data. Under
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the premise of considering only the first four data points in the graph, the Kendall
coefficient is 1 between them.

This system assesses the similarity between the recovered and original data based
on input data, data batch size, hidden size, and training iterations. The evaluation
uses the Kendall coefficient, which indicates the degree of similarity between the
two datasets, allowing for determining the extent of privacy leakage. If the Kendall

coefficient is significantly high (near 1), it indicates a complete privacy leakage.

5.2.4 Explainable layer I

4. Explainable model layer I: Training

Recovered data
(device index/voltage/load data)

Batch size

0.2403, 0.2449, 0.6832, -0.0505 ...
1.0456, -0.8478, 0.5080, -0.0317 ...
-0.0039, 0.2486, 0.6462, -0.8276 ...

Training iterations

Hidden size

Input of LSTM

[

Record activation functions

Figure 5.6: Training in explainable layer I. Using an LSTM model to fit and predict
the degree of privacy leakage. The LSTM model is trained using the number of
batch sizes, training iterations, hidden sizes and the original data as input.

4. Explainable model layer I: Testing and predictions

Batch size

Training iterations

Hidden size

Your test data

Input of LSTM

Figure 5.7: Using and testing in explainable layer I. Given a number of batch size,
training iteration, hidden size, and specific test data, a well-trained network produces
a corresponding Kendall coefficient from a trained LSTM network. The larger the
coefficient, the more it indicates privacy leakage.
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In the first layer of measuring privacy leakage in SAFE-Home, it is necessary to
establish a prediction system to predict privacy leakage. Due to the unique long-
term memory capabilities of LSTM, it is well-suited as a predictive algorithm, so
an LSTM architecture is employed in this layer, estimating the privacy leakage level

under GS attacks based on historical data [214]. The input and output of the LSTM

are shown in formula (5.7) and (5.8)).

Input = [beh, ig, hsi, mb, m], (5.7)

Output = Kendallyyediction (Mbps, mps, mb, m), (5.8)

where the input consists of batch size bch, training iterations ig, hidden-layer size
hsi, raw data mb, and label m. The labels are the Kendall coefficients between
the original and recovered data. A global perspective of the privacy leakage can be
obtained by fitting this network, as shown in Fig. The activation function
is not used as an input to the LSTM but rather as a marker of the network. This
means it’s assumed that the network under attack only uses one type of activation
function, and it’s recorded. As shown in Fig after the training is completed,
during the testing or usage phase, the well-trained network can predict the level
of privacy leakage when given input parameters like batch size, training iteration,
hidden-layer size, and original data. The range of the predicted values is restricted
between 0 and 1 (since there is a possibility that the Kendall coefficient can be
less than 0, during training, Kendall coefficients less than 0 are set to 0), where 0

represents no privacy leakage, and 1 represents complete privacy leakage.

5.2.5 Explainable layer II

The second layer is built on layer I and is used to precisely identify the factors and
ranges that positively or negatively impact privacy leakage. This layer’s algorithm
is based on the explainable machine learning algorithm LIME [189]. There are
many explainable machine learning algorithms, such as LIME, Shapley, and Grad-

CAM. The reason for choosing LIME is its model-agnostic nature and its ease of
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5. Explainable model layer II

Non-explainable model

Batch size
Hidden size

Original data Ap'f'.'y'"':"
data jittering Getting output

Recovered data Sl

Training iterations
Activation functions

Explainable model
Layer II

Features
Batch size
Hidden size
Embedding data

Batch size and training
iterations are equal

Sum of weights
0.94
0.65

Batch size and training Applying
iterations are similiar weights

Input 3

Figure 5.8: On top of the first layer, the SAFE-Home framework incorporates an
improved explainable machine learning algorithm to further explain the factors af-
fecting privacy. In the purple box, the ‘sum of weight’ represents the explanation
for each type of feature. This illustrates how these features affect privacy leakage.

customization. The algorithm proposed here integrates home application scenarios
and introduces the following improvements based on LIME:

In LIME, only one point is selected for data perturbation and explanation, as
described in the formula . This method relies on fitting an explainable model
with the input’s perturbation and the neural network’s outputs. Since voltage, load
consumption, and household device recommendation system data are normalized or
embedded, and the data range fluctuates relatively smaller than other scenarios, it
can be considered the neighbourhood concept in the LIME algorithm. In the SAFE-
Home, the neural network comes from step 4 in the section [5.2.4], and its fitted data
comes from step 3 in the section As the attack steps in step 3 are repeated
multiple times, the data from step 3 can be directly used as ‘perturbed’ data. For
this, a sampling rule is designed:

1) For situations where batch size and training iterations are equal, the data is
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directly input to LIME as perturbed data without weighting.

Nezp
L(fnim7 fim)equal - Z(fnzm(ze;k) - fzm(zej))a (59)
i=1
where the data in this group is expressed as ze*.
2) For situations where batch size and training iterations are similar, weighted

data is input to LIME.

Nezp
L(,fnzm; fim)similiar = Z(wl ' fnzm(zsj> - fim(ZS:))a (510)
i=1
where the data in this group is expressed as zs*.
3) Perturb the original data according to the LIME algorithm and input it as
exploration data with weighting to LIME.
After improvements, the loss function is expressed as L( fnim, fim )proposed it (5.11]).

L(fnima fim)proposed - Lequal + Lsimiliar + Llime . (511)

This approach reduces the computational resources consumed by sampling and
forward propagation and theoretically explains results as more stable and accurate
because the real data are used instead of the fitted data. Therefore, the explanation
results are no longer specific to a single data point but rather a group of data
points. Additionally, the explanation for each type of data can be summed, and by
considering the explanation of all data comprehensively, a global data explanation
is obtained.

Finally, a comprehensive comparison of the results of layers I and II can be

conducted to understand the privacy leakage situation from different perspectives.

5.2.6 SAFE-Home algorithm

GS attacks threaten federated smart home applications due to their input inference
ability. An algorithm was proposed to measure the degree of privacy leakage for

smart home applications under different conditions.
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The proposed SAFE-Home algorithm is shown in Algorithm [3} Lines 2 to 13
are the GS attacks and the collection of attack data. Lines 7 to 11 describe the
attack and use the Kendall coefficient to measure the similarity between the original
data (line 9), repeating the attack N,., time for collecting data. In line 10, The
training iteration ¢, batch size bch, activation function ¢, the size of the hidden
neuron (hidden size) hsi, the original data orgyn, the recovered data recyep, and the
similarity between them Similiarity; e, calculated from the Kendall coefficient is
collected in dataset.

After attacking smart home applications, another neural network (in sub-section
5.2.4] an LSTM) is established in line 14 to fit the attack results, with input as batch
size, training iterations, hidden size, and the label as the Kendall coefficient between
the recovered and original data, the activation function used is also recorded. With
the trained network, the privacy leakage can be measured with the given inputs.
The detailed process is described in sub-section [5.2.4] the first layer of the proposed
explanation algorithm.

Afterwards, based on the idea of explainable machine learning [166] in the sub-
section[5.2.5] from lines 15 to 19, the aim is to locate the input data that is crucial for
output and to determine which intervals of the input will have a positive or negative
impact on the output. A set of data points is selected for the jitter according to
the formula to according to the design of the loss function, and then a
new network local_model is created to fit the impact of the jitter input. With the
same thought, it can be determined which factors will exacerbate privacy leakage

and which kind of data is vulnerable to privacy leakage.

5.3 Theoretical analysis

This section aims to analyse the factors that will influence the performance of the
gradient inversion in DNN.

For the a-th layer of the DNN and this layer’s input y°", (5.12) describes the

a—1>

bch

a

y2eh after the activation function ®,(-) in (5.13) [129].

fully connected layer and its output =", which then gives this a-th layer output
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Algorithm 3: SAFE-Home algorithm for privacy leakage measurement

1 Input: The basic model model, including load and voltage prediction or
device action recommendation system.

2 for Training iterations i from 1 to Nye, do

3 Load the basic model model; at iteration i.

4 Get activation function ¢ and the hidden size hsi from model;.

5 for Batch size bch from 1 to Ny, do

6 Load the recording of the training data orgpe.

7 for Repeat time from 1 to N,, do

8 Perform the GS algorithm and get recovered data recye.

9 Get Similiarity; per, = Kendall(orgpen, 7€Chen)

10 Save dataset = model;, ®,, bch, hsi, or gyen, T€Cpch, STMAlLATILY; pey-
11 end for

12 end for
13 end for
14 Initialize a neural network network. Train network with dataset, that is

network (i, bch, hsi, @, orgpen) = Similiarity; pep,.
15 Pick data in dataset according to |} and for further explanation.
Disturbing data to obtain a dataset disturb.
16 Make predictions model_predictions of disturb via
model_predictions = network.predict(disturb).
17 Compute distances distances from original_instance to perturbed_samples.
18 Train local model local_model with
perturbed_samples, model _predictions, distances.
19 Get the explanation from the observations of local_model.
20 Output: local_model.

a2t = Wyt 4+ b, (5.12)

a =

chh - (I)a(beh> ) (513)

a

where W, is the weights of the layer a, ® is the activate functions such as sigmoid

or relu. It is assumed that x, and y,_; are mini-batched data, donated as bch.
With the help of gradient optimizers like ADAM [211] or L-BFGS [215], gradient

inversion algorithms like DLG [114] and GS [115] can be performed. The back-

propagation process of ADAM when optimizing the gradients is focused, firstly, the
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loss function of back-propagation is defined as [129]

1, 1 .
= S5kt = ) = S (Bra(afity) = m)? (514)

where m is the mini-batched label, gna1, Yina and Pgn. means they are from the
final layer of the deep neural network.
In the back-propagation, the derivative of the total loss [ with respect to weights

W, and biases b, can be obtained via chain rules.

o Ol Oxbeh ol
- beh - beh
ow, — Qxlbeh OW, — Oxh

(val)" (5.15)

ol ol Oxbeh
by < Dl b, Z axbch ! (5.16)

where (5.15) and (5.16|) are steps for back-propagation, using variables in (5.12))

for derivations. The transpose T comes from the dimensional matching of matrix
multiplication, where W is a column vector. It is observed that aaz and depends

on af%. A basic requirement of back-propagation is that the gradient cannot vanish

(zero). So it is required that B bch is none zero. The representation of o bch can be
obtained from the chain rule.
Z Z aygﬂ:ﬂ
boh a‘r?iiﬁal ayﬁfﬁal Oxgil
GCID beh (5.17)
= Z ngh] ﬁﬂal(‘rﬁnal)
beh 8$2§1hal
al’bCh aybch
Z( beh, Jmiddie = Z beh beh,
ox 8xb0h 8y | Oz
beh (5.18)
_ Z aq)ll 1( Loy 1)
behh abeh 3 chzl ’
where ((5.17)) is the formula for the final layer (5 while is for the middle
layers (|5.12]), using ([5.13) for the equality substitution of ay‘;chl. The difference
a—1

between them is that the loss of the last layer is the mean squared root, and the loss

in the middle layer a —1 is conveyed by layer a. In (5.18]), there exists scalar product
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Aybeh . . . . ..
because azichl is the dimensional derivation. For (5.17]) the prerequisite of a;gih not
a—1 final

be zero is (Yanal — 2) O OPginal(Xfina1) NOt zero, which means that the data cannot
produce enough gradients (over-fitting) or the chosen of some activation functions.
For , the reason that the gradient disappears is the activation functions only.

The impact of gradients can be reflected in the batch size, training iterations,
and hidden size. For batch size, training with a larger batch can lead to gradients
overlapping, where the positive or negative gradients generated by different data may
cancel each other out. Therefore, increasing the batch size can make GS gradient
attacks more difficult. Regarding training iterations, a larger number of training
iterations can lead to overfitting, so the same data will generate fewer gradients.
This is disadvantageous for GS gradient attacks. For hidden size, a larger hidden
size will retain more gradients, which is conducive to GS attacks and can lead to
more privacy leaks.

The commonly used activation functions in regression problems are Sigmoid,
Relu, Leaky Relu, and Tanh [129]. It is required that the derivatives of the activation

function are non-zero. The derivatives are shown as follows.

. SN 1 /
(Sigmoid)’ = (1 n e*i)
V(l4+e ) —1(1+e?)
(1+e%)2

(5.19)

e—'L
(14e%)%’

(e +e)? — (' —e")? (5.20)
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(

1(<0)

(LeakyRelu)” = (max(0.017,4))" = ¢ None (i = 0) (5.21)
001> 0).
(o (i < 0)
(Relu)” = (max(i,0))" = { None (1=0) (5.22)
1(i>0),

\
where in practice, at i=0, the derivative of Relu and LeakyRelu is replaced by
subgradient, which is a number in [0,1]. Generally, the derivative value is set as 0.

It is obvious that for Sigmoid, the derivatives cannot be zero. For Tanh, it is
known that e’ and e~* cannot be zero and e’ is a strictly increasing function, while
e~' is a strictly decreasing function. As i approaches positive infinity, ¢! becomes
much greater than e™*, thus tanh(i) approaches 1. Similarly, as ¢ approaches negative
infinity, e* becomes much greater than e’, leading tanh(i) to approach -1. Therefore,
the range of tanh(i) and (tanh)® is (-1,1) and the derivatives of Tanh can approach
but will not equal 0 within its domain.

However, for Relu and Leaky Relu, there exists 0, so it will lead to zero gradients,

therefore it is harder for the gradient optimizer to recover the original data.

5.4 Simulations setup

For software and hardware, PyTorch was used on a PC with a CPU Intel Core i7
11800H, GPU NVIDIA GeForce RTX 3080 and 32GB memory capacity.

5.4.1 Load and voltage prediction

For task I, load and voltage prediction, the individual household electric power
consumption dataset is used in the simulation, including the Voltage and Load
power data of four years [216]. The input size for the neural network is 6, which
refers to the average load and voltage in the first 3 hours. The output predicts the
average load and voltage for the next hour. The simulation is repeated four times
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Table 5.1: Parameters for prediction system

Parameter in prediction system Values
DNN input nodes 6
DNN hidden size 50 x 50
DNN output nodes 2
DNN learning rates 0.01-0.001
DNN training rounds 15000
DNN optimizer Adam
DNN loss function Mean-Squared-Error
DNN activation function sigmoid/tanh/relu/leakyrelu

for activation functions to include sigmoid, tanh, relu and leakyrely at each time.

The detailed parameters are shown in table

5.4.2 Device action recommendation

For task II, device action recommendation, the UK-DALE (UK Domestic Appliance-
Level Electricity) dataset is used, which provides high-precision power consumption
data, including various types of household appliances such as refrigerators, washing
machines, ovens, lighting, etc. [182]. The UK-DALE dataset was customized for
the recommendation tasks in Chapter 3. For the neural network, the input size
is 3, including device A, time, and device B. Each input is encoded into 1 x 32
embeddings and concatenated into a 1 x 96 embedding. The embedding vector is
fed into 96 x 48 and 48 x 24 fully-connected layers. Finally, the output is a 0-1
number, which refers to the possibility of sequential use of electrical appliances A

and B. The detailed parameter is shown in table [5.2]

5.4.3 Simulated GS attacks

Each task performs federated learning with other homes, and the gradients produced
by the data during training are recorded. According to the gradient, GS attacks are
performed with ADAM optimizer [211], and the federated learning and GS attack
parameters are shown in table[5.3] Then, the recovered data will be paired according
to the pairing principle in sub-section [5.2.2] The original data, recovered data and
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Table 5.2: Parameters for the recommendation system

Parameter in recommendation system Values
Device Embedding dimension 32
Relation Embedding dimension 32
Time Embedding dimension 32
Embedding input nodes 3
DNN input nodes 96
DNN hidden size 48 x 24
DNN output nodes 1
DNN learning rates 0.001
DNN training rounds 15000
DNN optimizer Adam
DNN loss function Mean-Squared-Error
DNN activation function sigmoid and tanh

the Kendall coefficient between them need to be sent to the explanation module for
an explanation.

Due to the wide distribution of data, further processing is required to ensure
that the data are in an appropriate range. For instance, if the Voltage ranges from
230 V to 250 V, the data can be grouped into smaller ranges using a discretizer.
For example, a voltage less than 235 V, between 235 V and 240 V, and greater
than 240 V can be discretized into different groups, and 236 V will fall into the
group between 235 V and 240 V. For the continuous case, the grouping method is
applied for Voltage, Power and Embedding data, dividing the data intervals based
on their maximum and minimum value. Subsequently, the local_model in line 18 of
the Algorithm [3|is used to analyze the importance of each feature with its weights,
a simple Ridge Regression Model in the simulation. The final importance scores can
be obtained by aggregating calculations for the dataset. For example, the summed
weight for the feature Embedding <-0.07 in the local_model is 2.229 and 2.229 is
also regarded as importance.

Although, in general, explainable machine learning methods are categorized into
groups because it can only reflect general trends and have fluctuations in results,
in the simulation of this chapter, for already discrete values (batch sizes, training

iterations, hidden sizes), no grouping was performed, and each discrete value was
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Table 5.3: Parameters for the federated learning and GS attack

Parameter in recommendation system Values
Federated learning client number 4
learning local training rounds 1

GS optimizer Adam

GS distance function

cosine similarity

GS loss function

Mean-Squared-Error

GS early stopping

5000 rounds

GS optimization iterations for each round 100
GS input size for prediction system 6
GS output size for prediction system 2

GS input size for recommendation system 96

GS output size for recommendation system 1

explained individually. Only for continuous values (load, voltage and embedding

data), grouping was performed.

5.4.4 Explanation module

This sub-section mainly introduces the algorithm for the explanation module, in-

cluding the first layer of LSTM and the second layer of explainable machine learning.

LSTM superparameter of layer 1

The superparameter of layer I is shown in table [5.4] which is an LSTM network to
fit the input size, training iteration, network hidden neuron size, original data and

the Kendall coefficient between the original and recovered data.

Influence by DNN neuron size of layer 1

In the prediction system, the number of neurons in the hidden layer of the DNN is
progressively increasing from 10 to 150, indexed by 1 to 15. The detailed parameters
are shown in table 5.5l A similar parameter is adopted in the recommendation
system, and the number of neurons in the hidden layer of the DNN is also increasing
from 6 to 312, indexed by 1 to 15. The detailed parameters are shown in table [5.6]
Other than the hidden layer, for both applications, the other parameter is the same
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Table 5.4: Simulation parameters for layer I

Parameter in LSTM and federated learning Values
LSTM hidden nodes 50
LSTM learning rates 0.001
LSTM training rounds 0-15000
LSTM training batch size 1-30
LSTM optimizer Adam
LSTM loss function Mean-Squared-Error
LSTM state activation function tanh
LSTM gate activation function sigmoid

Table 5.5: Parameters for the hidden layer size of the prediction system

Index number | Hidden layer size (number of neurons)
1 10 x 10
2 20 x 20
3 30 x 30
4 40 x 40
5 50 x 50
6 60 x 60
7 70 x 70
8 80 x 80
9 90 x 90
10 100 x 100
11 110 x 110
12 120 x 120
13 130 x 130
14 140 x 140
15 150 x 150

as in table [B.1] and 5.2]

Meanwhile, as shown in table [5.6] the batch size ranges from 1 to 20, and the

number of training iterations ranges from 0 to 10,000, numbered from 1 to 20, with

every 500 training iterations forming one unit.

Superparameter of layer II

In the simulation, an explainable model is used to replace the non-explainable first

layer LSTM in the second layer of the explanation model. The parameters of the
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Table 5.6: Parameters for the hidden layer size of the recommendation system

Index number | Hidden layer size (number of neurons)

1 6 x 6

2 12 x 12
3 24 x 24
4 48 x 48
) 72 X 72
6 96 x 96
7 120 x 120
8 144 x 144
9 168 x 168
10 192 x 192
11 216 x 216
12 240 x 240
13 264 x 264
14 288 x 288
15 312 x 312

explainable model are as shown in table [5.7]

Table 5.7: Simulation parameters for layer 11

Super parameters in explainable layer (layer 2) Values
Federated learning batch size range 1-20
Federated learning training iterations range 0-10000
Number of features for training iterations 20
Federated learning hidden size 1-15
Distance metric L2 distance
Model regressor Ridge regression
Ridge regression alpha value 1
Ridge regression tolerance 0.001

The chosen batch size for federated learning ranges from 1 to 20, and the training
iteration size ranges from 0 to 10,000. It is discretized into numbers from 0 to 20.
For example, training iterations can be selected as 0, 500, and up to 10,000. As
shown in table and the hidden size is quantified into numbers from 1 to 15.
In the simulation, Ridge Regression, an explainable model, fits the non-explainable

first-layer LSTM model. Table[5.7 also introduces the hyperparameters of the Ridge
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Regression.

5.5 Results

This section presents the simulation results. Following the algorithmic process of
SAFE-Home, the results of the GS attack on home applications are introduced.
Subsequently, the results of the LSTM in the first layer of the explanation model
were analyzed, determining the impact of different batch sizes, training iterations,
activation functions, and hidden sizes on privacy leakage in a general view. Finally,
the results of the second layer were analyzed, identifying key factors contributing to

privacy leakage.

5.5.1 Result for GS attack on the applications

It is easy for the GS algorithm to compromise privacy in federated home applications.
In the voltage and load forecasting system, Fig. shows the recovery results for
a continuous 24-hour period of a single household at the training iteration of 2000.
During training, data is submitted to the server every 4 hours, resulting in a batch
size of 4. There are two subplots in Fig. [5.9] with the first subplot representing
load data and the second representing voltage data. It can be observed that the
recovered data closely matches the original data, demonstrating that the privacy
of users’ daily data is highly susceptible to compromise. Even the fluctuations in
peaking hours can be accurately recovered.

For the device action recommendation system, in Fig. [5.10] the input data are
encoded as embeddings, and data from four appliances for each time period (1-28)
were selected for recommendation and GS recovery. The simulation was conducted
with each time period serving as a batch size. The yellow triangles represent the
original data, the blue circles represent the recovered data, and the red ‘x’ marks are
instances where the original and recovered data coincide. Names were labelled for
the frequently recovered data. The simulation revealed that GS attacks can often
recover the original appliance usage information through embedding, compromising

user data privacy.
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Figure 5.9: The original and recovered data for: 1) the load data and 2) the voltage
data of a client. Simulation has found that the GS algorithm poses a significant
threat to the prediction system and can almost completely restore the original data.

When the batch size or training iteration increases, hidden size decreases, or the
activation may alleviate the privacy leakage, which will be discussed in the next

subsection.

5.5.2 Result for layer I: The trend of the GS attack

Influence by batch sizes and training iterations

The well-fitted network in Algorithm [3] was tested for evaluation. As shown
in Fig. [b.11] the impact of batch size and training iteration on privacy leakage
was represented in four 3D sub-graphs, where training iteration is between 1 to
30, referring to 1 x 500=500 rounds to 30 x 500=15000 rounds of training. The
recovered data in the graph is divided into four colours: red (complete privacy
leakage), orange-yellow (major privacy leakage), green (minor privacy leakage), and
blue (almost no privacy leakage). It can be concluded that as the batch size and

training iteration increase, privacy leakage gradually decreases. The most severe
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Figure 5.10: The original and recovered devices data for the recommendation system.
It can be seen that the usage information of some appliances can be recovered. The
GS attack poses a possible threat to recommendation systems. The graph labels
appliances that have been recovered more than twice.

leakage situations for prediction systems occur when the batch size and training
iteration are relatively small.

As shown in Fig. [.12] after testing the recommendation system trained in
Algorithm [3] it can be found that with different datasets, its trend is the same
as that of Fig. [5.11], this demonstrates the generalization capability of the SAFE-
Home algorithm. The result of Fig. has 795 blue points, much more than
the prediction system (blue points between 0 and 8). This is because the input is
encoded into embeddings with higher dimensions, making the training data harder

for the GS algorithm to retrieve.
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Figure 5.11: The explanation results of the GS attack on the prediction system with

activation functions 1. Relu, 2. Tanh, 3. Sigmoid and 4. LeakyRelu (the Red colour
denotes complete privacy leakage, orange signifies a major privacy leakage, green
represents a minor privacy leakage, and blue indicates negligible privacy leakage).
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Figure 5.12: The recovery results of the GS attack on the recommendation system
illustrates that only when the batch size and training iterations are relatively small
does the recommendation system experience a more significant privacy leakage.

Influence by activation functions

The influence of activation functions is shown in Fig. [5.11] Different subgraphs
represent the use of other activation functions. Based on data analysis, the activation
functions ‘Tanh’ (red=71, yellow=679) and ‘Sigmoid’ (red=118, yellow=654) are the
most prone to privacy leakage, with the most red and yellow points. However, after
multiple simulation verifications, the data recovery is not very stable for sigmoid
when training iterations=0. Please note that Sigmoid and Tanh share a common
characteristic: they can accurately recover the original data even when the batch
size is relatively large.

In contrast, Relu (red=63, yellow=544) and LeakyRelu (red=64, yellow=718)
are more sensitive to batch size, and the original data cannot be recovered through
attacks when the batch size is larger than 5. The activation function ‘Relu’ has the
most minor leakage, with the most green points. This is because ‘Relu’ removes

negative values, thus cutting off some of the gradients that GS attacks require to
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use for gradient inversion. More gradient information will assist the GS algorithm
in restoring data from the back-propagation of the model [129]. This simulation

result /finding is consistent with the theoretical analysis presented in section .

Influence by DNN neuron size

From Figure[5.13]and [5.14] it is noteworthy that the trend of privacy leakage does not
significantly increase or decrease with the change in system size in the simulations.
Figure |5.13|illustrates the degree of privacy leakage in a recommendation system as
the system size varies, where the trend of the privacy leakage cannot be distinguished
clearly. Notably, the right subfigure shows more privacy leakage when the system
size is around 12. Similarly, Figure depicts the degree of privacy leakage in a
prediction system as the system size varies, the right subfigure indicates significant
privacy leakage when the system size is relatively large.

Other than that, when examining the impact of DNN hidden layer sizes on
privacy leakage, what Fig. and have demonstrated is only one facet of the
overall results, i.e., when either the results for training iteration equal 1000 or batch
size equals 2. Therefore, further results are attached in the appendix. Since the
trend changes are not obvious and cannot be easily distinguished, conclusions will
require further in-depth exploration at the second level of the explainable model in

the next layer of the model.

5.5.3 Result for layer II: Explainable analysis

In the original test, an analysis using explainable machine learning was conducted
for cases where the recovered data and the original data are extremely similar (the

Kendall coefficient between them is approximately equal to 1). After summarizing

all the analyses, the weights are calculated to derive Fig. and [5.16, Including:

e Batch Size: In both graphs, the impact of privacy leakage decreases as the
batch size increases. The greatest privacy leakage occurs when the batch size

is less than 3. Additionally, the variance for each point is relatively small.
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Figure 5.13: The influence of different system structures in the household recom-
mendation system. 1) System size and batch size trends when the number of training
iterations are 1000. 2) System size and number of training iterations trends when
the batch size is 2. It can be seen from the graph that as the network structure
increases, the trend of privacy leakage are hard to distinguish.

e Training [terations: Similar to batch size, fewer training iterations are con-
ducive to privacy leakage. The trend expressed in Fig. and are sim-
ilar. The simulation found that the variance for training iterations is slightly

larger than for batch size, especially in recommendation systems.

e Hidden Size: From both graphs, it can be inferred that as the hidden size
of the neural network increases, the possibility of privacy leakage gradually
increases (Although there are fluctuations). The variance in recommendation

systems is larger compared to prediction systems.

e Voltage, Loads, and Embeddings Values: Based on three graphs, it can be
deduced that extreme values (either too large or too small) in voltage, loads,
and embeddings are prone to privacy leakage. For example, privacy leakage
is more likely when voltage values are greater than 243 volts, load values are

greater than 110 wh or less than 20 wh, or embedding values are greater
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Figure 5.14: The influence of different system structures in the prediction system.
1) The trend of system size and batch size changes when the number of training

iterations are 5000. 2) The changes in system size and in the number of training
iterations when the batch size is 10.

than 0.6 or less than -0.2. Essentially, more distinctive or extreme values are
more susceptible to privacy leakage. Additionally, the magnitude of values
introduces greater uncertainty than other factors in privacy leakage. This

aspect is evident in the subplot for embeddings in the recommendation system,

which shows that embeddings have the largest variance.

The simulation also found greater uncertainty when considering the impact of
privacy leakage on recommendation systems. This is because the use of embeddings
leads to higher dimensions and more difficulty in data recovery. For prediction
systems, the most critical factors affecting privacy are training iterations and hidden
size. In contrast, for recommendation systems, the most crucial factor impacting

privacy is batch size because the input dimension grows rapidly as the batch size

grows.

Please note that in Fig. [5.15] and Fig. [5.16] due to the complexity of the deep

learning model and the limitations of LIME algorithm locality, the results derived
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The impact of different factors on privacy leakage
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Figure 5.15: The recovery results of the prediction system. Including 1. different
batch sizes, 2. different training iterations, 3. different hidden sizes, 4. different
power values and 5. different voltage values. It can be observed that smaller training
iterations, larger hidden sizes, and smaller batch sizes can lead to privacy leakage.
Additionally, relatively large or small values of voltage and load data are easier to

cause privacy leakage.
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The degree of the impact on the privacy leakage
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Figure 5.16: The explanation results of the recommendation system. Including 1.
different batch sizes, 2. different training iterations, 3. different hidden sizes, and
4. different embedding values. It has been found that a smaller batch size, smaller
training iterations, and a larger hidden size can lead to privacy leakage. Additionally,

a larger or smaller embedding value also contributes to privacy leakage.
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from layer 2 exhibit fluctuations, which can only reflect the general trend rather
than the precise trend. To eliminate or mitigate fluctuations, the data can be
further grouped, and the primary factors influencing privacy leakage can be filtered
and focused. A method to alleviate fluctuation could be to divide the range into
four groups: 0-40, 40-80, 80-120, and 120-150. However, these grouped forms of
expressions will lose some information; consequently, they are not adopted in this
simulation.

The results are consistent with the conclusions in the previous section [5.3] indi-
cating that either a smaller batch size and training iteration or a larger hidden size

will positively affect data recovery (privacy leakage) under the GS attack.

5.6 Conclusions

Building upon the home federated learning applications in the previous two chapters,
this chapter further explores the extent and likelihood of privacy leakage through the
proposed framework, SAFE-Home. In SAFE-Home, federated learning privacy mea-
surement methods are proposed based on the GS algorithms, explainable machine
learning algorithms, and various privacy metrics.

From the simulations, it can be concluded that under the voltage and load fore-
casting problem, as well as the device action recommendation problem, the privacy
of federated learning can be easily compromised by the GS algorithm. The super
parameters and activation functions of federated learning influence the performance
of gradient inversion algorithms.

The contributions of this Chapter are as follows:

e The GS algorithm on household device action recommendations system as well
as the load and voltage forecasting is carried out. These home Al scenarios
are derived from Chapters 3 and 4. Simulation results indicate that even when
using federated learning, there is still a risk of privacy leakage, posing a threat

to the privacy concerns of household data.

e Leveraging the findings from implementing the GS algorithm and integrating

explainable machine learning, a new algorithm in SAFE-Home is proposed to

179



predict the privacy leakage and explain the factors for potential privacy fears

under various conditions when encountering the gradient inversion algorithm.

e Strategic advice for privacy preservation is derived. The simulations revealed
that a smaller batch size and training iterations or a larger hidden neuron size,
along with non-zero derivatives of the activation functions, are more likely to

lead to privacy leakage. Extreme values are more easily recoverable.

Recommendations to protect residential privacy:

Batch size: Synchronize the local model to the server with a larger batch
size, because the simulation found that a smaller batch size contributes to the

higher possibility of privacy leakage.

Training iterations: The simulation found that fewer training iterations con-
tribute to privacy leakage, so it is recommended to avoid providing the training
data at the beginning of the local training or the training after mixing with

other users.

Activation functions: Try to use the activation function that has the zero or
near to zero derivative, like Relu or LeakyRelu. Sigmoid or tanh will have the

largest privacy leakage.

Size of the neural network: Larger neural network architectures often contain
more gradient information, which can lead to privacy leakage. Therefore, it is

essential to choose the size of the neural network structure judiciously.

Input dimension: Try to choose a larger input dimension, like using high-

dimension embedding.

To conclude, simulations reveal that federated learning cannot entirely safeguard

user data privacy. Defences against potential attacks are needed to minimize the

likelihood of data leakage. Additionally, as various attack algorithms emerge, it is

crucial to remain vigilant and devise corresponding strategies for potential privacy

leaks in the future.
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CHAPTER 6

Conclusions and future directions

6.1 Conclusions

This thesis proposes smart community algorithms for recommendations in smart
homes and the scheduling in home microgrids while considering privacy protection.

As described in Chapter 1, the overall structure is divided into three parts. The
first part is the smart home part, which is responsible for household device action
recommendations and energy optimization according to the recommendation lists.
The second part is the home microgrid part, developing a scheduling algorithm for
optimizing the electricity purchase requirements in a home microgrid. The final
part is dedicated to privacy protection, enhancing the overall privacy of the system.
Chapter 2 described the related background and literature review.

In Chapter 3, a household device action recommendation framework, DARK,
is established. The resident’s daily appliance usage data is organized as a knowl-
edge graph through data processing. The improved KGAT algorithm is used to
train embeddings, aggregate graph information, and make recommendations. Un-
like other household device action recommendation systems, this system considers

the recommendations’ interpretability and demand response optimization. The ef-
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fectiveness of the proposed algorithm is validated by comparing it with algorithms
based on DNN, RNN, CNN, and traditional KGAT through the use of simulations.
It has been shown that with the DARK framework, the averaged recommendation
accuracy achieved is 93.4%, and the optimized power can be reduced by up to 20%.

Chapter 4 establishes an energy scheduling system for the home microgrid. The
system predicts the next-hour’s environment, including the electricity prices, carbon
emissions, and load consumption in the next hour. Based on this environment, a
DQN algorithm is proposed for optimum electricity purchase decisions to optimize
the accumulated electricity cost and carbon emissions. Unlike other DRL-based
optimizations, the proposed algorithm connects multiple DQN models through fed-
erated learning, fully utilizing the information of each client’s DQN while protecting
privacy. Additionally, it provides each client with multiple optimization direction
choices, making the model adjustable. The proposed algorithm is compared with
the standalone DQN and multi-agent DQN models. It is found that federated DQN
achieves a similar level of optimization as multi-agent DQN. Compared with a stan-
dalone DQN, the carbon emission decreased by 8.2%, and the electricity costs re-
duced by 10.7%.

In Chapter 5, a framework called SAFE-Home, is established to identify the
conditions for privacy leakage. The testbed is based on federated learning in the
household device action recommendation system and on the microgrid forecasting
system. The first layer of SAFE-Home is based on Long Short-Term Memory, pre-
dicting the extent of possible privacy leakage under different conditions. The second
layer is based on explainable machine learning with a customized loss function,
which further pinpoints the potential circumstances leading to privacy leakage. The
proposed algorithm is validated through tests using the UK-DALE dataset for home
appliance recommendation systems and a household load dataset for forecasting
residential loads and voltage, as well as this chapter’s theoretical analysis.

In this thesis, the proposed Al smart community systems are closely related to
residents’ daily lives. Therefore, data security and privacy protection cannot be
overlooked. While proposing algorithms, special attention has been paid to privacy

protection concerns and the interpretability (or explainability) of the algorithms,
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thus enhancing the practicality and usability of the algorithms.

6.2 Future research directions

For the home appliance recommendation system in Chapter 3, future research di-

rections include:

e Utilizing data from a broader range of sources to build more complex graphs

and maximize the effectiveness of knowledge graph algorithms.

e Developing more sophisticated demand response algorithms for modelling home
heating systems. In the current recommendation system, appliances like re-
frigerators and water heaters are not manually controlled, so they have yet to

be applied in the proposed algorithm.

e For long-tail data, such as home appliances that are used less frequently, incor-
porating human knowledge to improve recommendation accuracy needs further

exploration.

e Trialing the proposed algorithm in more households and real-world environ-
ments, and set up questionnaires to test the correctness of the model’s inter-

pretation algorithm.

e Research on how to make recommendations in the absence of sub-electricity
meters. Non-intrusive load monitoring algorithms could be used, or other

recommendation methods could be employed.

For the home microgrid scheduling system in Chapter 4, the following future

research directions are suggested:

e Energy trading between multiple households is an interesting topic for research,
especially how to trade automatically. Mechanisms such as blockchain could

be used to collaborate to realize a smart trading system.

e Since DQN relies on load prediction, more accurate predictions on renewable
energy, electricity prices, and carbon emissions will enhance its performance,

which is a possible research topic.
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e A mechanism could be designed to make the bi-objective optimization’s ad-
justable mechanism more detailed, for example, by creating user profiles based

on actual usage patterns.

For the privacy protection system, SAFE-Home, proposed in Chapter 5, the

following future research directions are suggested:

e The proposed framework could be applicable in simulating other types of fed-
erated learning attacks, such as membership inference attacks, GAN-based
attacks, etc. Various attacks can be simulated for comparison, providing a

more comprehensive privacy protection overview.

e The framework could be tested in other home-based federated learning sce-
narios, and the applicability of the proposed algorithm could be assessed in

various scenarios.

e Further protection of privacy is a concern, and various privacy-preserving al-
gorithms, such as differential privacy and encryption, could be employed to

make privacy protection more comprehensive.
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APPENDIX A

Other simulation results

A.1 Recommendation system privacy leakage

Apart from the scenario in Chapter 5 where the training iterations are 1000 and the
batch size is 2, the recommendation system’s other conditions are also listed here.
The trend of changes is consistent with that in Fig. [5.13]

1) Training iterations = 2000
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Figure A.1: The influence of different system structures. 1. System size and batch
size trends when the number of training iterations is 2000. 2. System size and
number of training iterations trends when the batch size is 4.
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Figure A.2: 1. System size and batch size trends when the number of training

iterations is 3000. 2. System size and number of training iterations trends when the
batch size is 6.
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Figure A.3: 1. System size and batch size trends when the number of training

iterations is 4000. 2. System size and number of training iterations trends when the
batch size is 8.
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Figure A.4: 1. System size and batch size trends when the number of training

iterations is 5000. 2. System size and number of training iterations trends when the
batch size is 10.
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Figure A.5: 1. System size and batch size trends when the number of training

iterations is 6000. 2. System size and number of training iterations trends when the
batch size is 12.

206



1) Training iterations = 7000
red=1, yellow=2,
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2) Batch size = 14
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Figure A.6: 1. System size and batch size trends when the number of training

iterations is 7000. 2. System size and number of training iterations trends when the
batch size is 14.
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Figure A.7: 1. System size and batch size trends when the number of training

iterations is 8000. 2. System size and number of training iterations trends when the
batch size is 16.
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1) Training iterations = 9000

2) Batch size = 18
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Figure A.8: 1. System size and batch size trends when the number of training

iterations is 9000. 2. System size and number of training iterations trends when the
batch size is 18.

1) Training iterations = 10000

2) Batch size = 20
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Figure A.9: 1. System size and batch size trends when the number of training

iterations is 10000. 2. System size and number of training iterations trends when
the batch size is 20.
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A.2 Prediction system privacy leakage

Apart from the scenario in Chapter 5 where the training iterations are 5000 and the
batch size is 10, the recommendation system’s other conditions are also listed here.

The trend of changes is consistent with that in Fig. [5.14]

1) Training iteration = 1000 2) Batch size = 2
red=68, yellow=190, red=140, yellow=62,
green=37, blue=5 green=40, blue=73
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Figure A.10: 1. The trend of system size and batch size when training iterations is
1000. 2. The changes in system size and training iterations when batch size is 2.

1) Training iteration = 2000 2) Batch size = 4
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Figure A.11: 1. The trend of system size and batch size when training iterations is
2000. 2. The changes in system size and training iterations when batch size is 4.

209



1) Training iteration = 3000 2) Batch size = 6
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Figure A.12: 1. The trend of system size and batch size changes when the number

of training iterations is 3000. 2. The changes in system size and number of training
iterations when the batch size is 6.
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Figure A.13: 1. The trend of system size and batch size changes when the number

of training iterations is 4000. 2. The changes in system size and number of training
iterations when the batch size is 8.
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1) Training iteration = 5000 2) Batch size = 10
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Figure A.14: 1. The trend of system size and batch size changes when the number

of training iterations is 5000. 2. The changes in system size and number of training
iterations when the batch size is 10.
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Figure A.15: 1. The trend of system size and batch size changes when the number

of training iterations is 6000. 2. The changes in system size and number of training
iterations when the batch size is 12.
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1) Training iteration = 7000 2) Batch size = 14
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Figure A.16: 1. The trend of system size and batch size changes when the number
of training iterations is 7000. 2. The changes in system size and number of training
iterations when the batch size is 14.

1) Training iteration = 8000 2) Batch size = 16
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Figure A.17: 1. The trend of system size and batch size changes when the number
of training iterations is 8000. 2. The changes in system size and number of training
iterations when the batch size is 16.

212



1) Training iteration = 9000

2) Batch size = 18
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Figure A.18: 1. The trend of system size and batch size changes when the number

of training iterations is 9000. 2. The changes in system size and number of training
iterations when the batch size is 18.

1) Training iteration = 10000

2) Batch size = 20
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Figure A.19: 1. The trend of system size and batch size changes when the number

of training iterations is 10000. 2. The changes in system size and number of training
iterations when the batch size is 20.
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